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1 GETTING STARTED 1.1 IMPORTANT PROCEDURES

Use this chapter for initial setup of your new T35 Transformer Protection System.

1.1.1 CAUTIONS AND WARNINGS

Before attempting to install or use the device, review all safety indicators in this document to help prevent injury, equipment
damage, or downtime.

The following safety and equipment symbols are used in this document.

Indicates a hazardous situation which, if not avoided, will result in death or serious injury.
A DANGER
AWARNlNG Indicates a hazardous situation which, if not avoided, could result in death or serious injury.
ACAUTION Indicates a hazardous situation which, if not avoided, could result in minor or moderate
injury.

m Indicates practices not related to personal injury.

a) GENERAL CAUTIONS AND WARNINGS
The following general safety precautions and warnings apply.
Ensure that all connections to the product are correct so as to avoid accidental risk of shock
A DANG ER and/or fire, for example such as can arise from high voltage connected to low voltage termi-
nals.

Follow the requirements of this manual, including adequate wiring size and type, terminal torque settings, voltage,
current magnitudes applied, and adequate isolation/clearance in external wiring from high to low voltage circuits.

Use the device only for its intended purpose and application.
Ensure that all ground paths are uncompromised for safety purposes during device operation and service.

Ensure that the control power applied to the device, the AC current, and voltage input match the ratings specified
on the relay nameplate. Do not apply current or voltage in excess of the specified limits.

Only qualified personnel are to operate the device. Such personnel must be thoroughly familiar with all safety cau-
tions and warnings in this manual and with applicable country, regional, utility, and plant safety regulations.

Hazardous voltages can exist in the power supply and at the device connection to current transformers, voltage
transformers, control, and test circuit terminals. Make sure all sources of such voltages are isolated prior to
attempting work on the device.

Hazardous voltages can exist when opening the secondary circuits of live current transformers. Make sure that
current transformer secondary circuits are shorted out before making or removing any connection to the current
transformer (CT) input terminals of the device.

For tests with secondary test equipment, ensure that no other sources of voltages or currents are connected to
such equipment and that trip and close commands to the circuit breakers or other switching apparatus are iso-
lated, unless this is required by the test procedure and is specified by appropriate utility/plant procedure.

When the device is used to control primary equipment, such as circuit breakers, isolators, and other switching
apparatus, all control circuits from the device to the primary equipment must be isolated while personnel are
working on or around this primary equipment to prevent any inadvertent command from this device.

Use an external disconnect to isolate the mains voltage supply.

LED transmitters are classified as IEC 60825-1 Accessible Emission Limit (AEL) Class 1M.
ACAUTION Class 1M devices are considered safe to the unaided eye. Do not view directly with optical
instruments.

This product is rated to Class A emissions levels and is to be used in Utility, Substation Industrial
m environments. Not to be used near electronic devices rated for Class B levels.

GE Multilin T35 Transformer Protection System 1-1




1.1 IMPORTANT PROCEDURES 1 GETTING STARTED

1.1.2 INSPECTION PROCEDURE

1. Open the relay packaging and inspect the unit for physical damage.

2. View the rear nameplate and verify that the correct model has been ordered and delivered.

RATINGS: magel: gﬁmcursrmmsmxm
Control Power: ¥ ods:
T35 Transformer Management Relay Eﬁ&%‘:ﬁu S0y C Mo omA eraoag: st
@ i . et Firmware: D
cmate (NI MU TONNN S, R
LISTED SEHENTL
|3 mosgree MINMIVHNIO FVMOMCAE w1

BZB751A2CDR
Figure 1-1: REAR NAMEPLATE (EXAMPLE)
3. Ensure that the following items are included:

* Instruction manual (if ordered)
* GE EnerVista™ CD (includes the EnerVista UR Setup software and manuals in PDF format)
* Mounting screws

4. If there is any noticeable physical damage, or any of the contents listed are missing, please contact GE Digital Energy
immediately as follows.

GE DIGITAL ENERGY CONTACT INFORMATION AND CALL CENTER FOR PRODUCT SUPPORT:

GE Digital Energy
650 Markland Street
Markham, Ontario
Canada L6C OM1

TELEPHONE:  Worldwide +1 905 927 7070
Europe/Middle East/Africa +34 94 485 88 54
North America toll-free 1 800 547 8629
FAX: +1 905 927 5098
E-MAIL: Worldwide multilin.tech@ge.com
Europe multilin.tech.euro@ge.com
HOME PAGE: http://www.gedigitalenergy.com/multilin

For updates to the instruction manual, firmware, and software, visit the GE Digital Energy website.

1-2 T35 Transformer Protection System GE Multilin
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1 GETTING STARTED 1.2 UR OVERVIEW

1.2.1 INTRODUCTION TO THE UR

The GE Universal Relay (UR) series is a new generation of digital, modular, and multifunction equipment that is easily
incorporated into automation systems, at both the station and enterprise levels.

1.2.2 HARDWARE ARCHITECTURE

a) UR BASIC DESIGN

The UR is a digital-based device containing a central processing unit (CPU) that handles multiple types of input and output
signals. The UR device can communicate over a local area network (LAN) with an operator interface, a programming
device, or another UR device.

Input elements CPU module Output elements
Contact inputs Protective elements Contact outputs
. : Pickup .
Virtual inputs - | E Dropout Virtual outputs
Analog inputs Operate Analog outputs
9P Input 3 D 2 Output goutp
CT inputs —1 status status |1 Remote outputs
VT inputs table ___ Logic Gates table - |IEC 61850
Remote inputs —:I—:
Direct inputs ] Direct outputs
LAN
Programming Operator
device interface

827822A3.COR

Figure 1-2: UR BLOCK DIAGRAM

The CPU module contains firmware that provides protection elements in the form of logic algorithms, as well as program-
mable logic gates, timers, and latches for control features.

Input elements accept a variety of analog or digital signals from the field. The UR isolates and converts these signals into
logic signals used by the relay.

Output elements convert and isolate the logic signals generated by the relay into digital or analog signals that can be used
to control field devices.

The software and unit are backwards-compatible with UR devices.

b) UR SIGNAL TYPES

The contact inputs and outputs are digital signals associated with connections to hard-wired contacts. Both ‘wet’ and ‘dry’
contacts are supported.

The virtual inputs and outputs are digital signals associated with UR-series internal logic signals. Virtual inputs include
signals generated by the local user interface. The virtual outputs are outputs of FlexLogic™ equations used to customize
the device. Virtual outputs can also serve as virtual inputs to FlexLogic equations.

The analog inputs and outputs are signals that are associated with transducers, such as Resistance Temperature Detec-
tors (RTDs).

The CT and VT inputs refer to analog current transformer and voltage transformer signals used to monitor AC power lines.
The UR-series relays support 1 A and 5 A CTs.

The remote inputs and outputs provide a means of sharing digital point state information between remote UR-series
devices. The remote outputs interface to the remote inputs of other UR-series devices. Remote outputs are FlexLogic oper-
ands inserted into IEC 61850 GSSE and GOOSE messages.
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The direct inputs and outputs provide a means of sharing digital point states between a number of UR-series IEDs over
dedicated fiber (single or multimode), RS422, or G.703 interface. No switching equipment is required as the IEDs are con-
nected directly in a ring or redundant (dual) ring configuration. This feature is optimized for speed and intended for pilot-
aided schemes, distributed logic applications, or the extension of the input/output capabilities of a single relay chassis.

c) UR SCAN OPERATION

The UR-series devices operate in a cyclic scan fashion. The device reads the inputs into an input status table, solves the
logic program (FlexLogic equation), and then sets each output to the appropriate state in an output status table. Any result-

ing task execution is priority interrupt-driven.

.
Lt

Protection elements
serviced by sub-scan

Protective elements

Pickup (PKP)
Dropout (DPO)
D Operate (OP)

A
) 4
Read inputs
v
Solve logic
v
Set outputs
) \ 4

827823A3.COR

Figure 1-3: UR-SERIES SCAN OPERATION
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1.2.3 SOFTWARE ARCHITECTURE

Firmware is the software embedded in the relay and is designed in functional modules that can be installed in any relay as
required. This is achieved with object-oriented design and programming (OOD/OOP) techniques.

Object-oriented techniques involve the use of objects and classes. An object is defined as “a logical entity that contains
both data and code that manipulates that data”. A class is the generalized form of similar objects. By using this concept,
one can create a protection class with the protection elements as objects of the class, such as time overcurrent, instanta-
neous overcurrent, current differential, undervoltage, overvoltage, underfrequency, and distance. These objects represent
completely self-contained software modules. The same object-class concept can be used for metering, input/output control,
software interface, communications, or any functional entity in the system.

Employing OOD/OORP in the software architecture of the T35 achieves the same features as the hardware architecture:
modularity, scalability, and flexibility. The application software for any UR-series device (for example, feeder protection,
transformer protection, distance protection) is constructed by combining objects from the various functional classes. This
results in a common interface across the UR series.

1.2.4 IMPORTANT CONCEPTS

As described above, the architecture of the UR-series relays differ from previous devices. To achieve a general understand-
ing of this device, some sections of Chapter 5 are quite helpful. The most important functions of the relay are contained in
“elements”. A description of the UR-series elements can be found in the Introduction to elements section in chapter 5.
Examples of simple elements, and some of the organization of this manual, can be found in the Control elements section of
chapter 5. An explanation of the use of inputs from CTs and VTs is in the Introduction to AC sources section in chapter 5. A
description of how digital signals are used and routed within the relay is contained in the Introduction to FlexLogic section in
chapter 5.
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1.3.1 PC REQUIREMENTS

The relay front panel or the EnerVista UR Setup software can be used to communicate with the relay. The EnerVista UR
Setup software interface is the preferred method to edit settings and view actual values because the computer monitor can
display more information.

The minimum system requirements for the EnerVista UR Setup software are as follows:
*  Pentium 4 (Core Duo recommended)

. Windows XP with Service Pack 2 (Service Pack 3 recommended), Windows 7, or Windows Server 2008 Release 2
64-bit

1 GB of RAM (2 GB recommended)
500 MB free hard drive space (1 GB recommended)
+ 1024 x 768 display (1280 x 800 recommended)

The following qualified modems have been tested to be compliant with the T35 and the EnerVista UR Setup software:
+  US Robotics external 56K FaxModem 5686

*  US Robotics external Sportster 56K X2

+ PCTEL 2304WT V.92 MDC internal modem

1.3.2 INSTALLATION

After ensuring that the requirements for using EnerVista UR Setup are met (previous section), install the EnerVista UR
Setup software from the GE EnerVista DVD. Or download the UR EnerVista software from
http://www.gedigitalenergy.com/multilin and install it.

If you are upgrading from version 7.0 or 7.1 to 7.2 or later, some CPU modules require a new boot version. Update this first
in EnerVista under Maintenance > Update Firmware.

To install the UR EnerVista software from the DVD:

1. Insert the GE EnerVista DVD into the DVD drive of your computer.

2. Click the Install Now button and follow the instructions.

3.  When installation is complete, start the EnerVista Launchpad application.
4

Click the IED Setup section of the Launch Pad window.

SOFTWARE & DOCUMENT MANAGEMENT

Ny

DOCUMENT

IED SETUP LIBRARY

Figure 1-4: ADDING UR DEVICE IN LAUNCHPAD WINDOW

5. In the EnerVista Launch Pad window, click the Add Product button and select the appropriate product, shown as fol-
lows. Select the Web option to ensure the most recent software release, or select CD if you do not have a web connec-
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tion, then click the Add Now button to list software items for the product. EnerVista Launchpad then obtains the
software from the Internet or DVD and automatically starts the installation program.

4% pdd Product 3

Select Product to Add:

CED Breaker Management Relay ~
D30 Line Distance Rela D
DE0 Line Distance Relay

DGR Digital Generator Protection

F35 Multiple Feeder Managemeant Relay

FEO Feeder Management Relay

FER0 Bay Contraller

GED Generator Management Relay

LED Line Phaze Comparizon Felay

L90 Line Current Differential Relay

LFS Line Pratection System

LFS-0 Generator Backup/Out-of-Step Protection
MED Maotar Management Relay

MIF Digital Feeder Relay

MIG tachine Protection Relay

MIM Digital Ground Protection v

indicates Set-up Program exists in Software Library

Add Now

Figure 1-5: IDENTIFYING THE UR DEVICE TYPE
6. Select the complete path, including the new directory name, where the EnerVista UR Setup is to be installed.

Click the Next button to begin the installation. The files are installed in the directory indicated, and the installation pro-
gram automatically creates icons and adds EnerVista UR Setup to the Windows start menu.

8. Click Finish to complete the installation. The UR device is added to the list of installed intelligent electronic devices
(IEDs) in the EnerVista Launchpad window, as shown.

4 SOFTWARE & DOCUMENT MANAGEMENT HEE

EnerVista —~~LAUNCH Y PAD
e i o[ ok Upanan s v | | 5o JiA

NAVIGATION IED SETUP
~_

{‘.? BED BEO =
BI5Flus LI90Pus LR
IED Setup

Figure 1-6: UR DEVICE ADDED TO LAUNCHPAD WINDOW

1.3.3 CONFIGURING THE T35 FOR SOFTWARE ACCESS

a) OVERVIEW

You connect remotely to the T35 through the rear RS485 or Ethernet port with a computer running the EnerVista UR Setup
software. The T35 can also be accessed locally with a laptop computer through the front panel RS232 port or the rear
Ethernet port using the Quick Connect feature.

»  To configure the T35 for remote access via the rear RS485 port, see the Configuring Serial Communications section.

»  To configure the T35 for remote access via the rear Ethernet port, see the Configuring Ethernet Communications sec-
tion. An Ethernet module must be specified at the time of ordering.

»  To configure the T35 for local access with a laptop through either the front RS232 port or rear Ethernet port, see the
Using the Quick Connect Feature section.
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b) CONFIGURING SERIAL COMMUNICATIONS

A GE Multilin F485 converter (or compatible RS232-t0-RS485 converter) is required. See the F485 instruction manual for
details.

1.

2
3.
4

© N o o

10.

1.

The

Connect a serial cable to the RS485 terminal on the back of the UR device.
In the EnerVista Launchpad software on the computer, select the UR device to start the software.
Click the Device Setup button to open the Device Setup window, and click the Add Site button to define a new site.

Enter a site name in the Site Name field. Optionally add a short description of the site along with the display order of
devices defined for the site. This example uses “Location 1” as the site name. When done, click the OK button. The
new site appears in the upper-left list in the EnerVista UR Setup window.

Click the Device Setup button, then select the new site to re-open the Device Setup window.
Click the Add Device button to define the new device.
Enter a name in the "Device Name” field and a description (optional) of the site.

Select “Serial” from the Interface drop-down list. This displays a number of interface parameters that must be entered
for serial communications.

x
& adasie | & ada pevice | il Delete | &

Device Mame: INEW Device 1

GE Multilin
£ Location 1
-~ New Device 1

Description: INEW device for location 1

Interface:

Slave address: lﬂ

COM Part [+

Baud Rate: m Parity: m
Bits [ = swpeis [1 <]
Past Terminal Window: ||

Order Code I

Wersion: ﬁ Read Order Code

™M Ok ¥ Cancel |

Figure 1-7: CONFIGURING SERIAL COMMUNICATIONS

Enter the relay slave address, COM port, baud rate, and parity settings from the SETTINGS = PRODUCT SETUP = { COM-
MUNICATIONS = { SERIAL PORTS menu in their respective fields.

Click the Read Order Code button to connect to the T35 device and upload the order code. If a communications error
occurs, ensure that the EnerVista UR Setup serial communications values entered in the previous step correspond to
the relay setting values.

Click the OK button when the relay order code has been received. The new device is added to the Site List window (or
Online window) located in the top left corner of the main EnerVista UR Setup window.

device has now been configured for RS232 communications. Proceed to the Connecting to the T35 section to begin

communication.
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c) CONFIGURING ETHERNET COMMUNICATIONS

Before starting, verify that the Ethernet network cable is properly connected to the Ethernet port on the back of the relay. To
setup the relay for Ethernet communications, you define a Site, then add the relay as a Device at that site. The computer
and UR device must be on the same subnet.

12. Select the “UR” device from the EnerVista Launchpad to start EnerVista UR Setup.
13. Click the Device Setup button to open the Device Setup window, then click the Add Site button to define a new site.

14. Enter the desired site name in the “Site Name” field. If desired, a short description of site can also be entered along
with the display order of devices defined for the site. In this example, we use “Location 2” as the site name. Click the
OK button when complete.

15. The new site appears in the upper-left list in the EnerVista UR Setup window. Click the Device Setup button then
select the new site to re-open the Device Setup window.

16. Click the Add Device button to define the new device.
17. Enter the desired name in the “Device Name” field and a description (optional) of the site.

18. Select “Ethernet” from the Interface drop-down list. This displays a number of interface parameters that must be
entered for proper Ethernet functionality.

Device Setup %]
® . - =
& addsie | & Add Device | 1 Deloto | B osicstore [Feay

- GE Multilin . X

__ Location 1 Description IF\rsl relay at physical location 2

= Location 2

Relay 1 -Iv
Interface: IElhernel LI

IP Address: I 192 2 . 7 23z
Slave address:  [254 = Modbus Part [502]

Connected via Ethemet / Serial Gateway: Mo hd

Order Code I

Wersion: hd Read Order Code
™ 0Ok ¥ Cancel |

Figure 1-8: CONFIGURING ETHERNET COMMUNICATIONS

19. Enter the relay IP address specified in the SETTINGS = PRODUCT SETUP ={ COMMUNICATIONS = { NETWORK = IP
ADDRESS in the “IP Address” field.

20. Enter the relay slave address and Modbus port address values from the respective settings in the SETTINGS = PROD-
UCT SETUP = { COMMUNICATIONS = { MODBUS PROTOCOL menu.

21. Click the Read Order Code button to connect to the T35 device and upload the order code. If an communications error
occurs, ensure that the three EnerVista UR Setup values entered in the previous steps correspond to the relay setting
values.

22. Click OK when the relay order code has been received. The new device is added to the Site List window (or Online
window) located in the top left corner of the main EnerVista UR Setup window.

The Site Device has now been configured for Ethernet communications. Proceed to the Connecting to the T35 section to
begin communications.
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1.3.4 USING THE QUICK CONNECT FEATURE

a) USING QUICK CONNECT VIA THE FRONT PANEL RS232 PORT

Before starting, verify that the serial cable is properly connected from the computer to the front panel RS232 port with a
straight-through 9-pin to 9-pin RS232 cable.

1. Verify that the latest version of the EnerVista UR Setup software is installed (available from the GE EnerVista CD or
online from http://www.gedigitalenergy.com/multilin). See the Software Installation section if not already installed.

2. Select the “UR” device from the EnerVista Launchpad to start EnerVista UR Setup.

3. Click the Quick Connect button to open the Quick Connect dialog box.

Quick Connect il

Quickly connect Enerista UR Setup to a UR

Serial 'l

Device.

Interface:

COM Part
Using the UR's front port
(19200 M 8 1)

EEL‘onmmrl ¥ Cancel |

4. Select the Serial interface and the correct COM Port, then click Connect.

The EnerVista UR Setup software creates a site named “Quick Connect” with a corresponding device also named
“Quick Connect” and displays them at the upper-left of the screen. Expand the sections to view data directly from the
T35 device.

Each time that the EnerVista UR Setup software is initialized, click the Quick Connect button to establish direct communi-
cations to the T35 device. This ensures that configuration of the EnerVista UR Setup software matches the T35 model
number.

b) USING QUICK CONNECT VIA THE REAR ETHERNET PORTS

To use the Quick Connect feature to access the T35 from a computer through Ethernet, first assign an IP address to the
relay from the front panel keyboard.

1. Press the MENU key until the SETTINGS menu displays.

2. Navigate to the SETTINGS = PRODUCT SETUP => {/ COMMUNICATIONS => {/ NETWORK = IP ADDRESS setting.
3. Enter an IP address, for example “1.1.1.1,” and select the ENTER key to save the value.

4. In the same menu, select the SUBNET IP MASK setting.

5. Enter a subnet IP address, for example “255.0.0.0,” and press the ENTER key to save the value.

Next, use an Ethernet cross-over cable to connect the computer to the rear Ethernet port. In case you need it, the figure
shows the pinout for an Ethernet cross-over cable.

3 409 END 1 END 2
2 \ | ."I/ 7 Pin | Wire color Diagram Pin | Wire color Diagram

1 x}\. i/ .,r:_: 8 1 White/orange | P —aa] 1 White/green | Fr—r]
2 Orange ——— 2 Green | —

3 White/green [ — | 3 White/orange | — ]

4 4 Blue I 4 Blue —

5 White/blue [ — ] 5 White/blue |r — ]

6 Green —] 6 Orange  —

7 White/brown [ —a] 7 White/brown [r= —]

8 Brown [ 8 Brown [

Figure 1-9: ETHERNET CROSS-OVER CABLE PIN LAYOUT

Now, assign the computer an IP address compatible with the relay’s IP address.
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1. From the Windows desktop, right-click the My Network Places icon and select Properties to open the network con-
nections window.

.:\ Network Connections = |EI |£|

File Edit Wiew Favorites Tools Advanced Help | 4’

(JEack - &3 - (¥ | ) Search ([ Folders | & 3 X ) | [

Address It}, Mebwiork Connections j Go
Dial-up 1

J‘\ FarDun f"'ﬂ Earthlink Dial-up
b Disconmectzd L | Disconmectzd
iL Conexant D480 MDC V.92 Mo, i Conexant D480 MDC V.92 Mo,

LAN or High-Speed Internet

- Local Area Connection 2 - Wireless Netwark Connection
Connecked . Mok connecked
T Broadcom 570x Gigabit Intear... T g Intel(R) PROMireless LAN 21,

=

2. Right-click the Local Area Connection icon and select Properties.

=i Local Area Connection 2 Properties illl

General I Authentication I Advanced I

Connect using:

I Hg Broadcom 570x Gigabit Integrated Co

This connection uses the following items:

E File: and Printer Sharing for Microzoft Metwarks ﬂ
B 05 Packet Scheduler

T Internet Protocal [TCR/AP)
4| | »

Install... | Uningtall | Properties |
r~ Description
Allowes your computer bo access resources on a Microsoft
network.

™ Show icon in notification area when connected
v Motify me when this connection has limited or no connectivity

ok Cancel

3. Select the Internet Protocol (TCP/IP) item from the list, and click the Properties button.

Internet Protocol (TCP/IP) Properties 2 x|

General |

You can get |P settings assigned automatically if your network supports this
capability. Otherwise, yvou need to ask your network administrator for the
appropriate [P settings

" Obtain an IP address automatically

— Use the following IP address

IP address: 1 1 1 H

Subnet mask: 255 0 0 ]

Default gateway:

 Obtain DS server address automatically:

1 Use the following DNE server addresse!

Prefarrad DNS servear: ‘
Alternate DNS senver.

Achvanced...
Ok | Cancel |

4. Click the “Use the following IP address” box.
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5. Enter an IP address with the first three numbers the same as the IP address of the T35 relay and the last number dif-
ferent (in this example, 1.1.1.2).

6. Enter a subnet mask equal to the one set in the T35 (in this example, 255.0.0.0).
7. Click the OK button to save the values.

Before continuing, test the Ethernet connection.
1.  Open a Windows console window by selecting Start > Run from the Windows Start menu and typing “cmd”.
2. Type the following command, substituting the IP address of 1.1.1.1 with yours:
C:\WINNT>ping 1.1.1.1
3. If the connection is successful, the system returns four replies similar to the following:

Pinging 1.1.1.1 with 32 bytes of data:

Reply from 1.1.1.1: bytes=32 time<lOms TTL=255
Reply from 1.1.1.1: bytes=32 time<lOms TTL=255
Reply from 1.1.1.1: bytes=32 time<lOms TTL=255

Reply from 1.1.1.1: bytes=32 time<lOms TTL=255

Ping statistics for 1.1.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip time in milliseconds:

Minimum = Oms, Maximum = Oms, Average = 0 ms

4. Note that the values for time and TTL vary depending on local network configuration.
5. If the following sequence of messages appears when entering the C:\WINNT>ping 1.1.1.1 command:
Pinging 1.1.1.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 1.1.1.1:

Packets: Sent = 4, Received = 0, Lost = 4 (100% Toss),
Approximate round trip time in milliseconds:

Minimum = Oms, Maximum = Oms, Average = 0 ms

Pinging 1.1.1.1 with 32 bytes of data:

verify the physical connection between the T35 and the laptop computer, and double-check the programmed IP
address in the PRODUCT SETUP = { COMMUNICATIONS = { NETWORK = IP ADDRESS setting, then repeat step 2.

6. If the following sequence of messages appears when entering the C:\WINNT>ping 1.1.1.1 command:
Pinging 1.1.1.1 with 32 bytes of data:

Hardware error.
Hardware error.
Hardware error.
Hardware error.

Ping statistics for 1.1.1.1:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip time in milliseconds:

Minimum = Oms, Maximum = Oms, Average = 0 ms

Pinging 1.1.1.1 with 32 bytes of data:

verify the physical connection between the T35 and the laptop computer, and double-check the programmed IP
address in the PRODUCT SETUP = { COMMUNICATIONS = J NETWORK = IP ADDRESS setting, then repeat step 2.

7. If the following sequence of messages appears when entering the C:\WINNT>ping 1.1.1.1 command:
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Pinging 1.1.1.1 with 32 bytes of data:

Destination host unreachable.
Destination host unreachable.
Destination host unreachable.
Destination host unreachable.

Ping statistics for 1.1.1.1:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip time in milliseconds:

Minimum = Oms, Maximum = Oms, Average = 0 ms

Pinging 1.1.1.1 with 32 bytes of data:
verify the IP address is programmed in the local computer by entering the ipconfig command in the command window.
C:\WINNT>ipconfig
windows IP Configuration
Ethernet adapter <F4FE223E-5EB6-4BFB-9E34-1BD7BE7F59FF>:

connection-specific DNS suffix.

IP Address. . . . . . . . . . . . :0.0.0.0
Subnet Mask . : 0.0.0.0
Default Gateway .

Ethernet adapter Local Area Connection:

Connection-specific DNS suffix
IP Address.

Subnet Mask .

Default Gateway .

C:\WINNT>

N B
(S

o
oN
o

Before using the Quick Connect feature through the Ethernet port, disable any configured proxy settings in Internet
Explorer.

1. Start the Internet Explorer software.
2. Select the Tools > Internet Options menu item and click the Connections tab.
3. Click on the LAN Settings button to open the following window.

2]

— Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

[~ Automatically detect settings

™ Use automatic configuration script

Agldress

—Proxy server

Use 3 proxy server for your LAN (These settings will not apply to
dial-up or YPN connections),

Adldfess: Parts I Aclvaneed,..

I”| Eypass proy. server fior [oeal addresses

4. Ensure that the “Use a proxy server for your LAN” box is not checked.

If this computer is used to connect to the Internet, re-enable any proxy server settings after the laptop has been discon-
nected from the T35 relay.

1. Start the Internet Explorer software.
2. Select the “UR” device from the EnerVista Launchpad to start EnerVista UR Setup.
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3. Click the Quick Connect button to open the Quick Connect dialog box.

Quick Connect il

Quickly connect EnerVista UR Setup to a UR
Device.

Interface: Ethemet VI

IP Address: 1 1 1 1

EE}L‘mnectl ¥ Cancel |

4. Select the Ethernet interface and enter the IP address assigned to the T35, then click the Connect button. The EnerV-
ista UR Setup software creates a site named “Quick Connect” with a corresponding device also named “Quick Con-
nect” and displays them at the upper-left of the screen.

5. Expand the sections to view data directly from the T35 device.

Each time the EnerVista UR Setup software is initialized, click the Quick Connect button to establish direct communica-
tions to the T35. This ensures that configuration of the EnerVista UR Setup software matches the T35 model number.

When direct communications with the T35 via Ethernet is complete, make the following changes:

1. From the Windows desktop, right-click the My Network Places icon and select Properties to open the network con-
nections window.

2. Right-click the Local Area Connection icon and select the Properties item.
Select the Internet Protocol (TCP/IP) item from the list provided and click the Properties button.

Set the computer to “Obtain a relay address automatically” as shown.

Internet Protocol (TCP/IP) Properties 2 x|

General |

You can get |P settings assigned automatically if your network supports this
capability. Otherwise, yvou need to ask your network administrator for the
appropriate [P settings

' Obtain an IP address automatically

—" Use the following IP address

P address:
Buknetmask:
Default gatess:

@ Obtain DNS server address automatically

1 Usethe following DNE server addresse!

Preferrad BNE senver:
Alternate DNE senver
Achvanced...
Ok | Cancel |

If this computer is used to connect to the Internet, re-enable any proxy server settings after the computer has been discon-
nected from the T35 relay.

AUTOMATIC DISCOVERY OF ETHERNET DEVICES

The EnerVista UR Setup software can automatically discover and communicate to all UR-series IEDs located on an Ether-
net network.

Using the Quick Connect feature, a single click of the mouse triggers the software to automatically detect any UR-series
relays located on the network. The EnerVista UR Setup software then proceeds to configure all settings and order code
options in the Device Setup menu. This feature allows the user to identify and interrogate all UR-series devices at a loca-
tion.
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1.3.5 CONNECTING TO THE T35 RELAY

1.

Open the Display Properties window through the Site List tree as shown. The Display Properties window opens with a

status indicator on the lower left of the EnerVista UR Setup window.

-2 %
Power Swing Detect /7 Quick Connect: Quik G -0l x|
L T = I VIV AT
Crabled
AL 1 (BRC 1)

Mha Shape

Twa Stop
0600 g

5000 ohms

| .00 ohema

[Scrien Suver Festurs (LCD Only} I Ceasting 000 oo
fan Teme (LCD Orly) | 30 min 75 day

[Currari Cutsff Lvel I 0.0 pa S0.00 threa

| Voliage Cutef Level | B0.00 o

fuack Cormect Denace: | Settngs: Frodlct Setup Boren® s ?c:):;;
120 deg
%0 deg
0 doy

10000 hms

00,00 ehms

10000 chms

10000 ehme

100,000 chms

100 060 chms
0610
0050 s
0017
0ms
0017 s
0a0s

Delayed
o

Setronet

I icati tatus indicators: Dngatied

ommunications status indicators: JQuack. Cormect Device | Setorngs: Grouped Bkments: Group 1 [Soreen D2 210 ¢

Green = OK
Red = No communications
UR icon = report is open

For Help, press F1 O M |
842743A3.COR

If the status indicator is red, verify that the Ethernet network cable is properly connected to the Ethernet port on the

back of the relay and that the relay has been properly setup for communications (steps A and B earlier).

If a relay icon appears in place of the status indicator, than a report (such as an oscillography or event record) is open.

Close the report to re-display the green status indicator.

The Display Properties settings can now be edited, printed, or changed.

See chapter 4 in this manual or the EnerVista UR Setup Help File for information about the using the EnerVista UR

Setup software interface.

NOTE

QUICK ACTION HOT LINKS

The EnerVista UR Setup software has several quick action buttons to provide instant access to several functions that are
often performed when using T35 relays. From the online window, users can select the relay to interrogate from a pull-down
window, then click the button for the action they want to perform. The following quick action functions are available:

View the T35 event record

View the last recorded oscillography record
View the status of all T35 inputs and outputs
View all of the T35 metering values

View the T35 protection summary

Generate a service report

GE Multilin T35 Transformer Protection System
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1.3.6 SETTING UP CYBERSENTRY AND CHANGING DEFAULT PASSWORD

If and when first using CyberSentry security, use the following procedure for set up.

1. Log in to the relay as Administrator by using the Value keys on the front panel or through EnerVista connected serially
(so that no IP address is required). If logging in through EnerVista choose Device authentication. Enter the default
password "ChangeMe1#". Note that the "Lock relay" setting needs to be disabled in the Security > Supervisory
menu. When this setting is disabled, configuration and firmware upgrade are possible. By default, this setting is dis-
abled.

2. Enable the Supervisor role if you have a need for it.
3. Make any required changes in configuration, such as setting a valid IP address for communication over Ethernet.
4. Log out of the Administrator account by choosing None.

Next, device or server authentication can be chosen on the login screen, but the choice is available only in EnerVista. Use
device authentication to log in using the five pre-configured roles (Administrator, Supervisor, Engineer, Operator,
Observer). When using a serial connection, only device authentication is supported. When server authentication is
required, characteristics for communication with a RADIUS server must be configured on the UR. This is possible only
through the EnerVista software. The RADIUS server itself also must be configured. The appendix called RADIUS Server
gives an example of how to setup a simple RADIUS server. Once both the RADIUS server and the parameters for connect-
ing UR to the server have been configured, you can choose server authentication on the login screen of EnerVista.

Figure 1-10: LOGIN SCREEN FOR CYBERSENTRY

Authentication Type  © Server [+ Device

User Mame |Administratar

Adrninistrator
Enter Pazzword Supervisar
Operator
Obzarver

Elﬁﬁmnsctl < Cancel |

During the commissioning phase, you have the option to bypass the use of passwords. Do so by enabling the Bypass
Access setting under SETTINGS > PRODUCT SETUP > SECURITY > SUPERVISORY. Be sure to disable this bypass setting after
commissioning the device.

You can change the password for any role either from the front panel or through EnerVista.

1-16 T35 Transformer Protection System GE Multilin



1 GETTING STARTED 1.3 ENERVISTA UR SETUP SOFTWARE

If using EnerVista, navigate to Settings > Product Setup > Security. Change the Local Administrator Password, for
example. It is strongly recommended that the password for the Administrator be changed from the default. Changing the
passwords for the other three roles is optional.

GE Multilin

Figure 1-11: CHANGING THE DEFAULT PASSWORD
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1.4 UR HARDWARE 1 GETTING STARTED

1.4.1 MOUNTING AND WIRING

See Chapter 3: Hardware for mounting and wiring instructions.

1.4.2 COMMUNICATIONS

The EnerVista UR Setup software communicates to the relay via the faceplate RS232 port or the rear panel RS485 / Ether-
net ports. To communicate via the faceplate RS232 port, a standard straight-through serial cable is used. The DB-9 male
end is connected to the relay and the DB-9 or DB-25 female end is connected to the computer COM2 port as described in
the CPU communications ports section of chapter 3.

wm maE

Ethernet Remote

10/100 Mbps - communications link
= Local
= control
|-

L
L —

COMIML erter gy
o000 I

RS485 115 kbps

UR-series IED

Modem

EnerVista

Troubleshooting
Commissioning
Setting changes

Figure 1-12: RELAY COMMUNICATION OPTIONS

To communicate through the T35 rear RS485 port from a computer RS232 port, the GE Multilin RS232/RS485 converter
box is required. This device (catalog number F485) connects to the computer using a straight-through serial cable. A
shielded twisted-pair (20, 22, or 24 AWG) connects the F485 converter to the T35 rear communications port. The converter
terminals (+, —, GND) are connected to the T35 communication module (+, —, COM) terminals. See the CPU communica-
tions ports section in chapter 3 for details. The line is terminated with an R-C network (that is, 120 Q, 1 nF) as described in
the chapter 3.

1.4.3 FACEPLATE DISPLAY

All messages are displayed on a backlit liquid crystal display (LCD) to make them visible under poor lighting conditions.
While the keypad and display are not actively being used, the display defaults to user-defined messages. Any high-priority
event-driven message automatically overrides the default message and appears on the display.
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1.5.1 FACEPLATE KEYPAD

Display messages are organized into pages under the following headings: actual values, settings, commands, and targets.
The MENU key navigates through these pages. Each heading page is divided further into logical subgroups.

The MESSAGE keys navigate through the subgroups. The VALUE keys increment or decrement numerical setting values
when in programming mode. These keys also scroll through alphanumeric values in the text edit mode. Alternatively, val-
ues can be entered with the numeric keypad.

The decimal key initiates and advances to the next character in text edit mode or enters a decimal point.
The HELP key can be pressed at any time for context-sensitive help messages.

The ENTER key stores altered setting values.

1.5.2 MENU NAVIGATION

Press the MENU key to select a header display page (top-level menu). The header title appears momentarily followed by a
header display page menu item. Each press of the MENU key advances through the following main heading pages:

* Actual values
»  Settings

+ Commands

+ Targets

*  User displays (when enabled)

1.5.3 MENU HIERARCHY

The setting and actual value messages are arranged hierarchically. The header display pages are indicated by double
scroll bar characters (Hm), while sub-header pages are indicated by single scroll bar characters (B). The header display
pages represent the highest level of the hierarchy and the sub-header display pages fall below this level. The MESSAGE
UP and DOWN keys move within a group of headers, sub-headers, setting values, or actual values. Continually pressing
the MESSAGE RIGHT key from a header display displays specific information for the header category. Conversely, contin-
ually pressing the MESSAGE LEFT key from a setting value or actual value display returns to the header display.

HIGHEST LEVEL LOWEST LEVEL (SETTING
VALUE)
EE SETTINGS @ B PASSWORD @p |rccEss LevEL:
EE PRODUCT SETUP B SECURITY Restricted
@
]

HE SETTINGS
HE SYSTEM SETUP

1.5.4 RELAY ACTIVATION

The relay is in the default “Not Programmed” state when it leaves the factory. When powered up successfully, the Trouble
LED is on and the In Service LED off. The relay in the “Not Programmed” state blocks signaling of any output relay. These
conditions remain until the relay is explicitly put in the “Programmed” state.

Select the menu message SETTINGS = PRODUCT SETUP = { INSTALLATION = RELAY SETTINGS

RELAY SETTINGS:
Not Programmed

1. To put the relay in the “Programmed” state, press either of the VALUE keys once and then press ENTER. The face-
plate Trouble LED turns off and the In Service LED turns on.
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The settings for the relay can be programmed manually (see Chapter 5) via the faceplate keypad or remotely via the
EnerVista UR Setup software (see the EnerVista UR Setup help file).

1.5.5 RELAY PASSWORDS

a) PASSWORD SECURITY

It is recommended that passwords be set for each security level and assigned to specific personnel. There are two user
security access levels, COMMAND and SETTING.

1. COMMAND

The COMMAND access level restricts the user from making any settings changes, but allows the user to perform the fol-
lowing operations:

+  Change state of virtual inputs

*  Clear event records

»  Clear oscillography records

*  Operate user-programmable pushbuttons

2. SETTING

The SETTING access level allows the user to make any changes to any of the setting values.

j? See the Changing Settings section in Chapter 4 for complete instructions on setting security-level passwords.
NOTE

b) CYBERSENTRY

When the CyberSentry option is purchased, advanced security services are available, using either device authentication or
server authentication using RADIUS. When this option is purchased, the basic password security is disabled automatically.
For more information, see the CyberSentry content in the Security section of the next chapter.

1.5.6 FLEXLOGIC CUSTOMIZATION

FlexLogic equation editing is required for setting user-defined logic for customizing the relay operations. See the FlexLogic
section in Chapter 5.
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1.5.7 COMMISSIONING

Commissioning tests are included in the Commissioning chapter.

The T35 requires minimal maintenance after it is commissioned into service. Since the T35 is a microprocessor-based
relay, its characteristics do not change over time. As such, no further functional tests are required.

The T35 performs a number of continual self-tests and takes the necessary action in case of any major errors (see the
Relay Self-tests section in chapter 7). However, it is recommended that T35 maintenance be scheduled with other system
maintenance. This maintenance can involve in-service, out-of-service, or unscheduled maintenance.

In-service maintenance:

1. Visual verification of the analog values integrity, such as voltage and current (in comparison to other devices on the
corresponding system).

2. Visual verification of active alarms, relay display messages, and LED indications.
3. LED test.

4. Visual inspection for any damage, corrosion, dust, or loose wires.

5. Event recorder file download with further events analysis.

Out-of-service maintenance:

1. Check wiring connections for firmness.

2. Analog values (currents, voltages, RTDs, analog inputs) injection test and metering accuracy verification. Calibrated
test equipment is required.

3. Protection elements setting verification (analog values injection or visual verification of setting file entries against relay
settings schedule).

4. Contact inputs and outputs verification. This test can be conducted by direct change of state forcing or as part of the
system functional testing.

5. Visual inspection for any damage, corrosion, or dust.

6. Event recorder file download with further events analysis.

7. LED Test and pushbutton continuity check.

Unscheduled maintenance, such as a disturbance causing system interruption:

1. View the event recorder and oscillography or fault report for correct operation of inputs, outputs, and elements.

If it is concluded that the relay or one of its modules is of concern, contact GE Multilin for service.
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2 PRODUCT DESCRIPTION 2.1 INTRODUCTION

2.1.1 OVERVIEW

The T35 Transformer Protection System is a microprocessor-based relay intended for protecting small, medium, and large
three-phase power transformers involved in complicated power system configurations. The relay is available with two to six
banks of three-phase inputs: either CTs or CTs and VTs.

Typical T35 applications include:
*  Transformers with windings connected between two or more breakers.

. Transformers with windings without associated breakers, where the only available ones are those on buses, lines, or
feeders.

The percent and instantaneous differential elements are the primary protection elements. The backup protection elements,
such as instantaneous overcurrent, can be expressed in fully configurable FlexElements™. The relay can also be config-
ured to protect transformers with any phase shift between the windings and handle up to 32 times the ratio mismatch (see
the phase and magnitude compensation descriptions in chapter 5).

Voltage, current, and power metering is built into the relay as a standard feature. Current parameters are available as total
waveform RMS magnitude, or as fundamental frequency only RMS magnitude and angle (phasor).

Diagnostic features include an event recorder capable of storing 1024 time-tagged events, oscillography capable of storing
up to 64 records with programmable trigger, content and sampling rate, and data logger acquisition of up to 16 channels,
with programmable content and sampling rate. The internal clock used for time-tagging can be synchronized with an IRIG-
B signal or via the SNTP protocol over the Ethernet port. This precise time stamping allows the sequence of events to be
determined throughout the system. Events can also be programmed (via FlexLogic™ equations) to trigger oscillography
data capture which may be set to record the measured parameters before and after the event for viewing on a personal
computer (PC). These tools significantly reduce troubleshooting time and simplify report generation in the event of a sys-
tem fault.

Several options are available for communication. A faceplate RS232 port can be used to connect to a computer for the pro-
gramming of settings and the monitoring of actual values. The RS232 port has a fixed baud rate of 19.2 kbps. The rear
RS485 port allows independent access by operating and engineering staff. It can be connected to system computers with
baud rates up to 115.2 kbps. All serial ports use the Modbus RTU protocol. The 100Base-FX Ethernet interface provides
fast, reliable communications in noisy environments. The Ethernet port supports IEC 61850, Modbus/TCP, and TFTP proto-
cols, PTP (according to IEEE Std. 1588-2008 or IEC 61588), and allows access to the relay via any standard web browser
(T35 web pages). The IEC 60870-5-104 protocol is supported on the Ethernet port. DNP 3.0 and IEC 60870-5-104 cannot
be enabled at the same time. The Ethernet port also supports the Parallel Redundancy Protocol (PRP) of IEC 62439-3
(clause 4, 2012) when purchased as a CPU module option.

The T35 IEDs use flash memory technology which allows field upgrading as new features are added. The following Single
line diagram illustrates the relay functionality using ANSI (American National Standards Institute) device numbers.

Table 2-1: DEVICE NUMBERS AND FUNCTIONS

DEVICE FUNCTION

NUMBER

50/87 Instantaneous Differential Overcurrent
51G Ground Time Overcurrent

51P Phase Time Overcurrent

87T Transformer Differential
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Measure Measure
3.0 3.0

Calculate Calculate Calculate
Restraint Amps Operate Amps 2nd, 5th harmonics

Metering

Transducer Input FlexElement™

T35 Transformer Management Relay

828725A3.CDR

Figure 2-1: SINGLE LINE DIAGRAM

Table 2-2: OTHER DEVICE FUNCTIONS

FUNCTION FUNCTION FUNCTION

Breaker Arcing Current 14t Ethernet Global Data Protocol (optional) Time synchronization over IRIG-B or
IEEE 1588

Breaker Control Event Recorder Time Synchronization over SNTP

Contact Inputs (up to 96) FlexElements (16) Transducer Inputs/Outputs

Contact Outputs (up to 64) FlexLogic Equations Trip Bus

Control Pushbuttons IEC 61850 Communications (optional) User Definable Displays

CT Failure Detector Metering: Current, Voltage, Power, User-Programmable Fault Reports

Power Factor, Frequency

CyberSentry™ Security Modbus Communications User Programmable LEDs

Data Logger Modbus User Map User Programmable Pushbuttons

Digital Counters Non-Volatile Latches User Programmable Self-Tests

Direct Inputs/Outputs (32) Non-Volatile Selector Switch Virtual Inputs (64)

Disconnect Switches Oscillography Virtual Outputs (96)

DNP 3.0 or IEC 60870-5-104 Protocol Setting Groups (6)

2.1.2 SECURITY

The following security features are available:
»  Password security — Basic security present in the default offering of the product

*  EnerVista security — Role-based access to various EnerVista software screens and configuration elements. The fea-
ture is available in the default offering of the product and only in the EnerVista software.
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«  CyberSentry security — Advanced security options available as a software option. When purchased, the options are
automatically enabled, and the default Password security and EnerVista security are disabled.

a) ENERVISTA SECURITY

The EnerVista security management system is a role-based access control (RBAC) system that allows an administrator to
manage the privileges of multiple users. This allows for access control of UR devices by multiple personnel within a substa-
tion and conforms to the principles of RBAC as defined in ANSI INCITS 359-2004. The EnerVista security management
system is disabled by default to allow the administrator direct access to the EnerVista software after installation. It is recom-
mended that security be enabled before placing the device in service.

Basic password or enhanced CyberSentry security applies, depending on purchase.

b) PASSWORD SECURITY

Password security is a basic security feature present in the default offering of the product.
Two levels of password security are provided: command and setting.
The following operations are under command password supervision:
*  Changing the state of virtual inputs

*  Clearing the event records

»  Clearing the oscillography records

*  Changing the date and time

*  Clearing the data logger

»  Clearing the user-programmable pushbutton states

The following operations are under setting password supervision:

+  Changing any setting

*  Test mode operation

The command and setting passwords are defaulted to “0” when the relay is shipped from the factory. When a password is
set to “0”, the password security feature is disabled. As shown in the figures, the window indicates when the password is at
the default and when the password has been set.

Figure 2-2: WINDOW INDICATES DEFAULT PASSWORD (LEFT) AND PASSWORD SET (RIGHT)

Command Password Command Password

Password Status: Default Password Status: Set

New Password | New Password |
Caonfirn Password Confirmn Passward
~ Ok » Cancel Ok < Cancel

The T35 supports password entry from a local or remote connection. Local access is defined as any access to settings or
commands via the faceplate interface. This includes both keypad entry and the through the faceplate RS232 port. Remote
access is defined as any access to settings or commands via any rear communications port. This includes both Ethernet
and RS485 connections. Any changes to the local or remote passwords enables this functionality.

When entering a settings or command password via EnerVista or any serial interface, the user must enter the correspond-
ing connection password. If the connection is to the back of the T35, the remote password must be used. If the connection
is to the RS232 port of the faceplate, the local password applies.

Events are logged in the Event Recorder. The FlexLogic operands and events are updated every five seconds.

c) CYBERSENTRY SECURITY

CyberSentry Embedded Security is a software option that provides advanced security services. When this option is pur-
chased, the basic password security is disabled automatically.

CyberSentry provides security through the following features:
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«  An Authentication, Authorization, Accounting (AAA) Remote Authentication Dial-In User Service (RADIUS) client that
is centrally managed, enables user attribution, provides accounting of all user activities, and uses secure standards-
based strong cryptography for authentication and credential protection.

* ARole-Based Access Control (RBAC) system that provides a permission model that allows access to UR device oper-
ations and configurations based on specific roles and individual user accounts configured on the AAA server (that is,
Administrator, Supervisor, Engineer, Operator, Observer).

»  Security event reporting through the Syslog protocol for supporting Security Information Event Management (SIEM)
systems for centralized cybersecurity monitoring.

+  Strong encryption of all access and configuration network messages between the EnerVista software and UR devices
using the Secure Shell (SSH) protocol, the Advanced Encryption Standard (AES), and 128-bit keys in Galois Counter
Mode (GCM) as specified in the U.S. National Security Agency Suite B extension for SSH and approved by the
National Institute of Standards and Technology (NIST) FIPS-140-2 standards for cryptographic systems.

Example: Administrative functions can be segmented away from common operator functions, or engineering type access,
all of which are defined by separate roles, as shown in the following figure, so that access of UR devices by multiple per-
sonnel within a substation is allowed. Permission for each role are outlined in the next section.

Figure 2-3: CYBERSENTRY USER ROLES

Administrator

Engineer

Operator

Observer Supervisor

842838A2.CDR

There are two types of authentication supported by CyberSentry that can be used to access the UR device:
»  Device Authentication (local UR device authenticates)
«  Server Authentication (RADIUS server authenticates)

The EnerVista software allows access to functionality that is determined by the user role, which comes either from the local
UR device or RADIUS server.

The EnerVista software has a device authentication option on the login screen for accessing the UR device. When the
"Device" button is selected, the UR uses its local authentication database and not the RADIUS server to authenticate the
user. In this case, it uses its built-in roles (Administrator, Engineer, Supervisor, Observer, Operator) as login names and the
associated passwords are stored on the UR device. As such, when using the local accounts, access is not user-attribut-
able.

In cases where user attributable access is required especially to facilitate auditable processes for compliance reasons, use
RADIUS authentication only.

When the "Server" Authentication Type option is selected, the UR uses the RADIUS server and not its local authentication
database to authenticate the user.

No password or security information are displayed in plain text by the EnerVista software or UR device, nor are they ever
transmitted without cryptographic protection.

CYBERSENTRY USER ROLES

CyberSentry user roles (Administrator, Engineer, Operator, Supervisor, Observer) limit the levels of access to various UR
device functions. This means that the EnerVista software allows for access to functionality based on the user’s logged in
role.

Example: Observer cannot write any settings.

The table lists the roles that are supported and their corresponding capabilities.
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Table 2-3: PERMISSIONS BY USER ROLE FOR CYBERSENTRY

Roles Administrator Engineer Operator | Supervisor | Observer
Complete access |Complete access |Command Authorizes Default role
except for menu writing
CyberSentry
Security
Device Definition R R R R R
Settings
[-=mmmmmee Product Setup
|- Security (CyberSentry) RW R R R R
|-mmmmm e Supervisory see table notes R R see table notes R
|-mmmmmmmm e Display Properties RW RW R R R
Clear relay records
|- (settings) RW RW R R R
Communications RwW RW R R R
Modbus user map RW RW R R R
Real Time Clock RwW RW R R R
Oscillography RW RW R R R
|-mmmmmm e Data Logger RW RW R R R
|-mmmmmmmmeeeem Demand RW RW R R R
User Programmable
[ LEDs RW RW R R R
User Programmable
self test RwW RW R R R
Control Pushbuttons RwW RW R R R
User programmable
Pushbuttons RW RW R R R
Flex states RwW RW R R R
User definable dis-
|- plays RW RW R R R
Direct I/O RW RW R R R
|-mmmmmm e Tele-protection RW RW R R R
|- Installation RW RW R R R
[-=mmmmmmmem System Setup RW RW R R R
[-mmmmmmeem FlexLogic RW RW R R R
[-=mmmmmee Grouped Elements RW RW R R R
[-=mmmmmmmem Control Elements RW RW R R R
[-=mmmmmmmem Inputs / Outputs RW RW R R R
|-mmmmmmmee e Contact Input RW RW R R R
Contact Input thresh-
—— old RW RW R R R
|-mmmmmmmmeeeem Virtual Inputs RW RW R R R
|-mmmmmmmme e Contact Output RW RW R R R
|- Virtual Output RW RW R R R
|-mmmmmmmmme e Remote Devices RW RW R R R
Remote Inputs RW RW R R R
Remote DPS input RW RW R R R
Remote Output DNA
—— Bit Pair RW RW R R R
Remote Output user
[-mmmmmmmeee Bit Pair RW RW R R R
|- Resetting RW RW R R R
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Roles Administrator Engineer Operator | Supervisor | Observer
— Direct Inputs RW RW R R R
[ Direct Outputs RW RW R R R
— Teleprotection RW RW R R R
—— Direct Analogs RW RW R R R
S— Direct Integers RW RW R R R
IEC61850 GOOSE
— Analogs RW RW R R R
IEC61850 GOOSE
S— Integers RwW RW R R R
[F— Transducer 1/O RwW RW R R R
[—— Testing RwW RW R R R
[F— Front Panel Labels Designer NA NA NA NA NA
[—— Protection Summary NA NA NA NA NA
Commands RwW RW RW R R
[F— Virtual Inputs RwW RW RwW R R
[—— Clear Records RwW RW RwW R R
[F— Set date and time RwW RW RwW R R
User Displays R R R R R
Targets R R R R R
Actual Values R R R R R
[E—— Front Panel Labels Designer R R R R R
[F—— Status R R R R R
[F— Metereing R R R R R
[F— Transducer /O R R R R R
[—— Records R R R R R
[F— Product Info R R R R R
Maintenance RwW RW R R R
[F—— Modbus Analyzer NA NA NA NA NA
[F— Change Front Panel RwW RW RW R R
[—— Update Firmware Yes No No No No
[——— Retrieve File Yes No No No No
Table Notes:

1. RW =read and write access

2. R =read access

3. Supervisor = RW (default), Administrator = R (default), Administrator = RW (only if Supervisor role is disabled)

4. NA = the permission is not enforced by CyberSentry Security
CYBERSENTRY SERVER AUTHENTICATION

The UR has been designed to automatically direct authentication requests based on user names. In this respect, local
account names on the UR are considered as reserved, and not used on a RADIUS server.

The UR automatically detects whether an authentication request is to be handled remotely or locally. As there are only five
local accounts possible on the UR, if the user ID credential does not match one of the five local accounts, the UR automat-
ically forwards the request to a RADIUS server when one is provided.

If a RADIUS server is provided, but is unreachable over the network, server authentication requests are denied. In this situ-
ation, use local UR accounts to gain access to the UR system.

T35 Transformer Protection System
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2.1.3 ORDERING

a) OVERVIEW

The T35 is available as a 19-inch rack horizontal mount or reduced-size (34) vertical unit and consists of the following mod-
ules: power supply, CPU, CT/VT, digital input and output, transducer input and output, and inter-relay communications.

Each of these modules can be supplied in a number of configurations specified at the time of ordering. The information
required to completely specify the relay is provided in the following tables (see chapter 3 for full details of relay modules).

NOTE

Order codes are subject to change without notice. See the ordering page at
http://www.gedigitalenergy.com/multilin/order.htm for the latest options.

The order code structure is dependent on the mounting option (horizontal or vertical) and the type of CT/VT modules
(enhanced diagnostic CT/VT modules or HardFiber™ process bus modules). The order code options are described in the

following sub-sections.

b) ORDER CODES WITH ENHANCED CT/VT MODULES

The order codes for the horizontal mount units are shown below.

Table 2—-4: T35 ORDER CODES (HORIZONTAL UNITS)

BASE UNIT

CPU T
u
\

SOFTWARE

GE Muiltilin

For Full Size Horizontal Mount

Base Unit

RS485 and Three Multi-mode fiber 100Base-FX (SFP with LC)
RS485 and Two Multi-mode fiber 100Base-FX (SFP with LC), One 10/100Base-T (SFP with RJ45)
RS485 and Three 10/100Base-T (SFP with RJ45)

No Software Options

Ethernet Global Data (EGD)

IEC 61850

Ethernet Global Data (EGD) and IEC 61850

CyberSentry Lvl 1

CyberSentry Lvl 1 and Ethernet Global Data (EGD)

CyberSentry Lvl 1 and IEC 61850

CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
IEEE 1588

|IEEE 1588 and Ethernet Global Data (EGD)

IEEE 1588 and IEC 61850

IEEE 1588 and IEC 61850 and Ethernet Global Data (EGD)
Parallel Redundancy Protocol (PRP)

PRP and Ethernet Global Data (EGD)

PRP and IEC 61850

PRP, Ethernet Global Data (EGD), and IEC 61850

IEEE 1588 and CyberSentry Lvl 1

IEEE 1588 and CyberSentry Lvl 1 and Ethernet Global Data (EGD)
|IEEE 1588 and CyberSentry Lvl 1 and IEC 61850

IEEE 1588 and CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
IEEE 1588 and PRP

IEEE 1588, PRP, and Ethernet Global Dada

IEEE 1588, PRP, and IEC 61850

IEEE 1588, PRP, Ethernet Global Data, and IEC 61850

PRP and CyberSentry Lvi1

PRP, CyberSentry Lvi1, and Ethemet Global Data

PRP, CyberSentry Lvl 1, and IEC 61850

PRP, CyberSentry Lvl 1, Ethemet Global Data, and IEC 61850
IEEE 1588, PRP, and CyberSentry Lvl 1

IEEE 1588, PRP, CyberSentry Lvl 1, Ethernet Global Data

IEEE 1588, PRP, CyberSentry Lvl 1, and IEC 61850

IEEE 1588, PRP, CyberSentry Lvl 1, Ethernet Global Data, and IEC 61850
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Table 2-4: T35 ORDER CODES (HORIZONTAL UNITS)
H
A

MOUNT/COATING | Horizontal (19" rack)
| Horizontal (19" rack) with harsh environmental coating
FACEPLATE/ DISPLAY C English display
D French display
R Russian display
A Chinese display
P English display with 4 small and 12 large programmable pushbuttons
G French display with 4 small and 12 large programmable pushbuttons
S Russian display with 4 small and 12 large programmable pushbuttons
B Chinese display with 4 small and 12 large programmable pushbuttons
K Enhanced front panel with English display
M Enhanced front panel with French display
Q Enhanced front panel with Russian display
u Enhanced front panel with Chinese display
L Enhanced front panel with English display and user-programmable pushbuttons
N Enhanced front panel with French display and user-programmable pushbuttons
T Enhanced front panel with Russian display and user-programmable pushbuttons
\% Enhanced front panel with Chinese display and user-programmable pushbuttons
W Enhanced front panel with Turkish display
Y Enhanced front panel with Turkish display and user-programmable pushbuttons
POWER SUPPLY H 125/250 V AC/DC power supply
(redundant supply must H RH  125/250 V AC/DC with redundant 125 / 250 V AC/DC power supply
be same type as main supply) L | 24 t0 48 V (DC only) power supply
L RL 24 to 48V (DC only) with redundant 24 to 48 V DC power supply
ENHANCED DIAGNOSTICS CT/VT DSP No DSP module
(requires all DSP to be enhanced diagnostic) 8L 8L 8L Standard 4CT/4VT with enhanced diagnostics
8M 8M 8M Sensitive Ground 4CT/4VT with enhanced diagnostics
8N 8N 8N Standard 8CT with enhanced diagnostics
8R 8R 8R Sensitive Ground 8CT with enhanced diagnostics
DIGITAL INPUTS/OUTPUTS XX XX No Module
4A 4A 4A 4A 4A 4 Solid-State (no monitoring) MOSFET outputs
4B 4B 4B 4B 4B 4 Solid-State (voltage with optional current) MOSFET outputs
4C 4C 4c 4C 4C 4 Solid-State (current with optional voltage) MOSFET outputs
4D 4D 4D 4D 4D 16 digital inputs with Auto-Burnishing
4L 4L 4L 4L 4L 14 Form-A (no monitoring) Latching outputs
67 67 67 67 67 8 Form-A (no monitoring) outputs
6A 6A B6A B6A 6A 2 Form-A (voltage with optional current) and 2 Form-C outputs, 8 digital inputs
6B 6B 6B 6B 6B 2 Form-A (voltage with optional current) and 4 Form-C outputs, 4 digital inputs
6C 6C 6C 6C 6C 8 Form-C outputs
6D 6D 6D 6D 6D 16 digital inputs
6E 6E 6E 6E B6E 4 Form-C outputs, 8 digital inputs
6F 6F 6F 6F 6F 8 Fast Form-C outputs
6G 6G 6G 6G 6G 4 Form-A (voltage with optional current) outputs, 8 digital inputs
6H 6H 6H 6H 6H 6 Form-A (voltage with optional current) outputs, 4 digital inputs
6K 6K 6K 6K 6K 4 Form-C and 4 Fast Form-C outputs
6L 6L 6L 6L 6L 2 Form-A (current with optional voltage) and 2 Form-C outputs, 8 digital inputs
6M 6M 6M 6M 6M 2 Form-A (current with optional voltage) and 4 Form-C outputs, 4 digital inputs
6N 6N 6N 6N 6N 4 Form-A (current with optional voltage) outputs, 8 digital inputs
6P 6P 6P 6P 6P 6 Form-A (current with optional voltage) outputs, 4 digital inputs
B6R B6R 6R 6R B6R 2 Form-A (no monitoring) and 2 Form-C outputs, 8 digital inputs
6S 6S 6S 6S 6S 2 Form-A (no monitoring) and 4 Form-C outputs, 4 digital inputs
6T 6T 6T 6T 6T 4 Form-A (no monitoring) outputs, 8 digital inputs
6U 6U 6U 6U 6U 6 Form-A (no monitoring) outputs, 4 digital inputs
6V 6V 6V % 6V 2 Form-A outputs, 1 Form-C output, 2 Form-A (no monitoring) latching outputs, 8 digital inputs
TRANSDUCER 5A 5A 5A 5A 5A 4 dcmA inputs, 4 dcmA outputs (only one 5A module is allowed)
INPUTS/OUTPUTS 5C 5C 5C 5C 5C 8RTD inputs
(select a maximum of 3 per unit) 5D 5D 5D 5D 5D 4 RTD inputs, 4 dcmA outputs (only one 5D module is allowed)
5E 5E 5E 5E 5E 4 RTD inputs, 4 dcmA inputs
5F 5F 5F 5F 5F 8 dcmA inputs
INTER-RELAY 2A  C37.94SM, 1300nm single-mode, ELED, 1 channel single-mode
COMMUNICATIONS 2B C37.94SM, 1300nm single-mode, ELED, 2 channel single-mode
(select a maximum of 1 per unit) 2E  Bi-phase, single channel

2F  Bi-phase, dual channel

2G  |EEE C37.94, 820 nm, 128 kbps, multimode, LED, 1 Channel
2H  |EEE C37.94, 820 nm, 128 kbps, multimode, LED, 2 Channels
72 1550 nm, single-mode, LASER, 1 Channel

73 1550 nm, single-mode, LASER, 2 Channel

74  Channel 1 - RS422; Channel 2 - 1550 nm, single-mode, LASER
75  Channel 1 - G703; Channel 2 - 1550 nm, Single-mode LASER
76  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 1 Channel
77  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 2 Channels
7A 820 nm, multi-mode, LED, 1 Channel

7B 1300 nm, multi-mode, LED, 1 Channel

7C 1300 nm, single-mode, ELED, 1 Channel

7D 1300 nm, single-mode, LASER, 1 Channel

7E  Channel 1- G703; Channel 2 - 820 nm, multi-mode

7F  Channel 1 - G703; Channel 2 - 1300 nm, multi-mode

7G  Channel 1- G703; Channel 2 - 1300 nm, single-mode ELED
7H 820 nm, multi-mode, LED, 2 Channels

71 1300 nm, multi-mode, LED, 2 Channels

7J 1300 nm, single-mode, ELED, 2 Channels

7K 1300 nm, single-mode, LASER, 2 Channels

7L Channel 1 - RS422; Channel 2 - 820 nm, multi-mode, LED

7M  Channel 1 - R8422; Channel 2 - 1300 nm, multi-mode, LED
7N Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, ELED
7P Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, LASER
7Q  Channel 1- G703; Channel 2 - 1300 nm, single-mode LASER
7R G703, 1 Channel

78 G703, 2 Channels

7T  RS422, 1 Channel

7W  RS422, 2 Channels

The order codes for the reduced size vertical mount units are shown below.

Table 2-5: T35 ORDER CODES (REDUCED SIZE VERTICAL UNITS)

M P/R Reduced Size Vertical Mount (see note regarding P/R slot below)
BASE UNIT Base Unit
CPU T | RS485 and Three Multi-mode fiber 100Base-FX (SFP with LC)
u | RS485 and Two Multi-mode fiber 100Base-FX (SFP with LC), One 10/100Base-T (SFP with RJ45)
' | RS485 and Three 10/100Base-T (SFP with RJ45)
SOFTWARE 00 No Software Options
01 Ethernet Global Data (EGD)
03 |IEC 61850
04 Ethernet Global Data (EGD) and IEC 61850
A0 CyberSentry Lvl 1
A1 CyberSentry Lvl 1 and Ethernet Global Data (EGD)
A3 CyberSentry Lvl 1 and IEC 61850
A4 CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
BO |EEE 1588
B1 |EEE 1588 and Ethernet Global Data (EGD)
B3 |EEE 1588 and IEC 61850
B4 |EEE 1588 and IEC 61850 and Ethernet Global Data (EGD)
co Parallel Redundancy Protocol (PRP)
c1 PRP and Ethemet Global Data (EGD)
Cc3 PRP and IEC 61850
C4 PRP, Ethernet Global Data (EGD), and IEC 61850
DO |EEE 1588 and CyberSentry Lvl 1
D1 |IEEE 1588 and CyberSentry Lvl 1 and Ethernet Global Data (EGD)
D3 |EEE 1588 and CyberSentry Lvl 1 and IEC 61850
D4 |EEE 1588 and CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
EO |EEE 1588 and PRP
E1 |EEE 1588, PRP, and Ethemet Global Dada
E3 |EEE 1588, PRP, and IEC 61850
E4 |IEEE 1588, PRP, Ethernet Global Data, and IEC 61850
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2 PRODUCT DESCRIPTION 2.1 INTRODUCTION

Table 2-5: T35 ORDER CODES (REDUCED SIZE VERTICAL UNITS)

FO [ PRP and CyberSentry LvI1
F1 [l PRP, CyberSentry Lvi1, and Ethernet Global Data
F3 [ PRP, CyberSentry Lvl 1, and IEC 61850
F4 [ PRP, CyberSentry Lvl 1, Ethernet Global Data, and IEC 61850
GO0 [ |EEE 1588, PRP, and CyberSentry Lvl 1
G1 [ |EEE 1588, PRP, CyberSentry Lvl 1, Ethernet Global Data
G3 [ |EEE 1588, PRP, CyberSentry Lvl 1, and IEC 61850
G4 [ |EEE 1588, PRP, CyberSentry Lvl 1, Ethemet Global Data, and IEC 61850
MOUNT/COATING Vo Vertical (3/4 rack)
B | Vertical (3/4 rack) with harsh environmental coating
FACEPLATE/ DISPLAY F English display
D French display
R Russian display
A Chinese display
K Enhanced front panel with English display
M Enhanced front panel with French display
Q Enhanced front panel with Russian display
u Enhanced front panel with Chinese display
L Enhanced front panel with English display and user-programmable pushbuttons
N Enhanced front panel with French display and user-programmable pushbuttons
T Enhanced front panel with Russian display and user-programmable pushbuttons
\% Enhanced front panel with Chinese display and user-programmable pushbuttons
w Enhanced front panel with Turkish display
Y Enhanced front panel with Turkish display and user-programmable pushbuttons
POWER SUPPLY H 125/ 250 V AC/DC power supply
L 24 t0 48 V (DC only) power supply
ENHANCED DIAGNOSTICS CT/VT DSP No DSP module
(requires all DSP to be enhanced diagnostic) 8L 8L Standard 4CT/4VT with enhanced diagnostics
M aMm Sensitive Ground 4CT/4VT with enhanced diagnostics
8N 8N Standard 8CT with enhanced diagnostics
8R 8R Sensitive Ground 8CT with enhanced diagnostics
DIGITAL INPUTS/OUTPUTS XX No Module
4A 4A 4A 4 Solid-State (no monitoring) MOSFET outputs
4B 4B 4B 4 Solid-State (voltage with optional current) MOSFET outputs
4C 4C 4C 4 Solid-State (current with optional voltage) MOSFET outputs
4D 4D 4D 16 digital inputs with Auto-Burnishing
4L 4L 4L 14 Form-A (no monitoring) Latching outputs
67 67 67 8 Form-A (no monitoring) outputs
6A 6A B6A 2 Form-A (voltage with optional current) and 2 Form-C outputs, 8 digital inputs
6B 6B 6B 2 Form-A (voltage with optional current) and 4 Form-C outputs, 4 digital inputs
6C 6C 6C 8 Form-C outputs
6D 6D 6D 16 digital inputs
6E 6E B6E 4 Form-C outputs, 8 digital inputs
6F 6F 6F 8 Fast Form-C outputs
6G 6G 6G 4 Form-A (voltage with optional current) outputs, 8 digital inputs
6H 6H 6H 6 Form-A (voltage with optional current) outputs, 4 digital inputs
6K 6K 6K 4 Form-C and 4 Fast Form-C outputs
6L 6L 6L 2 Form-A (current with optional voltage) and 2 Form-C outputs, 8 digital inputs
6M 6M 6M 2 Form-A (current with optional voltage) and 4 Form-C outputs, 4 digital inputs
6N 6N 6N 4 Form-A (current with optional voltage) outputs, 8 digital inputs
6P 6P 6P 6 Form-A (current with optional voltage) outputs, 4 digital inputs
6R 6R 6R 2 Form-A (no monitoring) and 2 Form-C outputs, 8 digital inputs
6S 6S 6S 2 Form-A (no monitoring) and 4 Form-C outputs, 4 digital inputs
6T 6T 6T 4 Form-A (no monitoring) outputs, 8 digital inputs
6U 68U 6U 6 Form-A (no monitoring) outputs, 4 digital inputs
6V 6V 6V 2 Form-A outputs, 1 Form-C output, 2 Form-A (no monitoring) latching outputs, 8 digital inputs.
TRANSDUCER 5A 5A 5A 4 dcmA inputs, 4 dcmA outputs (only one 5A module is allowed)
INPUTS/OUTPUTS 5C 5C 5C  8RTD inputs
(select a maximum of 3 per unit) 5D 5D 5D 4 RTD inputs, 4 dcmA outputs (only one 5D module is allowed)
5E 5E 5E 4 RTD inputs, 4 dcmA inputs
5F 5F 5F 8 dcmA inputs
INTER-RELAY 2A  C37.94SM, 1300nm single-mode, ELED, 1 channel single-mode
COMMUNICATIONS 2B C37.94SM, 1300nm single-mode, ELED, 2 channel single-mode
(select a maximum of 1 per unit) gg g?gﬂ:z: Z'”agl‘iﬁ::;‘;‘a
A - i , du:
ﬁ]‘:u':;;:f:::'::;':e:"’s'l Pl ;‘ss:::g;::?:";’;:;‘:;;a"s“"°e' 26 IEEE C37.94, 820 nm, 128 kbps, multimode, LED, 1 Channel
S ’ 2H  IEEE C37.94, 820 nm, 128 kbps, multimode, LED, 2 Channels
communications modules. 72 1550 nm, single-mode, LASER, 1 Channel

73 1550 nm, single-mode, LASER, 2 Channel

74  Channel 1 - RS422; Channel 2 - 1550 nm, single-mode, LASER
75  Channel 1- G.703; Channel 2 - 1550 nm, Single-mode LASER
76  |IEEE C37.94, 820 nm, 64 kbps, multimode, LED, 1 Channel
77  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 2 Channels
7A 820 nm, multi-mode, LED, 1 Channel

7B 1300 nm, multi-mode, LED, 1 Channel

7C 1300 nm, single-mode, ELED, 1 Channel

7D 1300 nm, single-mode, LASER, 1 Channel

7E  Channel 1 - G703; Channel 2 - 820 nm, multi-mode

7F  Channel 1 - G703; Channel 2 - 1300 nm, multi-mode

7G  Channel 1 - G703; Channel 2 - 1300 nm, single-mode ELED
7H 820 nm, multi-mode, LED, 2 Channels

71 1300 nm, multi-mode, LED, 2 Channels

7J 1300 nm, single-mode, ELED, 2 Channels

7K 1300 nm, single-mode, LASER, 2 Channels

hannel 2 - 1300 nm, single-mode, ELED
7P  Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, LASER
7Q  Channel 1 - G703; Channel 2 - 1300 nm, single-mode LASER
7R G703, 1 Channel

7S G703, 2 Channels

7T  RS422, 1 Channel

7W  RS422, 2 Channels

c) ORDER CODES WITH PROCESS BUS MODULES

The order codes for the horizontal mount units with the process bus module are shown below.
Table 2-6: T35 ORDER CODES (HORIZONTAL

UNITS WITH PROCESS BUS)
P U

gl For Full Size Horizontal Mount

BASE UNIT Base Unit
CPU T | RS485 and Three Multi-mode fiber 100Base-FX (SFP with LC)
V) | RS485 and Two Multi-mode fiber 100Base-FX (SFP with LC), One 10/100Base-T (SFP with RJ45)
\ | RS485 and Three 10/100Base-T (SFP with RJ45)
SOFTWARE 00 No Software Options
01 Ethernet Global Data (EGD)
03 IEC 61850
04 Ethernet Global Data (EGD) and IEC 61850
A0 CyberSentry Lvl 1
Al CyberSentry Lvl 1 and Ethernet Global Data (EGD)
A3 CyberSentry Lvl 1 and IEC 61850
A4 CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
BO IEEE 1588
B1 |IEEE 1588 and Ethernet Global Data (EGD)
B3 IEEE 1588 and IEC 61850
B4 IEEE 1588 and IEC 61850 and Ethernet Global Data (EGD)
co Parallel Redundancy Protocol (PRP)
c1 PRP and Ethernet Global Data (EGD)
Cc3 PRP and IEC 61850
c4 PRP, Ethernet Global Data (EGD), and IEC 61850
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2.1 INTRODUCTION 2 PRODUCT DESCRIPTION

Table 2-6: T35 ORDER CODES (HORIZONTAL UNITS WITH PROCESS BUS)

DO |IEEE 1588 and CyberSentry Lvl 1
D1 |IEEE 1588 and CyberSentry Lvl 1 and Ethemet Global Data (EGD)
D3 |IEEE 1588 and CyberSentry Lvl 1 and IEC 61850
D4 IEEE 1588 and CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
EO IEEE 1588 and PRP
E1 IEEE 1588, PRP, and Ethernet Global Dada
E3 IEEE 1588, PRP, and IEC 61850
E4 |IEEE 1588, PRP, Ethernet Global Data, and IEC 61850
FO PRP and CyberSentry Lvi1
F1 PRP, CyberSentry Lvi1, and Ethernet Global Data
F3 PRP, CyberSentry Lvl 1, and IEC 61850
F4 PRP, CyberSentry Lvl 1, Ethemet Global Data, and IEC 61850
GO IEEE 1588, PRP, and CyberSentry Lvl 1
G1 IEEE 1588, PRP, CyberSentry Lvl 1, Ethernet Global Data
G3 IEEE 1588, PRP, CyberSentry Lvl 1, and IEC 61850
G4 IEEE 1588, PRP, CyberSentry Lvl 1, Ethernet Global Data, and IEC 61850
Horizontal (19" rack)
Horizontal (19" rack) with harsh environmental coating
English display
French display
Russian display
Chinese display
English display with 4 small and 12 large programmable pushbuttons
French display with 4 small and 12 large programmable pushbuttons
Russian display with 4 small and 12 large programmable pushbuttons
Chinese display with 4 small and 12 large programmable pushbuttons
Enhanced front panel with English display
Enhanced front panel with French display
Enhanced front panel with Russian display
Enhanced front panel with Chinese display
Enhanced front panel with English display and user-programmable pushbuttons
Enhanced front panel with French display and user-programmable pushbuttons
Enhanced front panel with Russian display and user-programmable pushbuttons
Enhanced front panel with Chinese display and user-programmable pushbuttons
Enhanced front panel with Turkish display
Enhanced front panel with Turkish display and user-programmable pushbuttons
125/250 V AC/DC power supply
125 /250 V AC/DC with redundant 125 / 250 V AC/DC power supply
| 24 t0 48 V (DC only) power supply
RL 24 to 48 V (DC only) with redundant 24 to 48 V DC power supply
PROCESS BUS MODULE 81 | Eight-port digital process bus module
DIGITAL INPUTS/OUTPUTS XX XX No Module
id-State (no monitoring) MOSFET outputs
id-State (voltage with optional current) MOSFET outputs
-State (current with optional voltage) MOSFET outputs
4D 4D 16 digital inputs with Auto-Burnishing
4L 4L 14 Form-A (no monitoring) Latching outputs
67 67 8 Form-A (no monitoring) outputs
B6A B6A 2 Form-A (voltage with optional current) and 2 Form-C outputs, 8 digital inputs
6B 6B 2 Form-A (voltage with optional current) and 4 Form-C outputs, 4 digital inputs
6C 6C 8 Form-C outputs
6D 6D 16 digital inputs
6E 6E 4 Form-C outputs, 8 digital inputs
6F 6F 8 Fast Form-C outputs
6G 6G 4 Form-A (voltage with optional current) outputs, 8 digital inputs
6H 6H 6 Form-A (voltage with optional current) outputs, 4 digital inputs
6K 6K 4 Form-C and 4 Fast Form-C outputs
6L 6L 2 Form-A (current with optional voltage) and 2 Form-C outputs, 8 digital inputs.
6M 6M 2 Form-A (current with optional voltage) and 4 Form-C outputs, 4 digital inputs
6N 6N 4 Form-A (current with optional voltage) outputs, 8 digital inputs
6P 6P 6 Form-A (current with optional voltage) outputs, 4 digital inputs
6R 6R 2 Form-A (no monitoring) and 2 Form-C outputs, 8 digital inputs
6S 6S 2 Form-A (no monitoring) and 4 Form-C outputs, 4 digital inputs
6T 6T 4 Form-A (no monitoring) outputs, 8 digital inputs
6U 6U 6 Form-A (no monitoring) outputs, 4 digital inputs
(3% (% 2 Form-A outputs, 1 Form-C output, 2 Form-A (no monitoring) latching outputs, 8 digital inputs
INTER-RELAY 2A  C37.94SM, 1300nm single-mode, ELED, 1 channel single-mode
COMMUNICATIONS 2B (C37.94SM, 1300nm single-mode, ELED, 2 channel single-mode
(select a maximum of 1 per unit) 2E  Bi-phase, single channel
2F  Bi-phase, dual channel
2G  |EEE C37.94, 820 nm, 128 kbps, multimode, LED, 1 Channel
2H  |EEE C37.94, 820 nm, 128 kbps, multimode, LED, 2 Channels
72 1550 nm, single-mode, LASER, 1 Channel
73 1550 nm, single-mode, LASER, 2 Channel
74 Channel 1 - RS422; Channel 2 - 1550 nm, single-mode, LASER
75  Channel 1- G.703; Channel 2 - 1550 nm, Single-mode LASER
76  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 1 Channel
77  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 2 Channels
7A 820 nm, multi-mode, LED, 1 Channel
78 1300 nm, multi-mode, LED, 1 Channel
7C 1300 nm, single-mode, ELED, 1 Channel
7D 1300 nm, single-mode, LASER, 1 Channel
7E  Channel 1 - G703; Channel 2 - 820 nm, multi-mode
7F  Channel 1- G.703; Channel 2 - 1300 nm, multi-mode
7G  Channel 1-G703; Channel 2 - 1300 nm, single-mode ELED
7H 820 nm, multi-mode, LED, 2 Channels
71 1300 nm, multi-mode, LED, 2 Channels
7J 1300 nm, single-mode, ELED, 2 Channels
7K 1300 nm, single-mode, LASER, 2 Channels
7L Channel 1 - RS422; Channel 2 - 820 nm, multi-mode, LED
7M  Channel 1 - RS422; Channel 2 - 1300 nm, multi-mode, LED
7N Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, ELED
7P Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, LASER
7Q  Channel 1-G703; Channel 2 - 1300 nm, single-mode LASER
7R G703, 1 Channel
7S G703, 2 Channels
7T RS422, 1 Channel
7W  RS422, 2 Channels

MOUNT/COATING

>T

FACEPLATE/ DISPLAY

<E<HZrCcPTRWOOTVHTVOO

POWER SUPPLY
(redundant supply must
be same type as main supply)

~rIT
)
T

The order codes for the reduced size vertical mount units with the process bus module are shown below.

Table 2-7: T35 ORDER CODES (REDUCED SIZE VERTICAL UNITS WITH PROCESS BUS)

L T A N N | R S R><.cec Size Vertcal Mount (see note regarding PIR slot below)
BASE UNIT T35 | | Base Unit
CPU T | RS485 and Three Multi-mode fiber 100Base-FX (SFP with LC)
V] | RS485 and Two Multi-mode fiber 100Base-FX (SFP with LC), One 10/100Base-T (SFP with RJ45)
A% | RS485 and Three 10/100Base-T (SFP with RJ45)
SOFTWARE 00 No Software Options
01 Ethernet Global Data (EGD)
03 |IEC 61850
04 Ethernet Global Data (EGD) and IEC 61850
A0 CyberSentry Lvl 1
A1 CyberSentry Lvl 1 and Ethernet Global Data (EGD)
A3 CyberSentry Lvl 1 and IEC 61850
A4 CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
BO |EEE 1588
B1 |EEE 1588 and Ethernet Global Data (EGD)
B3 |EEE 1588 and IEC 61850
B4 |EEE 1588 and IEC 61850 and Ethernet Global Data (EGD)
Cco Parallel Redundancy Protocol (PRP)
Cc1 PRP and Ethernet Global Data (EGD)
Cc3 PRP and IEC 61850
Cc4 PRP, Ethernet Global Data (EGD), and IEC 61850
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2 PRODUCT DESCRIPTION 2.1 INTRODUCTION

Table 2-7: T35 ORDER CODES (REDUCED SIZE VERTICAL UNITS WITH PROCESS BUS)

DO |EEE 1588 and CyberSentry Lvl 1
D1 |IEEE 1588 and CyberSentry Lvl 1 and Ethernet Global Data (EGD)
D3 |EEE 1588 and CyberSentry Lvl 1 and IEC 61850
D4 |IEEE 1588 and CyberSentry Lvl 1 and IEC 61850 and Ethernet Global Data (EGD)
EO |IEEE 1588 and PRP
E1 IEEE 1588, PRP, and Ethemet Global Dada
E3 |EEE 1588, PRP, and IEC 61850
E4 |EEE 1588, PRP, Ethernet Global Data, and IEC 61850
FO PRP and CyberSentry Lvl1
F1 PRP, CyberSentry LvI1, and Ethernet Global Data
F3 PRP, CyberSentry Lvl 1, and IEC 61850
F4 PRP, CyberSentry Lvl 1, Ethernet Global Data, and IEC 61850
GO |EEE 1588, PRP, and CyberSentry Lvl 1
G1 |EEE 1588, PRP, CyberSentry Lvl 1, Ethemet Global Data
G3 |EEE 1588, PRP, CyberSentry Lvl 1, and IEC 61850
G4 |EEE 1588, PRP, CyberSentry Lvl 1, Ethemnet Global Data, and IEC 61850
MOUNT/COATING \% Vertical (3/4 rack)
B Vertical (3/4 rack) with harsh environmental coating
FACEPLATE/ DISPLAY English display
D French display
R Russian display
A Chinese display
K Enhanced front panel with English display
M Enhanced front panel with French display
Q Enhanced front panel with Russian display
u Enhanced front panel with Chinese display
L Enhanced front panel with English display and user-programmable pushbuttons
N Enhanced front panel with French display and user-programmable pushbuttons
T Enhanced front panel with Russian display and user-programmable pushbuttons
\% Enhanced front panel with Chinese display and user-programmable pushbuttons
w Enhanced front panel with Turkish display
Y Enhanced front panel with Turkish display and user-programmable pushbuttons
POWER SUPPLY H 125/ 250 V AC/DC power supply
L 24 t0 48 V (DC only) power supply
PROCESS BUS MODULE 81 Eight-port digital process bus module
DIGITAL INPUTS/OUTPUTS XX No Module
4A 4 Solid-State (no monitoring) MOSFET outputs
4B 4 Solid-State (voltage with optional current) MOSFET outputs
4C 4 Solid-State (current with optional voltage) MOSFET outputs
4D 16 digital inputs with Auto-Burnishing
4L 14 Form-A (no monitoring) Latching outputs
67 8 Form-A (no monitoring) outputs
B6A 2 Form-A (voltage with optional current) and 2 Form-C outputs, 8 digital inputs
6B 2 Form-A (voltage with optional current) and 4 Form-C outputs, 4 digital inputs
6C 8 Form-C outputs
6D 16 digital inputs
6E 4 Form-C outputs, 8 digital inputs
6F 8 Fast Form-C outputs
6G 4 Form-A (voltage with optional current) outputs, 8 digital inputs
6H 6 Form-A (voltage with optional current) outputs, 4 digital inputs
6K 4 Form-C and 4 Fast Form-C outputs
6L 2 Form-A (current with optional voltage) and 2 Form-C outputs, 8 digital inputs
6M 2 Form-A (current with optional voltage) and 4 Form-C outputs, 4 digital inputs
6N 4 Form-A (current with optional voltage) outputs, 8 digital inputs
6P 6 Form-A (current with optional voltage) outputs, 4 digital inputs
6R 2 Form-A (no monitoring) and 2 Form-C outputs, 8 digital inputs
6S 2 Form-A (no monitoring) and 4 Form-C outputs, 4 digital inputs
6T 4 Form-A (no monitoring) outputs, 8 digital inputs
6U 6 Form-A (no monitoring) outputs, 4 digital inputs
6V 2 Form-A outputs, 1 Form-C output, 2 Form-A (no monitoring) latching outputs, 8 digital inputs
INTER-RELAY 2A  C37.94SM, 1300nm single-mode, ELED, 1 channel single-mode
COMMUNICATIONS 2B C37.94SM, 1300nm single-mode, ELED, 2 channel single-mode
(select a maximum of 1 per unit) %E g!’pﬂase' :lngl\eﬁhann‘el
i iqi i-phase, dual channel
:1"":";;‘1':5:‘":::&1;"; :"; i“ssz:ef:":r'?,"'ir_m a 2G  IEEE C37.94, 820 nm, 128 kbps, multimode, LED, 1 Channel
putioutput i v 2H  IEEE C37.94, 820 nm, 128 kbps, multimode, LED, 2 Channels
communications modules. 72 1550 nm, single-mode, LASER, 1 Channel

73 1550 nm, single-mode, LASER, 2 Channel

74 Channel 1 - RS422; Channel 2 - 1550 nm, single-mode, LASER
75  Channel 1 - G703; Channel 2 - 1550 nm, Single-mode LASER
76  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 1 Channel
77  |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 2 Channels
7A 820 nm, multi-mode, LED, 1 Channel

7B 1300 nm, multi-mode, LED, 1 Channel

7C 1300 nm, single-mode, ELED, 1 Channel

7D 1300 nm, single-mode, LASER, 1 Channel

7E  Channel 1 - G703; Channel 2 - 820 nm, multi-mode

7F  Channel 1 - G703; Channel 2 - 1300 nm, multi-mode

7G  Channel 1- G703; Channel 2 - 1300 nm, single-mode ELED
7H 820 nm, multi-mode, LED, 2 Channels

71 1300 nm, multi-mode, LED, 2 Channels

7J 1300 nm, single-mode, ELED, 2 Channels

7K 1300 nm, single-mode, LASER, 2 Channels

7L Channel 1 - RS422; Channel 2 - 820 nm, multi-mode, LED

7M  Channel 1 - RS$422; Channel 2 - 1300 nm, multi-mode, LED
7N Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, ELED
7P Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, LASER
7Q  Channel 1- G703; Channel 2 - 1300 nm, single-mode LASER
7R G703, 1 Channel

7S G703, 2 Channels

7T RS422,1 Channel

7W  RS422, 2 Channels

2.1.4 REPLACEMENT MODULES

Replacement modules can be ordered separately. When ordering a replacement CPU module or faceplate, provide the
serial number of your existing unit.

Not all replacement modules may be applicable to the T35 relay. Only the modules specified in the order codes are
available as replacement modules.

Replacement module codes are subject to change without notice. See the ordering page at
http://www.gedigitalenergy.com/multilin/order.htm for the latest T35 ordering options.

NOTE
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2.1 INTRODUCTION

2 PRODUCT DESCRIPTION

The replacement module order codes for the horizontal mount units are shown below.

Table 2-8: ORDER CODES FOR REPLACEMENT MODULES, HORIZONTAL UNITS
POWER SUPPLY (redundant supply only available in W Redundant 125/ 250 V AC/DC

horizontal units; must be same type as main supply)
CPU

FACEPLATE/DISPLAY

DIGITAL INPUTS AND OUTPUTS

CT/NT MODULES
(NOT AVAILABLE FOR THE C30)

INTER-RELAY COMMUNICATIONS

TRANSDUCER
INPUTS/OUTPUTS

The replacement module order codes for the reduced-size vertical mount units are shown below.

RL H

Redundant 24 to 48 V (DC only)

RS485 with 3 100Base-FX Ethernet, multimode, SFP with LC

RS485 with 1 100Base-T Ethernet, SFP RJ-45 + 2 100Base-FX Ethernet, multimode, SFP with LC
RS485 with 3 100Base-T Ethernet, SFP with RJ-45

Horizontal faceplate with keypad and English display

Horizontal faceplate with keypad and French display

Horizontal faceplate with keypad and Russian display

Horizontal faceplate with keypad and Chinese display

Horizontal faceplate with keypad, user-programmable pushbuttons, and English display
Horizontal faceplate with keypad, user-programmable pushbuttons, and French display
Horizontal faceplate with keypad, user-programmable pushbuttons, and Russian display
Horizontal faceplate with keypad, user-programmable pushbuttons, and Chinese display
Enhanced front panel with English display

Enhanced front panel with French display

Enhanced front panel with Russian display

Enhanced front panel with Chinese display

Enhanced front panel with English display and user-programmable pushbuttons
Enhanced front panel with French display and user-programmable pushbuttons
Enhanced front panel with Russian display and user-programmable pushbuttons
Enhanced front panel with Chinese display and user-programmable pushbuttons
4 Solid-State (no monitoring) MOSFET outputs

4 Solid-State (voltage with optional current) MOSFET outputs

4 Solid-State (current with optional voltage) MOSFET outputs

16 digital inputs with Auto-Burnishing

14 Form-A (no monitoring) Latching outputs

8 Form-A (no monitoring) outputs

2 Form-A (voltage with optional current) and 2 Form-C outputs, 8 digital inputs.
2 Form-A (voltage with optional current) and 4 Form-C outputs, 4 digital inputs
8 Form-C outputs

16 digital inputs

4 Form-C outputs, 8 digital inputs

8 Fast Form-C outputs

4 Form-A (voltage with optional current) outputs, 8 digital inputs

6 Form-A (voltage with optional current) outputs, 4 digital inputs

4 Form-C and 4 Fast Form-C outputs

2 Form-A (current with optional voltage) and 2 Form-C outputs, 8 digital inputs
2 Form-A (current with optional voltage) and 4 Form-C outputs, 4 digital inputs
4 Form-A (current with optional voltage) outputs, 8 digital inputs

6 Form-A (current with optional voltage) outputs, 4 digital inputs

2 Form-A (no monitoring) and 2 Form-C outputs, 8 digital inputs.

2 Form-A (no monitoring) and 4 Form-C outputs, 4 digital inputs

4 Form-A (no monitoring) outputs, 8 digital inputs

6 Form-A (no monitoring) outputs, 4 digital inputs

2 Form-A outputs, 1 Form-C output, 2 Form-A (no monitoring) latching outputs, 8 digital inputs
Standard 4CT/4VT with enhanced diagnostics

Standard 8CT with enhanced diagnostics

Sensitive Ground 4CT/4VT with enhanced diagnostics

Sensitive Ground 8CT with enhanced diagnostics

C37.94SM, 1300nm single-mode, ELED, 1 channel single-mode

C37.94SM, 1300nm single-mode, ELED, 2 channel single-mode

Bi-phase, single channel

Bi-phase, dual channel

|EEE C37.94, 820 nm, 128 kbps, multimode, LED, 1 Channel

IEEE C37.94, 820 nm, 128 kbps, multimode, LED, 2 Channels

1550 nm, single-mode, LASER, 1 Channel

1550 nm, single-mode, LASER, 2 Channel

Channel 1 - R8422; Channel 2 - 1550 nm, single-mode, LASER

Channel 1 - G.703; Channel 2 - 1550 nm, Single-mode LASER

|EEE C37.94, 820 nm, multimode, LED, 1 Channel

|EEE C37.94, 820 nm, multimode, LED, 2 Channels

820 nm, multi-mode, LED, 1 Channel

1300 nm, multi-mode, LED, 1 Channel

1300 nm, single-mode, ELED, 1 Channel

1300 nm, single-mode, LASER, 1 Channel

Channel 1 - G.703; Channel 2 - 820 nm, multi-mode

Channel 1 - G703; Channel 2 - 1300 nm, multi-mode

Channel 1 - G.703; Channel 2 - 1300 nm, single-mode ELED

820 nm, multi-mode, LED, 2 Channels

1300 nm, multi-mode, LED, 2 Channels

1300 nm, single-mode, ELED, 2 Channels

1300 nm, single-mode, LASER, 2 Channels

Channel 1 - RS422; Channel 2 - 820 nm, multi-mode, LED

Channel 1 - R$422; Channel 2 - 1300 nm, multi-mode, LED

Channel 1 - R8422; Channel 2 - 1300 nm, single-mode, ELED

Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, LASER

Channel 1 - G.703; Channel 2 - 1300 nm, single-mode LASER

G703, 1 Channel

G703, 2 Channels

RS422, 1 Channel

RS422, 2 Channels

4 dcmA inputs, 4 dcmA outputs (only one 5A module is allowed)

8 RTD inputs

4 RTD inputs, 4 dcmA outputs (only one 5D module is allowed)

4 demA inputs, 4 RTD inputs

8 dcmA inputs

Table 2-9: ORDER CODES FOR REPLACEMENT MODULES, VERTICAL UNITS

POWER SUPPLY
CPU

FACEPLATE/DISPLAY

2-12

Eﬂ 5 125/250 V AC/DC

241048 V (DC only)
RS485 with 3 100Base-FX Ethernet, multimode, SFP with LC

RS485 with 1 100Base-T Ethernet, SFP RJ-45 + 2 100Base-FX Ethernet, multimode, SFP with LC
RS485 with 3 100Base-T Ethernet, SFP with RJ-45

Vertical faceplate with keypad and English display

Vertical faceplate with keypad and French display

Vertical faceplate with keypad and Russian display

Vertical faceplate with keypad and Chinese display

Enhanced front panel with English display

Enhanced front panel with French display

Enhanced front panel with Russian display

Enhanced front panel with Chinese display

Enhanced front panel with English display and user-programmable pushbuttons

Enhanced front panel with French display and user-programmable pushbuttons

Enhanced front panel with Russian display and user-programmable pushbuttons

Enhanced front panel with Chinese display and user-programmable pushbuttons

T35 Transformer Protection System
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2 PRODUCT DESCRIPTION 2.1 INTRODUCTION

Table 2-9: ORDER CODES FOR REPLACEMENT MODULES, VERTICAL UNITS
DIGITAL ‘* 4 Solid-State (no monitoring) MOSFET outputs

INPUTS/OUTPUTS 4B 4 Solid-State (voltage with optional current) MOSFET outputs
4C 4 Solid-State (current with optional voltage) MOSFET outputs
4D 16 digital inputs with Auto-Burnishing
4L 14 Form-A (no monitoring) Latching outputs
67 8 Form-A (no monitoring) outputs
B6A 2 Form-A (voltage with optional current) and 2 Form-C outputs, 8 digital inputs
6B 2 Form-A (voltage with optional current) and 4 Form-C outputs, 4 digital inputs
6C 8 Form-C outputs
6D 16 digital inputs
6E 4 Form-C outputs, 8 digital inputs
6F 8 Fast Form-C outputs
6G 4 Form-A (voltage with optional current) outputs, 8 digital inputs
6H 6 Form-A (voltage with optional current) outputs, 4 digital inputs
6K 4 Form-C and 4 Fast Form-C outputs
6L 2 Form-A (current with optional voltage) and 2 Form-C outputs, 8 digital inputs.
M 2 Form-A (current with optional voltage) and 4 Form-C outputs, 4 digital inputs
6N 4 Form-A (current with optional voltage) outputs, 8 digital inputs
6P 6 Form-A (current with optional voltage) outputs, 4 digital inputs
6R 2 Form-A (no monitoring) and 2 Form-C outputs, 8 digital inputs.
6S 2 Form-A (no monitoring) and 4 Form-C outputs, 4 digital inputs.
6T 4 Form-A (no monitoring) outputs, 8 digital inputs
68U 6 Form-A (no monitoring) outputs, 4 digital inputs
6V 2 Form-A outputs, 1 Form-C output, 2 Form-A (no monitoring) latching outputs, 8 digital inputs

CT/VT MODULES 8L Standard 4CT/4VT with enhanced diagnostics

(NOT AVAILABLE FOR THE C30) 8N Standard 8CT with enhanced diagnostics

INTER-RELAY COMMUNICATIONS 2A C37.94SM, 1300nm single-mode, ELED, 1 channel single-mode
2B C37.94SM, 1300nm single-mode, ELED, 2 channel single-mode
2E Bi-phase, single channel
2F Bi-phase, dual channel
2G |IEEE C37.94, 820 nm, 128 kbps, multimode, LED, 1 Channel
2H |EEE C37.94, 820 nm, 128 kbps, multimode, LED, 2 Channels
72 1550 nm, single-mode, LASER, 1 Channel
73 1550 nm, single-mode, LASER, 2 Channel
74 Channel 1 - RS422; Channel 2 - 1550 nm, single-mode, LASER
75 Channel 1 - G.703; Channel 2 - 1550 nm, Single-mode LASER
76 IEEE C37.94, 820 nm, 64 kbps, multimode, LED, 1 Channel
7 |EEE C37.94, 820 nm, 64 kbps, multimode, LED, 2 Channels
7A 820 nm, multi-mode, LED, 1 Channel
B 1300 nm, multi-mode, LED, 1 Channel
7C 1300 nm, single-mode, ELED, 1 Channel
7D 1300 nm, single-mode, LASER, 1 Channel
7E Channel 1 - G.703; Channel 2 - 820 nm, multi-mode
7F Channel 1 - G.703; Channel 2 - 1300 nm, multi-mode
7G Channel 1 - G.703; Channel 2 - 1300 nm, single-mode ELED
H 820 nm, multi-mode, LED, 2 Channels

7 1300 nm, multi-mode, LED, 2 Channels

7J 1300 nm, single-mode, ELED, 2 Channels

7K 1300 nm, single-mode, LASER, 2 Channels

7L Channel 1 - RS$422; Channel 2 - 820 nm, multi-mode, LED

™ Channel 1 - RS422; Channel 2 - 1300 nm, multi-mode, LED
7N Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, ELED
7P Channel 1 - RS422; Channel 2 - 1300 nm, single-mode, LASER
7Q Channel 1 - G.703; Channel 2 - 1300 nm, single-mode LASER
R G703, 1 Channel

78 G703, 2 Channels

T RS422, 1 Channel

7w RS422, 2 Channels

TRANSDUCER 5A 4 dcmA inputs, 4 demA outputs (only one 5A module is allowed)

INPUTS/OUTPUTS 5C 8 RTD inputs
5D 4 RTD inputs, 4 dcmA outputs (only one 5D module is allowed)
5E 4 dcmA inputs, 4 RTD inputs
5F 8 demA inputs.
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2.2 SPECIFICATIONS 2 PRODUCT DESCRIPTION

SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTICE

2.2.1 PROTECTION ELEMENTS

The operating times include the activation time of a trip rated form-A output contact unless otherwise indicated.
FlexLogic operands of a given element are 4 ms faster. Take this into account when using FlexLogic to interconnect

NOTE  with other protection or control elements of the relay, building FlexLogic equations, or interfacing with other IEDs or
power system devices via communications or different output contacts. If not specified, operate times are given
here for a 60 Hz system at nominal system frequency. Operate times for a 50 Hz system are 1.2 times longer.

PERCENT DIFFERENTIAL

Characteristic: Differential Restraint pre-set
Number of zones: 2

Minimum pickup: 0.05 to 1.00 pu in steps of 0.001
Slope 1 range: 15 to 100% in steps of 1%

Slope 2 range: 50 to 100% in steps of 1%
Kneepoint 1: 1.0 to 2.0 pu in steps of 0.0001
Kneepoint 2: 2.0 to 30.0 pu in steps of 0.0001
2" harmonic inhibit level: 1.0 to 40.0% in steps of 0.1

2" harmonic inhibit function: Adaptive, Traditional, Disabled
2" harmonic inhibit mode: Per-phase, 2-out-of-3, Average
5t harmonic inhibit range: 1.0 to 40.0% in steps of 0.1
Operate times:

Harmonic inhibits selected: 20 to 30 ms at 60 Hz;
20 to 35 ms at 50 Hz

No harmonic inhibits selected: 5 to 20 ms
Dropout level: 97 to 98% of pickup

Level accuracy: +0.5% of reading or +1% of rated
(whichever is greater)

INSTANTANEOUS DIFFERENTIAL
Pickup level: 2.00 to 30.00 pu in steps of 0.01

Dropout level: 97 to 98% of pickup
Level accuracy: +0.5% of reading or +1% of rated
(whichever is greater)

Operate time: <20 ms at 3 x pickup at 60 Hz

2-14 T35 Transformer Protection System

PHASE/GROUND TOC
Current: Phasor or RMS
Pickup level: 0.000 to 30.000 pu in steps of 0.001

Dropout level:
Level accuracy:
for0.1t0 2.0 x CT:

97% to 98% of pickup

+0.5% of reading or £0.4% of rated
(whichever is greater)

+1.5% of reading > 2.0 x CT rating
IEEE Moderately/Very/Extremely
Inverse; IEC (and BS) A/B/C and Short
Inverse; GE IAC Inverse, Short/Very/
Extremely Inverse; It; FlexCurves™
(programmable); Definite Time (0.01 s

for>2.0xCT:
Curve shapes:

base curve)

Curve multiplier: Time Dial = 0.00 to 600.00 in steps of
0.01

Reset type: Instantaneous/Timed (per IEEE)

Curve timing accuracy

at 1.03 to 20 x pickup:  +3.5% of operate time or £V cycle
(whichever is greater) from pickup to
operate

BREAKER ARCING CURRENT

Principle: accumulates breaker duty (Izt) and mea-
sures fault duration
Initiation: programmable per phase from any Flex-

Logic operand
Compensation for auxiliary relays: 0 to 65.535 s in steps of 0.001
Alarm threshold: 0 to 50000 kA2-cycle in steps of 1
Fault duration accuracy: 0.25 of a power cycle
Availability: 1 per CT bank with a minimum of 2

THERMAL OVERLOAD PROTECTION
Thermal overload curves: IEC 255-8 curve

0.20 to 3.00 pu in steps of 0.01
Overload (k) factor: 1.00 to 1.20 pu in steps of 0.05

Trip time constant: 0 to 1000 min. in steps of 1

Reset time constant: 0 to 1000 min. in steps of 1

Minimum reset time: 0 to 1000 min. in steps of 1

Timer accuracy (cold curve): £100 ms or 2%, whichever is greater

Timer accuracy (hot curve): £500 ms or 2%, whichever is greater
forl,<0.9x kxl,and 1/ (kx Ip)>1.1

Base current:
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2 PRODUCT DESCRIPTION 2.2 SPECIFICATIONS

TRIP BUS (TRIP WITHOUT FLEXLOGIC)
Number of elements: 6

Number of inputs: 16
Operate time: <2 ms at 60 Hz
Timer accuracy: +3% or 10 ms, whichever is greater

2.2.2 USER-PROGRAMMABLE ELEMENTS

FLEXLOGIC

Programming language: Reverse Polish Notation with graphical
visualization (keypad programmable)

Lines of code: 512

Internal variables: 64

Supported operations:  NOT, XOR, OR (2 to 16 inputs), AND (2
to 16 inputs), NOR (2 to 16 inputs),
NAND (2 to 16 inputs), latch (reset-domi-
nant), edge detectors, timers

Inputs: any logical variable, contact, or virtual
input

Number of timers: 32

Pickup delay: 0 to 60000 (ms, sec., min.) in steps of 1

Dropout delay: 0 to 60000 (ms, sec., min.) in steps of 1

FLEXCURVES™

Number: 4 (A through D)

Reset points:
Operate points:

40 (0 through 1 of pickup)
80 (1 through 20 of pickup)

Time delay: 0 to 65535 ms in steps of 1
FLEX STATES
Number: up to 256 logical variables grouped

under 16 Modbus addresses

any logical variable, contact, or virtual
input

Programmability:

FLEXELEMENTS™
Number of elements: 16

Operating signal: any analog actual value, or two values in
differential mode

Operating signal mode: signed or absolute value
Operating mode: level, delta
Comparator direction: over, under

Pickup Level: —90.000 to 90.000 pu in steps of 0.001
Hysteresis: 0.1 to 50.0% in steps of 0.1
Delta dt: 20 ms to 60 days

Pickup & dropout delay: 0.000 to 65.535 s in steps of 0.001
NON-VOLATILE LATCHES

Type: set-dominant or reset-dominant
Number: 16 (individually programmed)
Output: stored in non-volatile memory

Execution sequence: as input prior to protection, control, and

FlexLogic
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USER-PROGRAMMABLE LEDs
Number: 48 plus trip and alarm

Programmability: from any logical variable, contact, or vir-
tual input

Reset mode: self-reset or latched
LED TEST
Initiation: from any digital input or user-program-

mable condition
Number of tests: 3, interruptible at any time
Duration of full test: approximately 3 minutes
all LEDs on

all LEDs off, one LED atatimeonfor1s

Test sequence 1:
Test sequence 2:
Test sequence 3:

USER-DEFINABLE DISPLAYS

Number of displays: 16

Lines of display: 2 x 20 alphanumeric characters

Parameters: up to 5, any Modbus register addresses

Invoking and scrolling:  keypad, or any user-programmable con-
dition, including pushbuttons

CONTROL PUSHBUTTONS
Number of pushbuttons: 7

Operation: drive FlexLogic operands

USER-PROGRAMMABLE PUSHBUTTONS (OPTIONAL)
Number of pushbuttons: 12 (standard faceplate);
16 (enhanced faceplate)

self-reset, latched

all LEDs on, one LED at a time off for 1 s

Mode:

Display message:
Drop-out timer:
Autoreset timer:

2 lines of 20 characters each
0.00 to 60.00 s in steps of 0.05
0.2 t0 600.0 s in steps of 0.1

Hold timer: 0.0to 10.0 s in steps of 0.1
SELECTOR SWITCH
Number of elements: 2

Upper position limit:
Selecting mode:
Time-out timer:
Control inputs:
Power-up mode:

1to 7 in steps of 1

time-out or acknowledge

3.0t0 60.0 s in steps of 0.1

step-up and 3-bit

restore from non-volatile memory or syn-

chronize to a 3-bit control input or synch/
restore mode
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2.2 SPECIFICATIONS 2 PRODUCT DESCRIPTION

2.2.3 MONITORING

OSCILLOGRAPHY
Maximum records: 64

Sampling rate: 64 samples per power cycle

Triggers: any element pickup, dropout, or operate;
digital input change of state; digital out-
put change of state; FlexLogic equation

Data: AC input channels; element state; digital

input state; digital output state
Data storage:

EVENT RECORDER

in non-volatile memory

Capacity: 1024 events
Time-tag: to 1 microsecond
Triggers: any element pickup, dropout, or operate;

digital input change of state; digital out-
put change of state; self-test events

Data storage: in non-volatile memory

USER-PROGRAMMABLE FAULT REPORT
Number of elements: 2

Pre-fault trigger: any FlexLogic operand

Fault trigger: any FlexLogic operand
Recorder quantities: 32 (any FlexAnalog™ value)
DATA LOGGER

Number of channels: 1to 16

Parameters: any available analog actual value
Sampling rate: 15 to 3600000 ms in steps of 1
Trigger: any FlexLogic operand

Mode: continuous or triggered

Storage capacity: (NN is dependent on memory)
1-second rate:
01 channel for NN days
16 channels for NN days
\)

60-minute rate:
01 channel for NN days
16 channels for NN days

2.2.4 METERING

RMS CURRENT: PHASE, NEUTRAL, AND GROUND
Accuracy at
0.1t0 2.0 x CT rating:  +0.25% of reading or +0.1% of rated
(whichever is greater)

> 2.0 x CT rating: +1.0% of reading

RMS VOLTAGE
Accuracy: +0.5% of reading from 10 to 208 V

REAL POWER (WATTS)
Accuracy at 0.1 to 1.5 x
CT rating and 0.8 to

1.2 x VT rating: +1.0% of reading at —1.0 < PF< -0.8 and

0.8<PF<10

2-16 T35 Transformer Protection System

REACTIVE POWER (VARS)
Accuracy at 0.1 to 1.5 x

CT rating and 0.8 to
1.2 x VT rating: +1.0% of reading at —-0.2 < PF < 0.2

APPARENT POWER (VA)
Accuracy at 0.1 to 1.5 x

CT rating and 0.8 to
1.2 x VT rating:

FREQUENCY
Accuracy at
V=0.8t0 1.2 pu:

+1.0% of reading

+0.01 Hz (when voltage signal is used
for frequency measurement)

+0.05 Hz

+0.02 Hz (when current signal is used for
frequency measurement)

I =0.11t0 0.25 pu:
I >0.25 pu:
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2 PRODUCT DESCRIPTION 2.2 SPECIFICATIONS

2.2.5INPUTS

AC CURRENT

CT rated primary: 1 to 50000 A

CT rated secondary: 1 A or 5 A by connection

Relay burden: < 0.2 VA at rated secondary

Conversion range:
Standard CT: 0.02 to 46 x CT rating RMS symmetrical
Sensitive Ground CT module:
0.002 to 4.6 x CT rating RMS symmetrical
20 ms at 250 times rated
1 sec. at 100 times rated
continuous 4xInom; URs equipped with
24 CT inputs have a maximum operating
temp. of 50°C
150000 RMS symmetrical amperes, 250
V maximum (primary current to external

Current withstand:

Short circuit rating:

CT)

AC VOLTAGE

VT rated secondary: 50.0 to 240.0 V

VT ratio: 1.00 to 24000.00Relay burden:< 0.25 VA
at120 vV

Conversion range: 1t0 275V

continuous at 260 V to neutral
1 min./hr at 420 V to neutral

Voltage withstand:

FREQUENCY
Nominal frequency setting:25 to 60 Hz

Sampling frequency: 64 samples per power cycle
Tracking frequency range:20 to 70 Hz

CONTACT INPUTS
Dry contacts:

Wet contacts:

1000 Q maximum

300 V DC maximum

17V, 33V, 84V, 166 V
Tolerance: +10%

Contacts per common return: 4

Recognition time: <1ms

Debounce time: 0.0 to 16.0 ms in steps of 0.5
Continuous current draw:3 mA (when energized)

CONTACT INPUTS WITH AUTO-BURNISHING
Dry contacts: 1000 Q maximum

Wet contacts: 300 V DC maximum
17V,33V, 84V, 166 V
Tolerance: +10%

Contacts per common return: 2

Recognition time: <1ms

Debounce time: 0.0 to 16.0 ms in steps of 0.5
Continuous current draw:3 mA (when energized)
Auto-burnish impulse current: 50 to 70 mA

Duration of auto-burnish impulse: 25 to 50 ms

Selectable thresholds:

Selectable thresholds:

GE Multilin

DCMA INPUTS

Current input mADC): Oto-1,0to+1,-1to+1,0to 5, 0to 10,
0 to 20, 4 to 20 (programmable)

379 Q +10%

-1to+20 mADC

Input impedance:
Conversion range:

Accuracy: +0.2% of full scale

Type: Passive

RTD INPUTS

Types (3-wire): 100 Q Platinum, 100 & 120 Q Nickel, 10
Q Copper

Sensing current: 5 mA

Range: -50 to +250°C

Accuracy: +2°C

Isolation: 36 V pk-pk

IRIG-B INPUT

Amplitude modulation: 1 to 10 V pk-pk

DC shift: TTL—Compatible

Input impedance: 50 kQ

Isolation: 2kV

REMOTE INPUTS (IEC 61850 GSSE/GOOSE)
Input points: 32, configured from 64 incoming bit pairs

Remote devices: 16
Default states on loss of comms.: On, Off, Latest/Off, Latest/On
Remote DPS inputs: 5

DIRECT INPUTS

Input points: 32

Remote devices: 16

Default states on loss of comms.: On, Off, Latest/Off, Latest/On
Ring configuration: Yes, No

Data rate: 64 or 128 kbps
CRC: 32-bit
CRC alarm:

Responding to: Rate of messages failing the CRC
Monitoring message count: 10 to 10000 in steps of 1
Alarm threshold: 1to 1000 in steps of 1
Unreturned message alarm:
Responding to: Rate of unreturned messages in the ring
configuration
Monitoring message count: 10 to 10000 in steps of 1
Alarm threshold: 1 to 1000 in steps of 1

TELEPROTECTION

Input points: 16

Remote devices: 3

Default states on loss of comms.: On, Off, Latest/Off, Latest/On
Ring configuration: No

Data rate: 64 or 128 kbps

CRC: 32-bit
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2.2.6 POWER SUPPLY

LOW RANGE
Nominal DC voltage: 241048V

Minimum DC voltage: 20V
Maximum DC voltage: 60V

Voltage loss hold-up: 20 ms duration at nominal
NOTE: Low range is DC only.
HIGH RANGE

Nominal DC voltage: 125 to 250 V

Minimum DC voltage: 88V

Maximum DC voltage: 300 V

Nominal AC voltage: 100 to 240 V at 50/60 Hz
Minimum AC voltage: 88 V at 25 to 100 Hz
Maximum AC voltage: 265V at 25 to 100 Hz
Voltage loss hold-up: 200 ms duration at nominal

ALL RANGES
Volt withstand: 2 x Highest Nominal Voltage for 10 ms
Power consumption: typical = 15 to 20 W/VA
maximum = 50 W/VA
contact factory for exact order code con-
sumption

INTERNAL FUSE
RATINGS
Low range power supply: 8 A/ 250 V
High range power supply: 4 A/ 250 V
INTERRUPTING CAPACITY
AC: 100 000 A RMS symmetrical
DC: 10 000 A

2.2.7 OUTPUTS

FORM-A RELAY

Make and carry for 0.2 s: 30 A as per ANSI C37.90
Carry continuous: 6 A
Break (DC inductive, L/R = 40 ms):

VOLTAGE CURRENT
24V 1A
48 V 0.5A
125V 0.3A
250V 0.2A
Operate time: <4 ms
Contact material: silver alloy

LATCHING RELAY
Make and carry for 0.2 s: 30 A as per ANSI C37.90

Carry continuous: 6 A as per IEEE C37.90
Break (DC resistive as per IEC61810-1):

VOLTAGE CURRENT

24V 6 A

48V 16 A

125V 04A

250V 0.2A
Operate time: <4 ms
Contact material: silver alloy
Control: separate operate and reset inputs
Control mode: operate-dominant or reset-dominant
FORM-A VOLTAGE MONITOR
Applicable voltage: approx. 15 to 250 V DC
Trickle current: approx. 1to 2.5 mA

FORM-A CURRENT MONITOR
Threshold current: approx. 80 to 100 mA

FORM-C AND CRITICAL FAILURE RELAY
Make and carry for 0.2 s: 30 A as per ANSI C37.90
Carry continuous: 8 A

Break (DC inductive, L/R = 40 ms):

VOLTAGE CURRENT
24V 1A
48V 05A
125V 0.3A
250V 0.2A
Operate time: <8ms
Contact material: silver alloy
FAST FORM-C RELAY
Make and carry: 0.1 A max. (resistive load)
Minimum load impedance:
INPUT IMPEDANCE
VOLTAGE 2 W RESISTOR 1 W RESISTOR
250V DC 20 KQ 50 KQ
120 v DC 5 KQ 2 KQ
48V DC 2 KQ 2 KQ
24V DC 2 KQ 2 KQ

Note: values for 24 V and 48 V are the same due to a
required 95% voltage drop across the load impedance.

Operate time: <0.6 ms
Internal Limiting Resistor: 100 Q, 2 W
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SOLID-STATE OUTPUT RELAY
Operate and release time: <100 ps

Maximum voltage: 265V DC
Maximum continuous current: 5 A at 45°C; 4 A at 65°C
Make and carry:

CONTROL POWER EXTERNAL OUTPUT
(FOR DRY CONTACT INPUT)
Capacity: 100 mMADC at48 V DC

Isolation: +300 Vpk
REMOTE OUTPUTS (IEC 61850 GSSE/GOOSE)

for0.2's: 30 A as per ANSI C37.90 Standard output points: 32
for 0.03 s 300 A L
) . User output points: 32
Breaking capacity:
UL508 Utility Industrial DIRECT _OUTPUTS
application | application Output points: 32
(autoreclose
scheme) DCMA OUTPUTS
Operations/ 5000 ops / 5 ops / Range: —1to 1 mA, 0to 1 mA, 4 to 20 mA
interval 15-0n, 9 s-Off %225%% 180200 %pS/ Max. load resistance: 12 kQ for —1 to 1 mA range
2s- .2's-0On,
1000 ops / within 1 30 5-Off 12 kQ for 0 to 1 mA range
0.5 s-On, 0.5 s-Off minute 600 Q for 4 to 20 mA range
Break 32A Accuracy: +0.75% of full-scale for 0 to 1 mA range
capability L/R=10ms +0.5% of full-scale for —1 to 1 mA range
g’ct;’ 250V 16A 10A 10A +0.75% of full-scale for 0 to 20 mA range
L/R =20 ms LIR =40ms | LIR =40ms 99% Settling time to a step change: 100 ms
08A Isolation: 1.5 kV
L/R =40 ms . . .
Driving signal: any FlexAnalog quantity
Upper and lower limit for the driving signal: —90 to 90 pu in steps of
0.001
2.2.8 COMMUNICATIONS
RS232
Front port: 19.2 kbps, Modbus RTU
ront po ps, Mocbus PRECISION TIME PROTOCOL (PTP)
RS485 PTP IEEE Std 1588 2008 (version 2)
1 rear port: Up to 115 kbps, Modbus RTU, isolated Power Profile (PP) per IEEE Standard PC37.238TM2011
together at 36 Vpk Slave-only ordinary clock
Typical distance: 1200 m

Isolation: 2 kV
ETHERNET (FIBER)

PARAMETER FIBER TYPE
100MB MULTI-
MODE
Wavelength 1310 nm
Connector LC
Transmit power —20 dBm
Receiver sensitivity -30 dBm
Power budget 10 dB
Maximum input —14 dBm
power
Typical distance 2 km
Duplex full/half
Redundancy yes

ETHERNET (10/100 MB TWISTED PAIR)
Modes: 10 MB, 10/100 MB (auto-detect)

Connector: RJ45

SIMPLE NETWORK TIME PROTOCOL (SNTP)
clock synchronization error: <10 ms (typical)

GE Multilin

T35 Transformer Protection System

Peer delay measurement mechanism

PARALLEL REDUNDANCY PROTOCOL (PRP)
(IEC 62439-3 CLAUSE 4, 2012)
Ethernet ports used: 2and 3

Networks supported: 10/100 MB Ethernet
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2.2 SPECIFICATIONS 2 PRODUCT DESCRIPTION

2.2.9 INTER-RELAY COMMUNICATIONS

SHIELDED TWISTED-PAIR INTERFACE OPTIONS TYPICAL LINK DISTANCE
INTERFACE TYPE TYPICAL DISTANCE EMITTER TYPE | CABLE CONNECTOR| TYPICAL
RS422 1200 m TYPE TYPE DISTANCE
820 nm LED, 62.5/125 pm ST 1.65 km
G.703 100 m multimode
RS422 distance is based on transmitter power and 13(|)tQ m‘fé LED, 62.5/125 pm ST 3.8 km
wre does not take into consideration the clock source mutimode
provided by the user. 1300 nm ELED, 9/125 pm ST 11.4 km
’ single mode
LINK POWER BUDGET 1300 nm Laser, | 9/125 ym ST 64 km
EMITTER, TRANSMIT | RECEIVED | POWER single mode
FIBER TYPE POWER SENSITIVITY| BUDGET 1550 nm Laser, 9/125 um ST 105 km
820 nm LED, —20dBm | —30 dBm 10 dB single-mode
Multimode
1300 nm LED, 21 dBm 30 dBm 9dB 1? Typical distances listed are based on the follow-
Multimode ing assumptions for system loss. As actual losses
1300 nm ELED,| -23 dBm —32 dBm 9dB NOTE  vary from one installation to another, the distance
Singlemode covered by your system may vary.
Sl goser | ~TdBm ] ~30 dBm 2948 CONNECTOR LOSSES (TOTAL OF BOTH ENDS)
ST connector 2dB
1550 nm Laser, +5dBm -30 dBm 35dB
Singlemode FIBER LOSSES
820 Itimod 3 dB/k
These power budgets are calculated from the manu- 1300nm mu IITO Z 1 dB/km
we  facturer's worst-case transmitter power and worst nm ”7” imode m
case receiver sensitivity. 1300 nm singlemode  0.35 dB/km
1550 nm singlemode  0.25 dB/km
The power budgets for the 1300 nm ELED are calcu- Splice losses: One splice every 2 km
NoTE Iateq from the mqnufacturer's 'transmitter power and ' at 0.05 dB loss per spli,ce.
receiver sensitivity at ambient temperature. At
extreme temperatures these values deviate based SYSTEM MARGIN
on component tolerance. On average, the output 3 dB additional loss added to calculations to compensate for
power decreases as the temperature is increased by all other losses.

a factor 1dB / 5°C. Compensated difference in transmitting and receiving (channel

MAXIMUM OPTICAL INPUT POWER asymmetry) channel delays using GPS satellite clock: 10 ms
EMITTER, FIBER TYPE MAX. OPTICAL
INPUT POWER
820 nm LED, Multimode —7.6 dBm
1300 nm LED, Multimode —11 dBm
1300 nm ELED, Singlemode —14 dBm
1300 nm Laser, Singlemode —14 dBm
1550 nm Laser, Singlemode —14 dBm

2.2.10 ENVIRONMENTAL

AMBIENT TEMPERATURES OTHER
Storage temperature: —40 to 85°C Altitude: 2000 m (maximum)
Operating temperature: —40 to 60°C; the LCD contrast can be Pollution degree: Il

impaired at temperatures less than — Overvoltage category: |l

20°C Ingress protection: 1P20 front, IP10 back
HUMIDITY
Humidity: operating up to 95% (non-condensing) at

55°C (as per IEC60068-2-30 variant 1, 6

days).
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2 PRODUCT DESCRIPTION 2.2 SPECIFICATIONS

2.2.11 TYPE TESTS

T35 TYPE TESTS
TEST REFERENCE STANDARD TEST LEVEL
Dielectric voltage withstand EN60255-5 2.2kV
Impulse voltage withstand EN60255-5 5kV
Damped oscillatory IEC61000-4-18 / IEC60255-22-1 2.5kV CM, 1 kv DM
Electrostatic discharge EN61000-4-2 / IEC60255-22-2 Level 3
RF immunity EN61000-4-3 / IEC60255-22-3 Level 3
Fast transient disturbance EN61000-4-4 / IEC60255-22-4 Class A and B
Surge immunity EN61000-4-5 / IEC60255-22-5 Level 3 and 4
Conducted RF immunity EN61000-4-6 / IEC60255-22-6 Level 3
Power frequency immunity EN61000-4-7 / IEC60255-22-7 Class A and B
Voltage interruption and ripple DC IEC60255-11 12% ripple, 200 ms interrupts
Radiated and conducted emissions CISPR11/ CISPR22 / IEC60255-25 Class A
Sinusoidal vibration IEC60255-21-1 Class 1
Shock and bump IEC60255-21-2 Class 1
Seismic IEC60255-21-3 Class 1
Power magnetic immunity IEC61000-4-8 Level 5
Pulse magnetic immunity IEC61000-4-9 Level 4
Damped magnetic immunity IEC61000-4-10 Level 4

Voltage dip and interruption

IEC61000-4-11

0, 40, 70, 80% dips; 250 / 300 cycle interrupts

Damped oscillatory

IEC61000-4-12

2.5kV CM, 1 kV DM

Conducted RF immunity, 0 to 150 kHz

IEC61000-4-16

Level 4

Voltage ripple

IEC61000-4-17

15% ripple

Ingress protection IEC60529 IP40 front, IP10 back
Cold IEC60068-2-1 —40°C for 16 hours
Hot IEC60068-2-2 85°C for 16 hours
Humidity IEC60068-2-30 6 days, variant 1

Damped oscillatory

IEEE/ANSI C37.90.1

2.5kV, 1 MHz

RF immunity IEEE/ANSI C37.90.2 20 V/m, 80 MHz to 1 GHz
Safety UL508 83849 NKCR
Safety UL C22.2-14 83849 NKCRY7
Safety UL1053 83849 NKCR
2.2.12 PRODUCTION TESTS
THERMAL

Products go through an environmental test based upon an
Accepted Quality Level (AQL) sampling process.

GE Multilin

T35 Transformer Protection System
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2.2 SPECIFICATIONS 2 PRODUCT DESCRIPTION

2.2.13 APPROVALS

APPROVALS
COMPLIANCE APPLICABLE ACCORDING TO
COUNCIL DIRECTIVE
CE Low voltage directive EN 60255-5
EMC directive EN 60255-26 / EN 50263
EN 61000-6-5
C-UL-US UL 508
UL 1053
C22.2 No. 14
2.2.14 MAINTENANCE
MOUNTING CLEANING
Attach mounting brackets using 20 inch-pounds (+2 inch-pounds) Normally, cleaning is not required; but for situations where dust
of torque. has accumulated on the faceplate display, a dry cloth can be used.
To avoid deterioration of electrolytic
m capacitors, power up units that are stored
in a de-energized state once per year, for
one hour continuously.
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3 HARDWARE 3.1 DESCRIPTION

3.1.1 PANEL CUTOUT

a) HORIZONTAL UNITS

The T35 Transformer Protection System is available as a 19-inch rack horizontal mount unit with a removable faceplate.
The faceplate can be specified as either standard or enhanced at the time of ordering. The enhanced faceplate contains
additional user-programmable pushbuttons and LED indicators.

The modular design allows the relay to be easily upgraded or repaired by a qualified service person. The faceplate is
hinged to allow easy access to the removable modules, and is itself removable to allow mounting on doors with limited rear
depth.

The case dimensions are shown below, along with panel cutout details for panel mounting. When planning the location of
your panel cutout, ensure that provision is made for the faceplate to swing open without interference to or from adjacent
equipment.

The relay must be mounted such that the faceplate sits semi-flush with the panel or switchgear door, allowing the operator
access to the keypad and the RS232 communications port. The relay is secured to the panel with the use of four screws
supplied with the relay.

11.016"

° ° ® ©¢ ¢ o ©¢ o © 6 © © © © 0 0 o0 O (279,81 mm)

9.687"
(246,05 mm]

17.56"
(446,02 mm)]

7.460"
[189,48 mm]

6.995"
(177,67 mm]

6.960"
(176,78 mm]

)
1
| |

S EE S

I
°

19.040"
(483,62 mm]

842807A1.COR

Figure 3-1: T35 HORIZONTAL DIMENSIONS (ENHANCED PANEL)
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3.1 DESCRIPTION 3 HARDWARE
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Figure 3-2: T35 HORIZONTAL MOUNTING (ENHANCED PANEL)
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Figure 3-3: T35 HORIZONTAL MOUNTING AND DIMENSIONS (STANDARD PANEL)

b) VERTICAL UNITS

The T35 Transformer Protection System is available as a reduced size (%) vertical mount unit, with a removable faceplate.
The faceplate can be specified as either standard or enhanced at the time of ordering. The enhanced faceplate contains
additional user-programmable pushbuttons and LED indicators.

The modular design allows the relay to be easily upgraded or repaired by a qualified service person. The faceplate is
hinged to allow easy access to the removable modules, and is itself removable to allow mounting on doors with limited rear
depth.

The case dimensions are shown below, along with panel cutout details for panel mounting. When planning the location of
your panel cutout, ensure that provision is made for the faceplate to swing open without interference to or from adjacent
equipment.
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3 HARDWARE 3.1 DESCRIPTION

The relay must be mounted such that the faceplate sits semi-flush with the panel or switchgear door, allowing the operator
access to the keypad and the RS232 communications port. The relay is secured to the panel with the use of four screws
supplied with the relay.
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Figure 3—4: T35 VERTICAL DIMENSIONS (ENHANCED PANEL)
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3.1 DESCRIPTION 3 HARDWARE
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Figure 3-5: T35 VERTICAL MOUNTING AND DIMENSIONS (STANDARD PANEL)

For details on side mounting T35 devices with the enhanced front panel, refer to the following documents available online
from the GE Multilin website.

*+ GEK-113180: UR-series UR-V side-mounting front panel assembly instructions.
*  GEK-113181: Connecting the side-mounted UR-V enhanced front panel to a vertical UR-series device.

*  GEK-113182: Connecting the side-mounted UR-V enhanced front panel to a vertically-mounted horizontal UR-series
device.

For details on side mounting T35 devices with the standard front panel, refer to the figures below.
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3 HARDWARE
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Figure 3-6: T35 VERTICAL SIDE MOUNTING INSTALLATION (STANDARD PANEL)
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3.1 DESCRIPTION 3 HARDWARE
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|
— . ]

3.1.2 REAR TERMINAL LAYOUT
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Figure 3-8: REAR TERMINAL VIEW
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3 HARDWARE 3.1 DESCRIPTION

Do not touch any rear terminals while the relay is energized.
AWARNING

The small form-factor pluggable ports (SFPs) are pluggable transceivers. Do not use non-validated
m transceivers or install validated transceivers in the wrong Ethernet slot, else damage can occur.

The relay follows a convention with respect to terminal number assignments which are three characters long assigned in
order by module slot position, row number, and column letter. Two-slot wide modules take their slot designation from the
first slot position (nearest to CPU module) which is indicated by an arrow marker on the terminal block. See the following
figure for an example of rear terminal assignments.

(S
I
(9]

F <— Slot position

a

<—— Column letter

w

1 <— Row number

0666666 :-
60666666 —
,006060680,..
© 16006060060 --

e
@
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e
e
@

4 4
5 5
6 6
7 7
ccC :

106066060666

W
W
W

842761A1.CDR

Figure 3-9: EXAMPLE OF MODULES IN F AND H SLOTS
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3.2 WIRING 3 HARDWARE

3.2.1 TYPICAL WIRING
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Figure 3-10: TYPICAL WIRING DIAGRAM (T MODULE SHOWN FOR CPU)
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3 HARDWARE 3.2 WIRING

3.2.2 DIELECTRIC STRENGTH

The dielectric strength of the UR-series module hardware is shown in the following table:
Table 3—1: DIELECTRIC STRENGTH OF UR-SERIES MODULE HARDWARE

MODULE MODULE FUNCTION TERMINALS DIELECTRIC STRENGTH
TYPE FROM To (AC)
1 Power supply High (+); Low (+); (=) Chassis 2000 V AC for 1 minute
1 Power supply 48 V DC (+) and (-) Chassis 2000 V AC for 1 minute
1 Power supply Relay terminals Chassis 2000 V AC for 1 minute
2 Reserved N/A N/A N/A
3 Reserved N/A N/A N/A
4 Reserved N/A N/A N/A
5 Analog inputs/outputs All except 8b Chassis <50VvDC
6 Digital inputs/outputs All Chassis 2000 V AC for 1 minute
7 G.703 All except 2b, 3a, 7b, 8a Chassis 2000 V AC for 1 minute
RS422 All except 6a, 7b, 8a Chassis <50VvDC
CTNT All Chassis 2000 V AC for 1 minute
CPU All Chassis 2000 V AC for 1 minute

Filter networks and transient protection clamps are used in the hardware to prevent damage caused
by high peak voltage transients, radio frequency interference (RFI), and electromagnetic interference
(EMI). These protective components can be damaged by application of the ANSI/IEEE C37.90 spec-
ified test voltage for a period longer than the specified one minute.

:

3.2.3 CONTROL POWER

m Control power supplied to the relay must be connected to the matching power supply range of the
relay. If the voltage is applied to the wrong terminals, damage can occur.

The T35 relay, like almost all electronic relays, contains electrolytic capacitors. These capacitors are
m well known to be subject to deterioration over time if voltage is not applied periodically. Deterioration

can be avoided by powering the relays up once a year.

The power supply module can be ordered for two possible voltage ranges, with or without a redundant power option. Each
range has a dedicated input connection for proper operation. The ranges are as shown below (see the Technical specifica-
tions section of chapter 2 for additional details):

* Low (LO) range: 24 to 48 V (DC only) nominal
«  High (HI) range: 125 to 250 V nominal
The power supply module provides power to the relay and supplies power for dry contact input connections.

The power supply module provides 48 V DC power for dry contact input connections and a critical failure relay (see the
Typical wiring diagram earlier). The critical failure relay is a form-C device that is energized once control power is applied
and the relay has successfully booted up with no critical self-test failures. If on-going self-test diagnostic checks detect a
critical failure (see the Self-test errors section in chapter 7) or control power is lost, the relay is de-energize.

For high reliability systems, the T35 has a redundant option in which two T35 power supplies are placed in parallel on the
bus. If one of the power supplies become faulted, the second power supply assumes the full load of the relay without any
interruptions. Each power supply has a green LED on the front of the module to indicate it is functional. The critical fail relay
of the module also indicates a faulted power supply.

An LED on the front of the control power module shows the status of the power supply:

LED INDICATION POWER SUPPLY
CONTINUOUS ON OK

ON/ OFF CYCLING Failure

OFF Failure

GE Multilin T35 Transformer Protection System 3-9




3.2 WIRING 3 HARDWARE

NOTE:

ACor DC 14 gauge stranded
wire with suitable
disconnect devices
[] is recommended.

Heavy copper conductor
or braided wire

B8b |B8a | B6a | B6b [ BSb

+ +
FITER = | Low | HiGH
SURGE
7|7 R SR oNTROL
POWER

Switchgear UR-series
ground bus protection system
XXX

L | I S|
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Figure 3-11: CONTROL POWER CONNECTION

3.2.4 CTVT MODULES

A CT/VT module can have voltage inputs on channels 1 through 4 inclusive, or channels 5 through 8 inclusive. Channels 1
and 5 are intended for connection to phase A, and are labeled as such in the relay. Likewise, channels 2 and 6 are intended
for connection to phase B, and channels 3 and 7 are intended for connection to phase C.

Channels 4 and 8 are intended for connection to a single-phase source. For voltage inputs, these channel are labelled as
auxiliary voltage (VX). For current inputs, these channels are intended for connection to a CT between system neutral and
ground, and are labelled as ground current (IG).

Verify that the connection made to the relay nominal current of 1 A or 5 A matches the secondary rat-
m ing of the connected CTs. Unmatched CTs may result in equipment damage or inadequate protec-

tion.

CT/VT modules can be ordered with a standard ground current input that is the same as the phase current input. Each AC
current input has an isolating transformer and an automatic shorting mechanism that shorts the input when the module is
withdrawn from the chassis. There are no internal ground connections on the current inputs. Current transformers with 1 to
50000 A primaries and 1 A or 5 A secondaries may be used.

CT/VT modules with a sensitive ground input are also available. The ground CT input of the sensitive ground modules is
ten times more sensitive than the ground CT input of standard CT/VT modules. However, the phase CT inputs and phase
VT inputs are the same as those of regular CT/VT modules.

The above modules are available with enhanced diagnostics. These modules can automatically detect CT/VT hardware
failure and take the relay out of service.

CT connections for both ABC and ACB phase rotations are identical as shown in the Typical wiring diagram.

The exact placement of a zero-sequence core balance CT to detect ground fault current is shown below. Twisted-pair
cabling on the zero-sequence CT is recommended.
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UNSHIELDED CABLE SHIELDED CABLE
Ground connection to neutral Stress cone
Source must be on the source side Source shields
A B C N G A B o
= < = = =
Ground
outside CT ™ = I
] —
— N
L .
— /
‘-._________ ’_./
v
~ ~ ' Toground;
LOAD must be on
load side
LOAD 99663046.COR

Figure 3-12: ZERO-SEQUENCE CORE BALANCE CT INSTALLATION

The phase voltage channels are used for most metering and protection purposes. The auxiliary voltage channel is used as
input for the synchrocheck and volts-per-hertz features.

‘ Substitute the tilde “~” symbol with the slot position of the module in the following figure.

NOTE

sc|le|luv|lo|le|luv|lolaoa|luv|o|lae|o|Blo|o|lu|lo|lo|lo|o

- - - ~N o~ ~N M M M < < < wn wn O O ~ ~ © ©

l ? ? ? ? ? ! ! ! ! ? ? ? ! 1 1 ! ! ? 1

L] L] L] L] L] L] L] L ] L] < L] © L] %) L] >

w| < |[d v | o d(nw |V« |wv| Y| «© (S} x

2|2 |8|®|2|8|=2|8|8|2||$|5|5|>5|8|5|3|>

Current inputs Voltage inputs
8F, 8G, 8L, and 8M modules (4 CTs and 4 VTs)

cle|luv|o|le|uv|o|la|luv|o|le|v|o|laluv|lo|la|luv|o|lalov|lo|la|uv
Al |d NN MMM I T I ||| |O|~|~N|~]|® ||
? ? ! 2 1 1 1 1 ? 1 1 2 ] ] 1 [ 1 1 ! ! 2 1 1 1
= = | = = | = = | = ] = | = = | = TR =
wn < - wn 4] -t wn (8] - wn o - wn < - wn o - wn Q - wn (U] -
| T (Lf|e|Tjle|loT Il Tl | T Lo T @07 Q0T 9

LD B B B B B B LY

Current inputs
8H, 8J, 8N, and 8R modules (8 CTs)

842766A3.COR

Figure 3-13: CT/VT MODULE WIRING
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3.2.5 PROCESS BUS MODULES

The T35 can be ordered with a process bus interface module. This module is designed to interface with the GE Multilin
HardFiber system, allowing bidirectional IEC 61850 fiber optic communications with up to eight HardFiber merging units,
known as Bricks. The HardFiber system has been designed to integrate seamlessly with the existing UR-series applica-
tions, including protection functions, FlexLogic, metering, and communications.

The IEC 61850 process bus system offers the following benefits:

* Reduces labor associated with design, installation, and testing of protection and control applications using the T35 by
reducing the number of individual copper terminations

» Integrates seamlessly with existing T35 applications, since the IEC 61850 process bus interface module replaces the
traditional CT/VT modules

+  Communicates using open standard IEC 61850 messaging
For additional details on the HardFiber system, see GE publication GEK-113658: HardFiber Process Bus System Instruc-
tion Manual.

3.2.6 CONTACT INPUTS AND OUTPUTS

Every contact input/output module has 24 terminal connections. They are arranged as three terminals per row, with eight
rows in total. A given row of three terminals can be used for the outputs of one relay. For example, for form-C relay outputs,
the terminals connect to the normally open (NO), normally closed (NC), and common contacts of the relay. For a form-A
output, there are options of using current or voltage detection for feature supervision, depending on the module ordered.
The terminal configuration for contact inputs is different for the two applications.

The contact inputs are grouped with a common return. The T35 has two versions of grouping: four inputs per common
return and two inputs per common return. When a contact input/output module is ordered, four inputs per common is used.
The four inputs per common allows for high-density inputs in combination with outputs, with a compromise of four inputs
sharing one common. If the inputs must be isolated per row, then two inputs per common return should be selected (4D
module).

The tables and diagrams on the following pages illustrate the module types (6A, etc.) and contact arrangements that can be
ordered for the relay. Since an entire row is used for a single contact output, the name is assigned using the module slot
position and row number. However, since there are two contact inputs per row, these names are assigned by module slot
position, row number, and column position.

Some form-A / solid-state relay outputs include circuits to monitor the DC voltage across the output contact when it is open,
and the DC current through the output contact when it is closed. Each of the monitors contains a level detector whose out-
put is set to logic “On = 1” when the current in the circuit is above the threshold setting. The voltage monitor is set to “On =
1” when the current is above about 1 to 2.5 mA, and the current monitor is set to “On = 1” when the current exceeds about
80 to 100 mA. The voltage monitor is intended to check the health of the overall trip circuit, and the current monitor can be
used to seal-in the output contact until an external contact has interrupted current flow.

Block diagrams are shown as follows for form-A and solid-state relay outputs with optional voltage monitor, optional current
monitor, and with no monitoring. The actual values shown for contact output 1 are the same for all contact outputs.
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If Idc > 80mA, Cont Op 1="10n"

~#a ~#q |— otherwise Cont Op 1= ”IOff”—@
If Idc > 1mA, Cont Op 1="VOn"
f1de > 1mA. Cont Op 1 = “VOn" otherwise Cont Op 1 = "VOff”
~#b c > 1mA, Cont Op 1="VOn b Load

[~ otherwise Cont Op 1 = “VOff”
Load ‘L
________ ~#c @ T ~#c @

a) Voltage with optional
current monitoring

Voltage monitoring only Both voltage and current monitoring

If Idc > 80mA, Cont Op 1="10n"

otherwise Cont Op 1= ”IOff”—@
IfIdc > 1mA, Cont Op 1 ="VOn"
otherwise Cont Op 1 = "VOff”

If Idc> 80mA, Cont Op 1 ="I0n"

[ otherwise Cont Op 1 = “IOff" Load
Load
® ©O)
b) Current with optional L -
L Current monitoring only Both voltage and current monitoring
voltage monitoring . . X
(external jumper a-b is required)
~#a
RO ©
T Load
~#c
-------- +
) No monitoring O 827862A3.CDR

Figure 3-14: FORM-A AND SOLID-STATE CONTACT OUTPUTS WITH VOLTAGE AND CURRENT MONITORING

The operation of voltage and current monitors is reflected with the corresponding FlexLogic operands (CONT OP # VON,
CONT OP # VOFF, and CONT OP # ION) which can be used in protection, control, and alarm logic. The typical application of
the voltage monitor is breaker trip circuit integrity monitoring; a typical application of the current monitor is seal-in of the
control command.

Consider relay contacts unsafe to touch when the unit is energized. If the relay contacts need
AWARNING to be used for low voltage accessible applications, ensure proper insulation levels.

USE OF FORM-A AND SOLID-STATE RELAY OUTPUTS IN HIGH IMPEDANCE CIRCUITS

wore For form-A and solid-state relay output contacts internally equipped with a voltage measuring circuit across the con-
tact, the circuit has an impedance that can cause a problem when used in conjunction with external high input
impedance monitoring equipment such as modern relay test set trigger circuits. These monitoring circuits may con-
tinue to read the form-A contact as being closed after it has closed and subsequently opened, when measured as
an impedance.

The solution is to use the voltage measuring trigger input of the relay test set, and connect the form-A contact
through a voltage-dropping resistor to a DC voltage source. If the 48 V DC output of the power supply is used as a
source, a 500 Q, 10 W resistor is appropriate. In this configuration, the voltage across either the form-A contact or
the resistor can be used to monitor the state of the output.

“«_n

Wherever a tilde symbol appears, substitute with the slot position of the module; wherever a number sign “#”

appears, substitute the contact number
NOTE

When current monitoring is used to seal-in the form-A and solid-state relay contact outputs, the Flex-
m Logic operand driving the contact output should be given a reset delay of 10 ms to prevent damage

of the output contact (in situations when the element initiating the contact output is bouncing, at val-
ues in the region of the pickup value).
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Table 3—2: CONTACT INPUT AND OUTPUT MODULE ASSIGNMENTS

~6A MODULE ~6B MODULE ~6C MODULE ~6D MODULE
TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR TERMINAL OUTPUT TERMINAL OUTPUT
ASSIGNMENT INPUT ASSIGNMENT INPUT ASSIGNMENT ASSIGNMENT
~1 Form-A ~1 Form-A ~1 Form-C ~1a, ~1c 2 Inputs
~2 Form-A ~2 Form-A ~2 Form-C ~2a, ~2¢c 2 Inputs
~3 Form-C ~3 Form-C ~3 Form-C ~3a, ~3c 2 Inputs
~4 Form-C ~4 Form-C ~4 Form-C ~4a, ~4¢c 2 Inputs
~5a, ~5¢ 2 Inputs ~5 Form-C ~5 Form-C ~5a, ~5¢ 2 Inputs
~6a, ~6¢ 2 Inputs ~6 Form-C ~6 Form-C ~6a, ~6¢c 2 Inputs
~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs ~7 Form-C ~7a, ~7c 2 Inputs
~8a, ~8¢c 2 Inputs ~8a, ~8¢c 2 Inputs ~8 Form-C ~8a, ~8¢c 2 Inputs
~6E MODULE ~6F MODULE ~6G MODULE ~6H MODULE
TERMINAL | OUTPUT OR TERMINAL OUTPUT TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR
ASSIGNMENT INPUT ASSIGNMENT ASSIGNMENT INPUT ASSIGNMENT INPUT
~1 Form-C ~1 Fast Form-C ~1 Form-A ~1 Form-A
~2 Form-C ~2 Fast Form-C ~2 Form-A ~2 Form-A
~3 Form-C ~3 Fast Form-C ~3 Form-A ~3 Form-A
~4 Form-C ~4 Fast Form-C ~4 Form-A ~4 Form-A
~5a, ~5¢c 2 Inputs ~5 Fast Form-C ~5a, ~5¢ 2 Inputs ~5 Form-A
~6a, ~6¢c 2 Inputs ~6 Fast Form-C ~6a, ~6¢ 2 Inputs ~6 Form-A
~7a, ~7c 2 Inputs ~7 Fast Form-C ~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs
~8a, ~8c 2 Inputs ~8 Fast Form-C ~8a, ~8¢c 2 Inputs ~8a, ~8¢c 2 Inputs
~6K MODULE ~6L MODULE ~6M MODULE ~6N MODULE
TERMINAL OUTPUT TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR
ASSIGNMENT ASSIGNMENT INPUT ASSIGNMENT INPUT ASSIGNMENT INPUT
~1 Form-C ~1 Form-A ~1 Form-A ~1 Form-A
~2 Form-C ~2 Form-A ~2 Form-A ~2 Form-A
~3 Form-C ~3 Form-C ~3 Form-C ~3 Form-A
~4 Form-C ~4 Form-C ~4 Form-C ~4 Form-A
~5 Fast Form-C ~5a, ~5¢c 2 Inputs ~5 Form-C ~5a, ~5¢ 2 Inputs
~6 Fast Form-C ~6a, ~6¢c 2 Inputs ~6 Form-C ~6a, ~6¢ 2 Inputs
~7 Fast Form-C ~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs
~8 Fast Form-C ~8a, ~8c 2 Inputs ~8a, ~8¢c 2 Inputs ~8a, ~8¢c 2 Inputs
~6P MODULE ~6R MODULE ~6S MODULE ~6T MODULE
TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR
ASSIGNMENT INPUT ASSIGNMENT INPUT ASSIGNMENT INPUT ASSIGNMENT INPUT
~1 Form-A ~1 Form-A ~1 Form-A ~1 Form-A
~2 Form-A ~2 Form-A ~2 Form-A ~2 Form-A
~3 Form-A ~3 Form-C ~3 Form-C ~3 Form-A
~4 Form-A ~4 Form-C ~4 Form-C ~4 Form-A
~5 Form-A ~5a, ~5¢ 2 Inputs ~5 Form-C ~5a, ~5¢ 2 Inputs
~6 Form-A ~6a, ~6¢ 2 Inputs ~6 Form-C ~6a, ~6¢ 2 Inputs
~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs
~8a, ~8c 2 Inputs ~8a, ~8c 2 Inputs ~8a, ~8¢c 2 Inputs ~8a, ~8¢c 2 Inputs
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~6U MODULE ~6V MODULE ~67 MODULE ~4A MODULE

TERMINAL | OUTPUT OR TERMINAL | OUTPUT OR TERMINAL OUTPUT TERMINAL OUTPUT
ASSIGNMENT INPUT ASSIGNMENT INPUT ASSIGNMENT ASSIGNMENT

~1 Form-A ~1 Form-A ~1 Form-A ~1 Not Used

~2 Form-A ~2 Form-A ~2 Form-A ~2 Solid-State

~3 Form-A ~3 Form-C ~3 Form-A ~3 Not Used

~4 Form-A ~4 2 Outputs ~4 Form-A ~4 Solid-State

~5 Form-A ~5a, ~5¢ 2 Inputs ~5 Form-A ~5 Not Used

~6 Form-A ~6a, ~6¢c 2 Inputs ~6 Form-A ~6 Solid-State

~7a, ~7c 2 Inputs ~7a, ~7c 2 Inputs ~7 Form-A ~7 Not Used

~8a, ~8¢c 2 Inputs ~8a, ~8¢c 2 Inputs ~8 Form-A ~8 Solid-State

~4B MODULE ~4C MODULE ~4D MODULE ~4L MODULE

TERMINAL OUTPUT TERMINAL OUTPUT TERMINAL OUTPUT TERMINAL OUTPUT
ASSIGNMENT ASSIGNMENT ASSIGNMENT ASSIGNMENT

~1 Not Used ~1 Not Used ~1a, ~1c 2 Inputs ~1 2 Qutputs

~2 Solid-State ~2 Solid-State ~2a, ~2c 2 Inputs ~2 2 Outputs

~3 Not Used ~3 Not Used ~3a, ~3c 2 Inputs ~3 2 Qutputs

~4 Solid-State ~4 Solid-State ~4a, ~4c 2 Inputs ~4 2 Outputs

~5 Not Used ~5 Not Used ~5a, ~5¢ 2 Inputs ~5 2 Outputs

~6 Solid-State ~6 Solid-State ~6a, ~6¢ 2 Inputs ~6 2 Outputs

~7 Not Used ~7 Not Used ~7a, ~7c 2 Inputs ~7 2 Outputs

~8 Solid-State ~8 Solid-State ~8a, ~8¢c 2 Inputs ~8 Not Used
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Figure 3-15: CONTACT INPUT AND OUTPUT MODULE WIRING (1 of 2)
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Figure 3-16: CONTACT INPUT AND OUTPUT MODULE WIRING (2 of 2)

For proper functionality, observe correct polarity for all contact input and solid state output connec-
tions.
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CONTACT INPUTS

A dry contact has one side connected to terminal B3b. This is the positive 48 V DC voltage rail supplied by the power sup-
ply module. The other side of the dry contact is connected to the required contact input terminal. Each contact input group
has its own common (negative) terminal which must be connected to the DC negative terminal (B3a) of the power supply
module. When a dry contact closes, a current of 1 to 3 mA flows through the associated circuit.

A wet contact has one side connected to the positive terminal of an external DC power supply. The other side of this contact
is connected to the required contact input terminal. If a wet contact is used, then the negative side of the external source
must be connected to the relay common (negative) terminal of each contact group. The maximum external source voltage
for this arrangement is 300 V DC.

The voltage threshold at which each group of four contact inputs detects a closed contact input is programmable as
17 V DC for 24 V sources, 33 V DC for 48 V sources, 84 VV DC for 110 to 125 V sources, and 166 V DC for 250 V sources.

Terminals from type 68 Terminals from type 6B
(Dry) contact input/output module (Wet]  contact input/output module
[} ~7a | + |Contactinputl —FH—N?G + | Contactinput 1
~7C + | Contactinput 2 ~7C + | Contactinput 2
~8a + | Contactinput 3 2410 250V ~8a + | Contactinput 3
~8¢ + | Contactinput 4 ~Bc + | Contactinput 4
~7b = | Commaon ~7b - | Common
~8b =+ | Surge ~8b =+ | Surge
Blb —
Bla j Critical failure
B2b =
g;g : 48V DC output -Cé
B5b | HI+ =
Beb | LO+ | Control power =
Béa | - p
B8a | & |Surge 2
Bsb | <+ [Filter &

_ e B27741A5.COR
IS i wuE uo TE IS i WuE ua

Figure 3-17: DRY AND WET CONTACT INPUT CONNECTIONS
f' Wherever a tilde “~” symbol appears, substitute with the slot position of the module.

NOTE

Contact outputs can be ordered as form-A or form-C. The form-A contacts can be connected for external circuit supervi-
sion. These contacts are provided with voltage and current monitoring circuits used to detect the loss of DC voltage in the
circuit, and the presence of DC current flowing through the contacts when the form-A contact closes. If enabled, the current
monitoring can be used as a seal-in signal to ensure that the form-A contact does not attempt to break the energized induc-
tive coil circuit and weld the output contacts.

There is no provision in the relay to detect a DC ground fault on 48 V DC control power external output. We recom-

mend using an external DC supply.
NOTE

3-18 T35 Transformer Protection System GE Multilin
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USE OF CONTACT INPUTS WITH AUTO-BURNISHING

The contact inputs sense a change of the state of the external device contact based on the measured current. When exter-
nal devices are located in a harsh industrial environment (either outdoor or indoor), their contacts can be exposed to vari-
ous types of contamination. Normally, there is a thin film of insulating sulfidation, oxidation, or contaminates on the surface
of the contacts, sometimes making it difficult or impossible to detect a change of the state. This film must be removed to
establish circuit continuity — an impulse of higher than normal current can accomplish this.

The contact inputs with auto-burnish create a high current impulse when the threshold is reached to burn off this oxidation
layer as a maintenance to the contacts. Afterwards the contact input current is reduced to a steady-state current. The
impulse has a 5 second delay after a contact input changes state.

current
A

50to 70 mA

P time

25 tol 50 ms 842749A1.CDR
Figure 3—-18: CURRENT THROUGH CONTACT INPUTS WITH AUTO-BURNISHING

Regular contact inputs limit current to less than 3 mA to reduce station battery burden. In contrast, contact inputs with auto-
burnishing allow currents up to 50 to 70 mA at the first instance when the change of state was sensed. Then, within 25 to
50 ms, this current is slowly reduced to 3 mA as indicated above. The 50 to 70 mA peak current burns any film on the con-
tacts, allowing for proper sensing of state changes. If the external device contact is bouncing, the auto-burnishing starts
when external device contact bouncing is over.

Another important difference between the auto-burnishing input module and the regular input modules is that only two con-
tact inputs have common ground, as opposed to four contact inputs sharing one common ground (refer to the Contact Input
and Output Module Wiring diagrams). This is beneficial when connecting contact inputs to separate voltage sources. Con-
sequently, the threshold voltage setting is also defined per group of two contact inputs.

The auto-burnish feature can be disabled or enabled using the DIP switches found on each daughter card. There is a DIP
switch for each contact, for a total of 16 inputs.

CONTACT INPUT 1 AUTO-BURNISH = OFF

CONTACT INPUT 2 AUTO-BURNISH = OFF

CONTACT INPUT 1 AUTO-BURNISH = ON
CONTACT INPUT 2 AUTO-BURNISH = OFF

kol | NE ST P

CONTACT INPUT 1 AUTO-BURNISH = OFF
CONTACT INPUT 2 AUTO-BURNISH = ON

ap | PO L

CONTACT INPUT 1 AUTO-BURNISH = ON
CONTACT INPUT 2 AUTO-BURNISH = ON

842751A1.COR

Figure 3-19: AUTO-BURNISH DIP SWITCHES
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The auto-burnish circuitry has an internal fuse for safety purposes. During regular maintenance, check the auto-

burnish functionality using an oscilloscope.
NOTE

3.2.7 TRANSDUCER INPUTS AND OUTPUTS

Transducer input modules can receive input signals from external dcmA output transducers (dcmA In) or resistance tem-
perature detectors (RTD). Hardware and software is provided to receive signals from these external transducers and con-
vert these signals into a digital format for use as required.

Transducer output modules provide DC current outputs in several standard dcmA ranges. Software is provided to configure
virtually any analog quantity used in the relay to drive the analog outputs.

Every transducer input/output module has a total of 24 terminal connections. These connections are arranged as three ter-
minals per row with a total of eight rows. A given row can be used for either inputs or outputs, with terminals in column "a"
having positive polarity and terminals in column "c" having negative polarity. Since an entire row is used for a single input/

output channel, the name of the channel is assigned using the module slot position and row number.

Each module also requires that a connection from an external ground bus be made to terminal 8b. The current outputs
require a twisted-pair shielded cable, where the shield is grounded at one end only. The figure below illustrates the trans-
ducer module types (5A, 5C, 5D, 5E, and 5F) and channel arrangements that can be ordered for the relay.

“ _n

i Wherever a tilde symbol appears, substitute with the slot position of the module.

NOTE

~lal ol gema e 1 B ~1a}] Hot RTD ~ [B ~10] Hot RTD ~1 13
~1c| — ~1¢c|[Comp ~1¢|Comp
:gq i domh In ~2 :zb R:‘tulm for RTD ~1& ~2 :zb R;{u{m for RTD ~1& ~2
£ a_fo RTD ~z Q) fo RTD ~2
~3al F ~2¢|Comp ~2¢| Comp
demA In - ~3
~3¢| — cmn ~3a] ot ~3a| Hot
~4al + ~3c|Comp RTD ~3 ~3¢| Comp RTD ~3
dcmA In ~4
~4c| — ~3b|Return|for RTD ~3& ~4 ~ 3b|Return|for RTD ~3& ~4
~4qa| Hot ~4q| Hot
:g‘c’ 1 doma out ~5 ~4c[comp| 1" * ~ac[Comp| "0 ¢
~6al + | yoa out ~6 ~Saf Hot ey g ~5al + | oA out ~5
~6c| — ~5¢| Comp ~5¢c| —
f 58 ~
P ~5b|Return|for RTD ~5& ~6 ~6a| + demA Out ~6
~7cl = demA Out ~7 o ~Bal| Hot RTD ~E ~Bc| —
| ~B¢| Comp
~8al + 1 yema aut ~8 [g ~70l + 1 gema out ~7 |
~8c| — 9 ~7a| Hot RTD ~7 ~7c| — <
2 >
— —T— = ~7c|Comp ~8al + 8 o
8bl = SURGE = ~7b|Return|for RTD ~7& ~8 [Q| ~8c| — demA Qut ~8 3
~8a| Hot o - z
~ (] —
—8ccoms] T 8|8 ~8b] = SURGE 2
<
~8b] == SURGE H
~12 0 doman o~ [B “12 X odemain |5
:gg T demAn 2 :%2 T demAn ~2
:gg L N :gg I demAn ~3
:12 * | demAn ~4 :ig 1 demAin 4
~5a| Hot ~ba| +
~5¢|Comp RTD 5 ~5¢] — demA In ~5
~5b|Return{for RTD ~5& ~6 ~Ba| + domA In  ~8
~Ba| Hot RTD 8 ~Bc| —
-y come ~7a + demA In ~7
~7a| Hot ~7¢| — o
~7¢|Comp RTD ~7 ~8a| + -
o demA In ~8 Q@
~7b|Return|for RTD ~7& ~8 [X] ~8¢c| — =]
:gg Clg:j:p RTD ~8 |8 ~8b| = SURGE E
S
~8b] =& SURGE <

= 842764A1.CDR
Figure 3-20: TRANSDUCER INPUT/OUTPUT MODULE WIRING
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3.2.8 RS232 FACEPLATE PORT

A 9-pin RS232C serial port is located on the T35 faceplate for programming with a computer. All that is required to use this
interface is a computer running the EnerVista UR Setup software provided with the relay. Cabling for the RS232 port is
shown in the following figure for both 9-pin and 25-pin connectors.

f‘v The baud rate for this port is fixed at 19200 bps.

NOTE

Front panel 9 pin RS232 Program port
1 N/A
2: (TXD)
3 (RXD)
PERSONAL 4: N/A
COMPUTER 5: (SGND) Signal Ground
FRONT PANEL 6: N/A
PROGRAM PORT 7: N/A
EAN 8: N/A
. 9 N/A
o
9 PIN
RS232 RS232
D CONNECTOR D CONNECTOR
RS232 INTERFACE P —
/ RELAY COMPUTER SERIAL PORT
_ 118 827758A3.0WG
XD| 2 23 |RXD
RXD| 3 312 |
4 4|20
senD [ 5 5 [ 7 |seno
6 6|6
7 714
8 85
9 9 |22
g P‘N/ \25 PIN
CONNECTOR CONNECTOR
Figure 3-21: RS232 FACEPLATE PORT CONNECTION
3.2.9 CPU COMMUNICATION PORTS
a) OPTIONS

In addition to the faceplate RS232 port, the T35 provides a rear RS485 communication port.
17 The CPU modules do not require a surge ground connection.

NOTE
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MM fiber g\\/—\\
optic cubec\\/\—\ﬁﬁ]‘_ocease-m Port 1 =
@l[laause-FK Port 2
! Shielded el 4
twisted-pairs @‘DCBQSE_F){ Port 3
o — RS485
a com2
Ground at D3a | COMMON
remote Dab +
device Déa - IRIG-B
input =
L, ® BNC S
Co-axial cable
[ ] 10080seT | Port1 =
[E3E0080se-Fx| Port 2
! Shielded —
twisted-pairs @@1[“]3“&” Port 3
Dlal + RS485
Deaf — com2
Ground at D3a | COMMON
remote Dab +
device Déa - IRIG-B
input =
L, ® BNC S
Co-axial cable
G 100Base-T | Portl =
D 100Base-T | Port 2
! Shielded R mes.T
twisted-pairs \ ) 10080se | port3
Dlal + RS485
Deaf — com2
Ground at D3ag | COMMON
remote Dnb +
device Dia| - IRIG-B
input =2
o @ BNC S
Co-axial cable

84272283 COR

Figure 3-22: CPU MODULE COMMUNICATIONS WIRING

b) RS485 PORTS

RS485 data transmission and reception are accomplished over a single twisted pair with transmit and receive data alternat-
ing over the same two wires. Through the use of the port, continuous monitoring and control from a remote computer,
SCADA system, or PLC is possible.

To minimize errors from noise, the use of shielded twisted pair wire is recommended. Correct polarity must also be
observed. For instance, the relays must be connected with all RS485 “+” terminals connected together, and all RS485 “-”
terminals connected together. Though data is transmitted over a two-wire twisted pair, all RS485 devices require a shared
reference, or common voltage. This common voltage is implied to be a power supply common. Some systems allow the
shield (drain wire) to be used as common wire and to connect directly to the T35 COM terminal (#3); others function cor-
rectly only if the common wire is connected to the T35 COM terminal, but insulated from the shield.

To avoid loop currents, ground the shield at only one point. If other system considerations require the shield to be grounded
at more than one point, install resistors (typically 100 ohms) between the shield and ground at each grounding point. Each
relay needs to be daisy-chained to the next one in the link. A maximum of 32 relays can be connected in this manner with-
out exceeding driver capability. For larger systems, additional serial channels must be added. It is also possible to use com-
mercially available repeaters to have more than 32 relays on a single channel. Avoid star or stub connections entirely.
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Lightning strikes and ground surge currents can cause large momentary voltage differences between remote ends of the
communication link. For this reason, surge protection devices are internally provided at both communication ports. An iso-
lated power supply with an optocoupled data interface also acts to reduce noise coupling. To ensure maximum reliability, all
equipment should have similar transient protection devices installed.

Terminate both ends of the RS485 circuit with an impedance as shown below.

SCADA / PLC / computer UR-series device

; Twisted pair
21 (*) Shield p T —

Data |0ptocoupler I:E‘*‘ Optocoupler | Data
- RS485 }

-
[cam
|C(JI 1
Ground shield at SCADA / PLC/
computer only or at
UR-series device only Relay
T RS485 + |

Z1 [*) Terminating impedance at \:
each end (typically 120 Q and 1 nF) @
Up to 32 devices,
maximum 4000 feet

(1200 m)
Relay
2 (*)
RS485 + |

Cnnt
& Rsuss |
N\—1 COMP 485C0M | Last device

827757TAACOR

Figure 3-23: RS485 SERIAL CONNECTION

c) 100BASE-FX FIBER OPTIC PORTS

1? Ensure that the dust covers are installed when the fiber is not in use. Dirty or scratched connectors can lead to high

losses on a fiber link.
NOTE

ACAUTION

Observing any fiber transmitter output can injure the eye.

The fiber optic communication ports allow for fast and efficient communications between relays at 100 Mbps. Optical fiber
can be connected to the relay supporting a wavelength of 1310 nm in multi-mode.

The fiber optic port is designed such that the response times do not vary for any core that is 100 um or less in diameter,
62.5 uym for 100 Mbps. For optical power budgeting, splices are required every 1 km for the transmitter/receiver pair. When
splicing optical fibers, the diameter and numerical aperture of each fiber must be the same.
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3.2.10 IRIG-B

IRIG-B is a standard time code format that allows stamping of events to be synchronized among connected devices within
1 millisecond. The IRIG time code formats are serial, width-modulated codes that can be either DC level shifted or ampli-
tude modulated (AM). Third party equipment is available for generating the IRIG-B signal; this equipment can use a GPS
satellite system to obtain the time reference so that devices at different geographic locations can be synchronized.

k G
GPS connection K GPS satellite system
-t UR-series device
————
IRIG-B 4B [ IRIG-B (+)
time code generator 4A [RGB
RG58/59 coaxial cable . Receiver
(DC-shift or + _: : : () BNC (in] ||
amplitude modulated ™~ | e e s e - e e m e m e .
signal can be used) | - —r

L
GPS connection KK GPS satellite system
——

IRIG-B
time code generator

Twisted-pair cable UR-series device
(DC-shift or | + 48 | IRIG-B [+]
amplitude modulated W 44 | IRIG-B (-}
signal can be used) | - . Receiver
() BNC (in) —
827756A8.COR

Figure 3-24: OPTIONS FOR THE IRIG-B CONNECTION

1? Using an amplitude modulated receiver causes errors up to 1 ms in event time-stamping.

NOTE
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3.3.1 DESCRIPTION

The T35 direct inputs and outputs feature makes use of the type 7 series of communications modules, which allow direct
messaging between devices.

The communications channels are normally connected in a ring configuration as shown in the following figure. The trans-
mitter of one module is connected to the receiver of the next module. The transmitter of this second module is then con-
nected to the receiver of the next module in the ring. This is continued to form a communications ring. The figure illustrates
a ring of four UR-series relays with the following connections: UR1-Tx to UR2-Rx, UR2-Tx to UR3-Rx, UR3-Tx to UR4-Rx,
and UR4-Tx to UR1-Rx. A maximum of sixteen (16) UR-series relays can be connected in a single ring

84200642 COR

Figure 3-25: DIRECT INPUT AND OUTPUT SINGLE CHANNEL CONNECTION

The interconnection for dual-channel Type 7 communications modules is shown as follows. Two channel modules allow for
a redundant ring configuration. That is, two rings can be created to provide an additional independent data path. The
required connections are: UR1-Tx1 to UR2-Rx1, UR2-Tx1 to UR3-Rx1, UR3-Tx1 to UR4-Rx1, and UR4-Tx1 to UR1-Rx1
for the first ring; and UR1-Tx2 to UR4-Rx2, UR4-Tx2 to UR3-Rx2, UR3-Tx2 to UR2-Rx2, and UR2-Tx2 to UR1-Rx2 for the
second ring.

Rx2

BA200TAZCDR

Figure 3-26: DIRECT INPUT AND OUTPUT DUAL CHANNEL CONNECTION

The following diagram shows the connection for three UR-series relays using two independent communication channels.
UR1 and URS3 have single type 7 communication modules; UR2 has a dual-channel module. The two communication chan-
nels can be of different types, depending on the Type 7 modules used. To allow the direct input and output data to cross-
over from channel 1 to channel 2 on UR2, the DIRECT I/0 CHANNEL CROSSOVER setting should be “Enabled” on UR2. This
forces UR2 to forward messages received on Rx1 out Tx2, and messages received on Rx2 out Tx1.
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Channel 1

Channel 2

84201342, COR

Figure 3-27: DIRECT INPUT AND OUTPUT SINGLE/DUAL CHANNEL COMBINATION CONNECTION

The interconnection requirements are described in further detail in this section for each specific variation of type 7 commu-
nications module. These modules are listed in the following table. All fiber modules use ST type connectors.

Not all the direct input and output communications modules may be applicable to the T35 relay. Only the modules

specified in the order codes are available as direct input and output communications modules.
NOTE

Table 3-3: CHANNEL COMMUNICATION OPTIONS (Sheet 1 of 2)

MODULE SPECIFICATION

2A C37.94SM, 1300 nm, single-mode, ELED, 1 channel single-mode
2B C37.94SM, 1300 nm, single-mode, ELED, 2 channel single-mode
2E Bi-phase, 1 channel

2F Bi-phase, 2 channel

2G IEEE C37.94, 820 nm, 128 kbps, multi-mode, LED, 1 channel
2H IEEE C37.94, 820 nm, 128 kbps, multi-mode, LED, 2 channels
72 1550 nm, single-mode, laser, 1 channel

73 1550 nm, single-mode, laser, 2 channels

74 Channel 1 - RS422; channel 2 - 1550 nm, single-mode, laser
75 Channel 1 - G.703; channel 2 - 1550 nm, single-mode, laser
76 IEEE C37.94, 820 nm, 64 kbps, multi-mode, LED, 1 channel
77 IEEE C37.94, 820 nm, 64 kbps, multi-mode, LED, 2 channels
7A 820 nm, multi-mode, LED, 1 channel

7B 1300 nm, multi-mode, LED, 1 channel

7C 1300 nm, single-mode, ELED, 1 channel

7D 1300 nm, single-mode, laser, 1 channel

7E Channel 1: G.703, Channel 2: 820 nm, multi-mode

7F Channel 1: G.703, Channel 2: 1300 nm, multi-mode

7G Channel 1: G.703, Channel 2: 1300 nm, single-mode ELED
7H 820 nm, multi-mode, LED, 2 channels

71 1300 nm, multi-mode, LED, 2 channels

7J 1300 nm, single-mode, ELED, 2 channels

7K 1300 nm, single-mode, LASER, 2 channels

7L Channel 1: RS422, channel: 820 nm, multi-mode, LED

™ Channel 1: RS422, channel 2: 1300 nm, multi-mode, LED

7N Channel 1: RS422, channel 2: 1300 nm, single-mode, ELED
7P Channel 1: RS422, channel 2: 1300 nm, single-mode, laser
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Table 3-3: CHANNEL COMMUNICATION OPTIONS (Sheet 2 of 2)

MODULE SPECIFICATION

7Q Channel 1: G.703, channel 2: 1300 nm, single-mode, laser
7R G.703, 1 channel

7S G.703, 2 channels

T RS422, 1 channel

1Y RS422, 2 channels, 2 clock inputs

W RS422, 2 channels

3.3.2 FIBER: LED AND ELED TRANSMITTERS

The following figure shows the configuration for the 7A, 7B, 7C, 7H, 71, and 7J fiber-only modules.

74, 7B, and 7H, 71, and
7C modules 7J modules

@ |®

&

1 channel 2 channels
B11719A3COR

Figure 3-28: LED AND ELED FIBER MODULES

3.3.3 FIBER-LASER TRANSMITTERS

The following figure shows the configuration for the 72, 73, 7D, and 7K fiber-laser module.

72and 7D 73 and 7K
modules modules

@ |©

©

1 channel 2 channels
831720A5.CDR

Figure 3-29: LASER FIBER MODULES

When using a laser Interface, attenuators can be necessary to ensure that you do not exceed the
m maximum optical input power to the receiver.
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3.3.4 G.703 INTERFACE

a) DESCRIPTION
The following figure shows the 64K ITU G.703 co-directional interface configuration.

The G.703 module is fixed at 64 kbps. The SETTINGS > PRODUCT SETUP > DIRECT 1I/O > DIRECT I/O DATA
RATE setting is not applicable to this module.

NOTE

AWG 24 twisted shielded pair is recommended for external connections, with the shield grounded only at one end. Con-
necting the shield to pin X1a or X6a grounds the shield since these pins are internally connected to ground. Thus, if pin X1a
or X6a is used, do not ground at the other end. This interface module is protected by surge suppression devices.

i Shield ~1a
670 Tx - ~1b
703
channel 1 |B%= ~20
T + ~2b
Rx + ~3a
uw
5| Surge = [ -3
g Shield | ~6a
= Tx - -6b
£l G703
E| channelz |R%- ~70
8 Tw + ~7b
§ Rx + ~8a
G| Surge = ~8b

B42773A3COR

Figure 3-30: G.703 INTERFACE CONFIGURATION

The following figure shows the typical pin interconnection between two G.703 interfaces. For the actual physical arrange-
ment of these pins, see the Rear terminal assignments section earlier in this chapter. All pin interconnections are to be
maintained for a connection to a multiplexer.

& Shield Xla Xla Shield
6703 T - #1b —-; : #1b Tw - 6703
channel 1 Ra- X2g Xeq | Rx- channel 1
T+ %2b -:. : b | Tw+
R + X3a X3a R +

75

g Surge = | ¥ 1 1.3 = Surge g
3 Shield | ¥6o | = = | ¥6a_| Shield B
g 6703 Tx - Heb Heb | Tx- 6703 E
£ X X E
€| channelz |R%= X7a 7a | Rx- channel2 | E
g Tx + #7b Xib | Te+ g
8 Rx+ | 8o 8o | Rx+ =
@ Surge -+ %8b %8b -+ Surge [T

43172TASCOR
Figure 3-31: TYPICAL PIN INTERCONNECTION BETWEEN TWO G.703 INTERFACES

Pin nomenclature can differ from one manufacturer to another. Therefore, it is not uncommon to see pinouts num-
bered TxA, TxB, RxA and RxB. In such cases, it can be assumed that “A” is equivalent to “+” and “B” is equivalent

NOTE o«
b) G.703 SELECTION SWITCH PROCEDURES

1. With the power to the relay off, remove the G.703 module (7R or 7S) as follows. Record the original location of the
module to help ensure that the same or replacement module is inserted into the correct slot.

2. Simultaneously pull the ejector/inserter clips located at the top and at the bottom of each module in order to release the
module for removal.

Remove the module cover screw.
Remove the top cover by sliding it towards the rear and then lift it upwards.

Set the timing selection switches (channel 1, channel 2) to the desired timing modes.

o 0 ko

Replace the top cover and the cover screw.
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7. Re-insert the G.703 module. Take care to ensure that the correct module type is inserted into the correct slot position.
The ejector/inserter clips located at the top and at the bottom of each module must be in the disengaged position as
the module is smoothly inserted into the slot. Once the clips have cleared the raised edge of the chassis, engage the
clips simultaneously. When the clips have locked into position, the module is fully inserted.

Bottom cover

Ejector/inserter clip

Channel 1

Timing selection
switches

Channel 2

':ﬁliv{_ :
o4

NS ) 4D,

700
gg—

/,
=

Ejector/inserter clip

< I
. | )
N
3
REAR
L
831774A3COR

Figure 3-32: G.703 TIMING SELECTION SWITCH SETTING

A !
Y
44,

-,
"

)

74

Table 3-4: G.703 TIMING SELECTIONS

SWITCHES FUNCTION
S1 OFF — octet timing disabled
ON — octet timing 8 kHz
S5 and S6 S5 = OFF and S6 = OFF — loop timing mode

S5 = ON and S6 = OFF — internal timing mode
S5 = OFF and S6 = ON — minimum remote loopback mode
S5 = ON and S6 = ON — dual loopback mode

c) G.703 OCTET TIMING

If octet timing is enabled (ON), this 8 kHz signal is asserted during the violation of bit 8 (LSB) necessary for connecting to
higher order systems. When T35s are connected back-to-back, octet timing is disabled (OFF).

d) G.703 TIMING MODES

There are two timing modes for the G.703 module: internal timing mode and loop timing mode (default).

* Internal Timing Mode: The system clock is generated internally. Therefore, the G.703 timing selection should be in
the internal timing mode for back-to-back (UR-to-UR) connections. For back-to-back connections, set for octet timing
(S1 = OFF) and timing mode to internal timing (S5 = ON and S6 = OFF).

* Loop Timing Mode: The system clock is derived from the received line signal. Therefore, the G.703 timing selection
should be in loop timing mode for connections to higher order systems. For connection to a higher order system (UR-
to-multiplexer, factory defaults), set to octet timing (S1 = ON) and set timing mode to loop timing (S5 = OFF and S6 =
OFF).
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The switch settings for the internal and loop timing modes are shown below:

Loop timing mode
Internal timing mode [factory default)

123456 123456

o2

e) G.703 TEST MODES

In minimum remote loopback mode, the multiplexer is enabled to return the data from the external interface without any
processing to assist in diagnosing G.703 line-side problems irrespective of clock rate. Data enters from the G.703 inputs,
passes through the data stabilization latch which also restores the proper signal polarity, passes through the multiplexer
and then returns to the transmitter. The differential received data is processed and passed to the G.703 transmitter module
after which point the data is discarded. The G.703 receiver module is fully functional and continues to process data and
passes it to the differential Manchester transmitter module. Since timing is returned as it is received, the timing source is
expected to be from the G.703 line side of the interface.

DMR = Differential Manchester Receiver
— DMR G7X _| DMX = Differential Manchester Transmitter
G7X = G703 Transmitter
G7R = G703 Receiver
] DMX G7R
842774A1.CDR

Figure 3-33: G.703 MINIMUM REMOTE LOOPBACK MODE

In dual loopback mode, the multiplexers are active and the functions of the circuit are divided into two with each receiver/
transmitter pair linked together to deconstruct and then reconstruct their respective signals. Differential Manchester data
enters the Differential Manchester receiver module and then is returned to the differential Manchester transmitter module.
Likewise, G.703 data enters the G.703 receiver module and is passed through to the G.703 transmitter module to be
returned as G.703 data. Because of the complete split in the communications path and because, in each case, the clocks
are extracted and reconstructed with the outgoing data, in this mode there must be two independent sources of timing. One
source lies on the G.703 line side of the interface while the other lies on the differential Manchester side of the interface.

DMR = Differential Manchester Receiver
— > DMR G7X — DMX = Differential Manchester Transmitter

G7X =G703 Transmitter
G7R = G703 Receiver

+— DMX G7R —

842775A1.CDR

Figure 3-34: G.703 DUAL LOOPBACK MODE
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3.3.5 RS422 INTERFACE

a) DESCRIPTION

There are two RS422 inter-relay communications modules available: single-channel RS422 (module 7T) and dual-channel
RS422 (module 7W). The modules can be configured to run at 64 kbps or 128 kbps. AWG 20-24 twisted shielded pair cable
is recommended for external connections. These modules are protected by optically-isolated surge suppression devices.

The shield pins (6a and 7b) are internally connected to the ground pin (8a). Proper shield termination is as follows:
+ Site 1: Terminate shield to pins 6a or 7b or both.
+  Site 2: Terminate shield to COM pin 2b.

Match the clock terminating impedance with the impedance of the line.

Single-channel RS422 module Dual-channel R$422 module
~3b| - = ~3b | - E
~3a | Rx- ~3a | Rx- RS422
~20 | Tx+ RSa22 & ~2a | Tx+ channel 1
~4b | Rx+ g ~4b | Rx+
~6a | shield S ~60 | Shield
~7a| + > ~5b | Tx- 2
Clock = - 2
~8b| - L ~20 | M Rs422 g
~ coM [ ~ g
2b % 4a| T+ channel 2 5
~8a| = Surge = ~6b | Rx+ £
~7b | shield g
~7a + =
Clock 5
~8b| - 2
~2b| com g
f=4
~ indicates the slot position ~8a ? Surge -

842776A3.CDR

Figure 3-35: RS422 INTERFACE CONNECTIONS

The following figure shows the typical pin interconnection between two single-channel RS422 interfaces installed in slot W.
All pin interconnections are to be maintained for a connection to a multiplexer.

{ = Tx - W3b >< W3b Tx - =
ol Rrsazz Rx - W3a W3a Rx - RS422 -
= 4 T b22 =
S| channel 1 rt Wea e ] Wda | T channel1 |2
g Rx+ | Wab Wab | Re+ 5
% Shield | Wéo wéa | Shield %
£ + W7a W7a + E
Clock Clock
8 - wab web | - 3
| Common COM W2h — Wb CcoM Commaon ™
2| surge = Waa W8a L Surge W
+ =
NNy

64 or 128 kbps

Figure 3-36: TYPICAL PIN INTERCONNECTION BETWEEN TWO RS422 INTERFACES

b) TWO-CHANNEL APPLICATION VIA MULTIPLEXERS

The RS422 interface can be used for single channel or two channel applications over SONET/SDH or multiplexed systems.
When used in single-channel applications, the RS422 interface links to higher order systems in a typical fashion observing
transmit (Tx), receive (Rx), and send timing (ST) connections. However, when used in two-channel applications, certain cri-
teria must be followed since there is one clock input for the two RS422 channels. The system functions correctly when the
following connections are observed and your data module has a terminal timing feature. Terminal timing is a common fea-
ture to most synchronous data units that allows the module to accept timing from an external source. Using the terminal
timing feature, two channel applications can be achieved if these connections are followed: The send timing outputs from
the multiplexer (data module 1), connects to the clock inputs of the UR-RS422 interface in the usual fashion. In addition,
the send timing outputs of data module 1 is also paralleled to the terminal timing inputs of data module 2. By using this con-
figuration, the timing for both data modules and both UR—-RS422 channels are derived from a single clock source. As a
result, data sampling for both of the UR—-RS422 channels is synchronized via the send timing leads on data module 1 as
shown below. If the terminal timing feature is not available or this type of connection is not desired, the G.703 interface is a
viable option that does not impose timing restrictions.
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Data module 1

Signal name
= Tx1+) | W2a SD(A) - Send data
=]
Tx16) | W3b SD(B) - Send data
Rs422 Rx1l+) | W4b RD(A - Received data
CHANNEL 1
Rx1l-) | W 3a RD(B) - Received data
shid. | W6a RS(A] - Request to send (RTS)
= + |W7a RS(B) - Request to send (RTS)
i<l CLOCK
1= W8b RT(A) - Receive timing
= ™+ | Waa RT(B) - Receive timing
s T2 | W50 CSlA) - Clear To send
= RS422
S CHANNEL 2 Rx2l+) f W6b F— CS(B) - Clear To send
B Rx2l-l | W5a b Local loopback
E shid. fW7b Remote loopback
I com fW2b Signal ground
=| SURGE - |wsa ST(A) - Send timing
ST(B) - Send timing
Data module 2
Signal name

TT(A) - Terminal timing

TT(B) - Terminal timing

SDI(A) - Send data

SD(B) - Send data

RD(A - Received data

RD(B) - Received data

RS(A] - Request to send (RTS)
RS(B) - Request to send (RTS)
CS(A) - Clear To send

CS(B) - Clear To send

Local loopback

Remote loopback

Signal ground
ST(A) - Send timing
ST(B) - Send timing

831022A3.CDR

Figure 3-37: TIMING CONFIGURATION FOR RS422 TWO-CHANNEL, THREE-TERMINAL APPLICATION

Data module 1 provides timing to the T35 RS422 interface via the ST(A) and ST(B) outputs. Data module 1 also provides
timing to data module 2 TT(A) and TT(B) inputs via the ST(A) and AT(B) outputs. The data module pin numbers have been
omitted in the figure above since they vary by manufacturer.

c) TRANSMIT TIMING

The RS422 interface accepts one clock input for transmit timing. It is important that the rising edge of the 64 kHz transmit
timing clock of the multiplexer interface is sampling the data in the center of the transmit data window. Therefore, it is impor-
tant to confirm clock and data transitions to ensure proper system operation. For example, the following figure shows the
positive edge of the Tx clock in the center of the Tx data bit.

Tx Clock

Tx Data

Figure 3-38: CLOCK AND DATA TRANSITIONS
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d) RECEIVE TIMING

The RS422 interface utilizes NRZI-MARK modulation code and; therefore, does not rely on an Rx clock to recapture data.
NRZI-MARK is an edge-type, invertible, self-clocking code.

To recover the Rx clock from the data-stream, an integrated DPLL (digital phase lock loop) circuit is utilized. The DPLL is
driven by an internal clock, which is 16-times over-sampled, and uses this clock along with the data-stream to generate a
data clock that can be used as the SCC (serial communication controller) receive clock.

3.3.6 RS422 AND FIBER INTERFACE

The following figure shows the combined RS422 plus fiberoptic interface configuration at 64K baud. The 7L, 7M, 7N, 7P,
and 74 modules are used in two-terminal with a redundant channel or three-terminal configurations where channel 1 is
employed via the RS422 interface (possibly with a multiplexer) and channel 2 via direct fiber.

AWG 20-24 twisted shielded pair is recommended for external RS422 connections and ground the shield only at one end.
For the direct fiber channel, address power budget issues properly.

When using a LASER Interface, attenuators can be necessary to ensure that you do not exceed
m maximum optical input power to the receiver.

Z&| Clock + ~7a
= 2 channel 1 - ~8b
™ = | Common COM ~2b
—_ -
T® - ~3b
Rx - ~3a
RS422
w | channel 1 T+ ~20
K=l B+ --«'-'Jb
3 Shield | ~ba
c
[ | ©O
NE
SE channel 2
& S| Surge -+ | -8a

84277742 COR
Figure 3-39: RS422 AND FIBER INTERFACE CONNECTION

Connections shown above are for multiplexers configured as DCE (data communications equipment) units.

3.3.7 G.703 AND FIBER INTERFACE

The figure below shows the combined G.703 plus fiberoptic interface configuration at 64 kbps. The 7E, 7F, 7G, 7Q, and 75
modules are used in configurations where channel 1 is employed via the G.703 interface (possibly with a multiplexer) and
channel 2 via direct fiber. AWG 24 twisted shielded pair is recommended for external G.703 connections connecting the
shield to pin 1a at one end only. For the direct fiber channel, address power budget issues properly. See previous sections
for additional details on the G.703 and fiber interfaces.

When using a laser Interface, attenuators can be necessary to ensure that you do not exceed the
m maximum optical input power to the receiver.
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gQ Shield | ~la
- o Tx - ~1b
,.‘-L-_ 5 : R - 2
S channel 1 ~<a
Wy TX + ~2b
5 Rx + ~3a
8| Surge = |-3b
[
B Fiber @
= E| channel2
oo
842778A2 COR

Figure 3—40: G.703 AND FIBER INTERFACE CONNECTION

3.3.8 IEEE C37.94 INTERFACE

The UR-series IEEE C37.94 communication modules (modules types 2G, 2H, 76, and 77) are designed to interface with
IEEE C37.94 compliant digital multiplexers or an IEEE C37.94 compliant interface converter for use with direct input and
output applications. The IEEE C37.94 standard defines a point-to-point optical link for synchronous data between a multi-
plexer and a teleprotection device. This data is typically 64 kbps, but the standard provides for speeds up to 64n kbps,
where n =1, 2,..., 12. The UR-series C37.94 communication modules are either 64 kbps (with n fixed at 1) for 128 kbps
(with n fixed at 2). The frame is a valid International Telecommunications Union (ITU-T) recommended G.704 pattern from
the standpoint of framing and data rate. The frame is 256 bits and is repeated at a frame rate of 8000 Hz, with a resultant bit
rate of 2048 kbps.

The specifications for the module are as follows:.

» |EEE standard: C37.94 for 1 x 128 kbps optical fiber interface (for 2G and 2H modules) or C37.94 for 2 x 64 kbps opti-
cal fiber interface (for 76 and 77 modules)

*  Fiber optic cable type: 50 mm or 62.5 mm core diameter optical fiber

+  Fiber optic mode: multi-mode

+  Fiber optic cable length: up to 2 km

«  Fiber optic connector: type ST

*  Wavelength: 830 +40 nm

»  Connection: as per all fiber optic connections, a Tx to Rx connection is required

The UR-series C37.94 communication module can be connected directly to any compliant digital multiplexer that supports
the IEEE C37.94 standard as shown below.

|IEEE C37.94
fiber interface

Digital
multiplexer,

UR-series
IEEE C37.94
compliant

device

upto 2 km

RA4ZTREAZ CDR
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The UR-series C37.94 communication module can be connected to the electrical interface (G.703, RS422, or X.21) of a
non-compliant digital multiplexer via an optical-to-electrical interface converter that supports the IEEE C37.94 standard, as
shown below.

IEEE C37.94 RS422
fiber interface interface

Digital
UR-series |IEEE C37.94 multiplexer

device converter with EIA-422
upto 2 km interface

84275642 COR

The UR-series C37.94 communication module has six switches that are used to set the clock configuration. The functions
of these control switches are shown below.

Loop timing mode
Internal timing mode (factory default)

123456 123456

B42753A2 COR

For the internal timing mode, the system clock is generated internally. Therefore, the timing switch selection should be
internal timing for relay 1 and loop timed for relay 2. There must be only one timing source configured.

For the looped timing mode, the system clock is derived from the received line signal. Therefore, the timing selection
should be in loop timing mode for connections to higher order systems.

The IEEE C37.94 communications module cover removal procedure is as follows:

1.  With power to the relay off, remove the IEEE C37.94 module (type 2G, 2H, 76 or 77 module) as follows. Record the
original location of the module to help ensure that the same or replacement module is inserted into the correct slot.

2. Simultaneously pull the ejector/inserter clips located at the top and at the bottom of each module in order to release the
module for removal.

Remove the module cover screw.
Remove the top cover by sliding it towards the rear and then lift it upwards.
Set the timing selection switches (channel 1, channel 2) to the desired timing modes (see description above).

Replace the top cover and the cover screw.

N o o > w

Re-insert the IEEE C37.94 module. Take care to ensure that the correct module type is inserted into the correct slot
position. The ejector/inserter clips located at the top and at the bottom of each module must be in the disengaged posi-
tion as the module is smoothly inserted into the slot. Once the clips have cleared the raised edge of the chassis,
engage the clips simultaneously. When the clips have locked into position, the module is fully inserted.
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Bottom cover

Ejector/inserter clip

Channel 1
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S
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&

o
£
E
=

switches

Channel 2

Ejector/inserter clip

I
Cover screw f

REAR
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Figure 3-41: IEEE C37.94 TIMING SELECTION SWITCH SETTING
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Modules shipped since January 2012 have status LEDs that indicate the status of the DIP switches, as shown in the follow-
ing figure.

CH1 Link/Activity LED

CH2 Link/Activity LED

CH1 Clock Configuration LED
CH2 Clock Configuration LED

FRONT VIEW REAR VIEW 842837AL.cdr

Figure 3-42: STATUS LEDS

The clock configuration LED status is as follows:

*  Flashing green — loop timing mode while receiving a valid data packet

*  Flashing yellow — internal mode while receiving a valid data packet

»  Solid red — (switch to) internal timing mode while not receiving a valid data packet

The link/activity LED status is as follows:

*  Flashing green — FPGA is receiving a valid data packet

+  Solid yellow — FPGA is receiving a "yellow bit" and remains yellow for each "yellow bit"

+ Solid red — FPGA is not receiving a valid packet or the packet received is invalid
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3.3.9 C37.94SM INTERFACE

The UR-series C37.94SM communication modules (2A and 2B) are designed to interface with modified IEEE C37.94 com-
pliant digital multiplexers or IEEE C37.94 compliant interface converters that have been converted from 820 nm multi-mode
fiber optics to 1300 nm ELED single-mode fiber optics. The IEEE C37.94 standard defines a point-to-point optical link for
synchronous data between a multiplexer and a teleprotection device. This data is typically 64 kbps, but the standard pro-
vides for speeds up to 64n kbps, where n =1, 2,..., 12. The UR-series C37.94SM communication module is 64 kbps only
with n fixed at 1. The frame is a valid International Telecommunications Union (ITU-T) recommended G.704 pattern from
the standpoint of framing and data rate. The frame is 256 bits and is repeated at a frame rate of 8000 Hz, with a resultant bit
rate of 2048 kbps.

The specifications for the module are as follows:

+  Emulated IEEE standard: emulates C37.94 for 1 x 64 kbps optical fiber interface (modules set to n = 1 or 64 kbps)
»  Fiber optic cable type: 9/125 um core diameter optical fiber

+  Fiber optic mode: single-mode, ELED compatible with HP HFBR-1315T transmitter and HP HFBR-2316T receiver
»  Fiber optic cable length: up to 11.4 km

+  Fiber optic connector: type ST

*  Wavelength: 1300 +40 nm

»  Connection: as per all fiber optic connections, a Tx to Rx connection is required

The UR-series C37.94SM communication module can be connected directly to any compliant digital multiplexer that sup-
ports C37.94SM as shown below.

C37.945M
fiber interface

UR-series 2

multiplexer

device C97.945M

up to 10 km

B4ZTSTAZ CDR

It can also can be connected directly to any other UR-series relay with a C37.94SM module as shown below.

C37.945M
fiber interface

UR-series
device with
C37.945M
module

UR-series
device with

C37.945M
module

up to 10 km

B42758A2 CDR
The UR-series C37.94SM communication module has six switches that are used to set the clock configuration. The func-
tions of these control switches are shown below.

Loop timing mode
Internal timing mode (factory default)

23156 123456

For the internal timing mode, the system clock is generated internally. Therefore, the timing switch selection should be
internal timing for relay 1 and loop timed for relay 2. There must be only one timing source configured.

B42753A2.COR
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For the looped timing mode, the system clock is derived from the received line signal. Therefore, the timing selection
should be in loop timing mode for connections to higher order systems.

The C37.94SM communications module cover removal procedure is as follows:

1. With power to the relay off, remove the C37.94SM module (modules 2A or 2B) as follows. Record the original location
of the module to help ensure that the same or replacement module is inserted into the correct slot.

2. Simultaneously pull the ejector/inserter clips located at the top and at the bottom of each module in order to release the
module for removal.

Remove the module cover screw.
Remove the top cover by sliding it towards the rear and then lift it upwards.
Set the timing selection switches (channel 1, channel 2) to the desired timing modes (see description above).

Replace the top cover and the cover screw.

N o o > w

Re-insert the C37.94SM module. Take care to ensure that the correct module type is inserted into the correct slot
position. The ejector/inserter clips located at the top and at the bottom of each module must be in the disengaged posi-
tion as the module is smoothly inserted into the slot. Once the clips have cleared the raised edge of the chassis,
engage the clips simultaneously. When the clips have locked into position, the module is fully inserted.

Bottom cover

Ejector/inserter clip

Channel 1

Timing selection
switches

Channel 2
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&y

A
—,

o5

)
LS
Ay
yry
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=
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Figure 3-43: C37.94SM TIMING SELECTION SWITCH SETTING
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Modules shipped since January 2012 have status LEDs that indicate the status of the DIP switches, as shown in the follow-
ing figure.

CH1 Link/Activity LED

CH2 Link/Activity LED

CH1 Clock Configuration LED
CH2 Clock Configuration LED

FRONT VIEW REAR VIEW 842837AL.cdr

Figure 3-44: STATUS LEDS

The clock configuration LED status is as follows:

*  Flashing green — loop timing mode while receiving a valid data packet

*  Flashing yellow — internal mode while receiving a valid data packet

»  Solid red — (switch to) internal timing mode while not receiving a valid data packet

The link/activity LED status is as follows:

*  Flashing green — FPGA is receiving a valid data packet

+  Solid yellow — FPGA is receiving a "yellow bit" and remains yellow for each "yellow bit"

+ Solid red — FPGA is not receiving a valid packet or the packet received is invalid
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4.1.1 INTRODUCTION

The EnerVista UR Setup software provides a graphical user interface (GUI) as one of two human interfaces to a UR device.
The alternate human interface is implemented via the device’s faceplate keypad and display (see the Faceplate interface
section in this chapter).

The EnerVista UR Setup software provides a single facility to configure, monitor, maintain, and troubleshoot the operation
of relay functions, connected over local or wide area communication networks. It can be used while disconnected (offline)
or connected (online) to a UR device. In offline mode, settings files can be created for eventual downloading to the device.
In online mode, you can communicate with the device in real-time.

The EnerVista UR Setup software is provided with every T35 relay and runs on Microsoft Windows XP, 7, and Server 2008.
This chapter provides a summary of the basic EnerVista UR Setup software interface features. The EnerVista UR Setup
Help File provides details for getting started and using the EnerVista UR Setup software interface.

4.1.2 CREATING A SITE LIST

To start using the EnerVista UR Setup software, site and device definition are required. See the EnerVista UR Setup Help
File or refer to the Connecting EnerVista UR Setup with the T35 section in Chapter 1 for details.

4.1.3 ENERVISTA UR SETUP OVERVIEW

a) ENGAGING A DEVICE

The EnerVista UR Setup software can be used in online mode (relay connected) to directly communicate with the T35
relay. Communicating relays are organized and grouped by communication interfaces and into sites. Sites can contain any
number of relays selected from the UR-series of relays.

b) USING SETTINGS FILES

The EnerVista UR Setup software interface supports three ways of handling changes to relay settings:

» In offline mode (relay disconnected) to create or edit relay settings files for later download to communicating relays

»  While connected to a communicating relay to directly modify any relay settings via relay data view windows, and then
save the settings to the relay

*  You can create/edit settings files and then write them to the relay while the interface is connected to the relay

Settings files are organized on the basis of file names assigned by the user. A settings file contains data pertaining to the
following types of relay settings:

*  Device definition

*  Product setup

+  System setup

*  FlexLogic

*  Grouped elements

+  Control elements

* Inputs/outputs

+ Testing

Factory default values are supplied and can be restored after any changes.

The following communications settings are not transferred to the T35 with settings files.

Modbus Slave Address

Modbus IP Port Number

RS485 COM2 Baud Rate
RS485 COM2 Parity

COM2 Minimum Response Time
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COM2 Selection

RRTD Slave Address

RRTD Baud Rate

IP Address

IP Subnet Mask

IEC61850 Config GOOSE ConfRev
IP Routing

When a settings file is loaded to a T35 that is in-service, the following sequence occurs:
1. The T35 takes itself out of service.
2. The T35 issues a UNIT NOT PROGRAMMED major self-test error.

3. The T35 closes the critical fail contact.

c) CREATING AND EDITING FLEXLOGIC™

You create or edit a FlexLogic equation in order to customize the relay. You can subsequently view the automatically gener-
ated logic diagram.

d) VIEWING ACTUAL VALUES

You can view real-time relay data such as input/output status and measured parameters.

e) VIEWING TRIGGERED EVENTS

While the interface is in either online or offline mode, you can view and analyze data generated by triggered specified
parameters, via one of the following:

o Event recorder

The event recorder captures contextual data associated with the last 1024 events, listed in chronological order from
most recent to oldest.

e Oscillography

The oscillography waveform traces and digital states are used to provide a visual display of power system and relay
operation data captured during specific triggered events.

f) FILE SUPPORT

« Execution: Any EnerVista UR Setup file that is opened launches the application or provides focus to the already
opened application. If the file was a settings file (has a URS extension) that had been removed from the Settings List
tree menu, it is added back to the Settings List tree menu.

+ Drag and Drop: The Site List and Settings List control bar windows are each mutually a drag source and a drop target
for device-order-code-compatible files or individual menu items. Also, the Settings List control bar window and any
Windows Explorer directory folder are each mutually a file drag source and drop target.

New files that are dropped into the Settings List window are added to the tree, which is automatically sorted alphabeti-
cally with respect to settings file names. Files or individual menu items that are dropped in the selected device menu in
the Site List window are automatically sent to the online communicating device.

g) FIRMWARE UPGRADES

The firmware of a T35 device can be upgraded, locally or remotely, via the EnerVista UR Setup software. The correspond-
ing instructions are provided by the EnerVista UR Setup Help file under the topic “Upgrading Firmware”.

‘ Modbus addresses assigned to firmware modules, features, settings, and corresponding data items (that is, default
% values, minimum/maximum values, data type, and item size) can change slightly from version to version of firm-
NOTE  ware. The addresses are rearranged when new features are added or existing features are enhanced or modified.
The EEPROM DATA ERROR message displayed after upgrading/downgrading the firmware is a resettable, self-test
message intended to inform users that the Modbus addresses have changed with the upgraded firmware. This
message does not signal any problems when appearing after firmware upgrades.
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4.1.4 ENERVISTA UR SETUP MAIN WINDOW

The EnerVista UR Setup software main window supports the following primary display components:
Title bar that shows the pathname of the active data view
Main window menu bar
Main window tool bar

Site list control bar window

1

2

3

4

5. Settings list control bar window

6. Device data view windows, with common tool bar
7. Settings file data view windows, with common tool bar
8. Workspace area with data view tabs
9. Status bar

1

0. Quick action hot links
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Figure 4-1: ENERVISTA UR SETUP SOFTWARE MAIN WINDOW
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4.2.1 SETTINGS TEMPLATES

Setting file templates simplify the configuration and commissioning of multiple relays that protect similar assets. An exam-
ple of this is a substation that has ten similar feeders protected by ten UR-series F60 relays.

In these situations, typically 90% or greater of the settings are identical between all devices. The templates feature allows
engineers to configure and test these common settings, then lock them so that they are not available to users. For exam-
ple, these locked down settings can be hidden from view for field engineers, allowing them to quickly identify and concen-
trate on the specific settings.

The remaining settings (typically 10% or less) can be specified as editable and be made available to field engineers install-
ing the devices. These are settings such as protection element pickup values and CT and VT ratios.

The settings template mode allows the user to define which settings are visible in EnerVista UR Setup. Settings templates
can be applied to both settings files (settings file templates) and online devices (online settings templates). The functionality
is identical for both purposes.

Settings files conversion from previous firmware versions is supported.

a) ENABLING THE SETTINGS TEMPLATE

The settings file template feature is disabled by default. The following procedure describes how to enable the settings tem-
plate for UR-series settings files.

1. Select a settings file from the offline window of the EnerVista UR Setup main screen.
2. Right-click the selected device or settings file and select the Template Mode > Create Template option.

The settings file template is now enabled and the file tree displayed in light blue. The settings file is now in template editing
mode.

Alternatively, the settings template can also be applied to online settings. The following procedure describes this process.
1. Select an installed device from the online window of the EnerVista UR Setup main screen.

2. Right-click the selected device and select the Template Mode > Create Template option.

Enter Template Password il

Encrypted Password: Iyizy|suf

MNew Password: I

Fe-enter Mew Password: I

oK I Cancel

The software prompts for a template password. This password is required to use the template feature and must be at
least four characters in length.

3. Enter and re-enter the new password, then click OK to continue.

The online settings template is now enabled. The device is now in template editing mode.

b) EDITING THE SETTINGS TEMPLATE

The settings template editing feature allows the user to specify which settings are available for viewing and modification in
EnerVista UR Setup. By default, all settings except the FlexLogic equation editor settings are locked.

1. Select an installed device or a settings file from the tree menu on the left of the EnerVista UR Setup main screen.
2. Select the Template Mode > Edit Template option to place the device in template editing mode.

3. Enter the template password then click OK.
4

Open the relevant settings windows that contain settings to be specified as viewable.

4-4 T35 Transformer Protection System GE Multilin



4 HUMAN INTERFACES 4.2 EXTENDED ENERVISTA UR SETUP FEATURES

By default, all settings are specified as locked and displayed against a grey background. The icon on the upper right of
the settings window also indicates that EnerVista UR Setup is in EDIT mode. The following example shows the phase
time overcurrent settings window in edit mode.

Voltage Restraint
Block A

Block B

Block C

Target

Events

KT —

|F&0 Feeder.urs |Grouped Elements: Group 1: Phase Currer [Screen ID: 215 s

Figure 4-2: SETTINGS TEMPLATE VIEW, ALL SETTINGS SPECIFIED AS LOCKED

5. Specify the settings to make viewable by clicking them.
The setting available to view is displayed against a yellow background as shown below.

=101 x|
% Save | % Restore | &5 Defautt | EDIT,

Function
Signal Source
Input

Pickup

Curve

TD Multiplier
Reszet
oltage Restraint
Block A
Block B

Block C
Target
|Eventz

Y i

|F&0 Feeder.urs |Grouped Elements: Group 1: Phase Currer [Screen ID: 215 v
Figure 4-3: SETTINGS TEMPLATE VIEW, TWO SETTINGS SPECIFIED AS EDITABLE
6. Click on Save to save changes to the settings template.

7. Proceed through the settings tree to specify all viewable settings.

c) ADDING PASSWORD PROTECTION TO A TEMPLATE

It is highly recommended that templates be saved with password protection to maximize security.
The following procedure describes how to add password protection to a settings file template.

1. Select a settings file from the offline window on the left of the EnerVista UR Setup main screen.

2. Selecting the Template Mode > Password Protect Template option.
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The software prompts for a template password. This password must be at least four characters in length.

Enter Template Password il

Encrypted Password: Iyizy|suf

MNew Password: I

Fe-enter Mew Password: I

oK I Cancel

3. Enter and re-enter the new password, then click OK to continue.

The settings file template is now secured with password protection.

When templates are created for online settings, the password is added during the initial template creation step. It
does not need to be added after the template is created.

NOTE
d) VIEWING THE SETTINGS TEMPLATE

Once all necessary settings are specified for viewing, users are able to view the settings template on the online device or
settings file. There are two ways to specify the settings view with the settings template feature:

» Display only those settings available for editing

+ Display all settings, with settings not available for editing greyed-out

Use the following procedure to only display settings available for editing:

1. Select an installed device or a settings file from the tree menu on the left of the EnerVista UR Setup main screen.
2. Apply the template by selecting the Template Mode > View In Template Mode option.

3. Enter the template password then click OK to apply the template.

Once the template has been applied, users are limited to view and edit the settings specified by the template. The effect of
applying the template to the phase time overcurrent settings is shown below.

- Phase TOC [/ F&60 Feeder.urs : C:\Documel i =] ]
TS VI
& Save | ‘& Restore | &4 Default | 4 Reset | VIEW ";!_Unlh
PARAMETER PHASE TOC1

Function Enabled

Signal Source SRC 1 (SRC 1)

Input Phasor

Pickup 300 pu * Phase TOC /[ F60 Feeder.urs : G\Docume! =10l x|
Curve EEE Ext v - T | T | a VIEW.

B Save ¢ Restore | Default | 39 Reset YILVI

TD Muttiplier 1.00 - : & mode
Reset Instantaneous PARAMETER PHASE TOC1

Voltage Restraint Dizabled Pickup 2.300 pu

Block A OFF Curve IEEE Ext Inv

Block B OFF

Block C OFF 7 I I _’I
Target Self-reset

Events Enabled |F&0 Feeder.urs |Grouped Elements: Group 1: Phase Currer [Screen ID: 215 v
K i
|F&0 Feeder.urs |Grouped Elements: Group 1: Phase Currer [Screen ID: 215 4 Phase time overcurrent window with template applied via

the Template Mode > View In Template Mode command.
The template specifies that only the Pickup and Curve

Phase time overcurrent settings window without template applied. settings be available.

842858A1.CDR

Figure 4-4: APPLYING TEMPLATES VIA THE VIEW IN TEMPLATE MODE COMMAND
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Viewing the settings in template mode also modifies the settings tree, showing only the settings categories that contain
editable settings. The effect of applying the template to a typical settings tree view is shown below.

£l F60 Feeder.urs : C:\Documents and Settings™A
----- Device Definition
] Product Setup [=1-- F60 Feeder.urs : C:\Documents and Settings\A
[} System Setup [#- Device Definttion

- AC Inputs (=] System Setup

- Power System L B AC Inputs
- Signal Sources | Current
- Breakers El FlexLogic
----- FlexCurves . Flexlogic Equation Editor
(- FlexLogic (] Grouped Elements
(- Grouped Elements . [=Group 1
(¢ Control Elements ! (=} Phase Cument
[ Inputs/Outputs ! i Phase TOC
------- Front Panel Report i ‘- Phase I0C
------- Protection Summary i Front Panel Report
Typical settings tree view without template applied. Typical settings tree view with template applied via
the Template Mode > View In Template Mode
command.

842860A1.CDR

Figure 4-5: APPLYING TEMPLATES VIA THE VIEW IN TEMPLATE MODE SETTINGS COMMAND
Use the following procedure to display settings available for editing and settings locked by the template.

1. Select an installed device or a settings file from the tree menu on the left of the EnerVista UR Setup main screen.

2. Apply the template by selecting the Template Mode > View All Settings option.
3. Enter the template password then click OK to apply the template.

Once the template has been applied, users are limited to edit the settings specified by the template, but all settings are
shown. The effect of applying the template to the phase time overcurrent settings is shown below.

1o/ =Iolx]

F Save | @Heslnrel @ﬂsl’wﬂ‘l 79 Reset | m% T Save | F'é?ﬂesrnrel @D@fwﬂ‘l Y Reset | m%

PARAMETER PHASE TOC1 PARAMETER PHASE TOC1

Function Enabled Function

Signal Source SRC1(SRC 1) Signal Source

Input Phazor Input

Pickup 2.300 pu Pickup 2.300 pu

Curve IEEE Ext Inv - Curve IEEE Ext Inv

TD Muttiplier 1.00 TO Multiplier

Reset Instantaneous Rezet

Voltage Restraint Dizabled Voltage Restraint

Block A OFF Block &

Block B OFF Block B

Block C OFF Block C

Target Self-reset Targst

Events Enabled Events

KN M K A
|F&0 Feeder.urs [Grouped Elements: Group 1: Phase Currer [Screen ID: 215 4 |F60 Feeder.urs [Grouped Elements: Group 1: Phase Currer [Screen ID: 215 4
Phase time overcurrent settings window without template applied. Phase time overcurrent window with template applied via

the Template Mode > View All Settings command.
The template specifies that only the Pickup and Curve

settings be available.
842859A1CDR

Figure 4-6: APPLYING TEMPLATES VIA THE VIEW ALL SETTINGS COMMAND

e) REMOVING THE SETTINGS TEMPLATE

It can be necessary at some point to remove a settings template. Once a template is removed, it cannot be reapplied and it
is necessary to define a new settings template.

1. Select an installed device or settings file from the tree menu on the left of the EnerVista UR Setup main screen.
2. Select the Template Mode > Remove Settings Template option.

3. Enter the template password and click OK to continue.
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4. \erify one more time that you want to remove the template by clicking Yes.

Attention il

\ ? ) The operation wil remove the template information from the device, The operation is not reversible, Do you want to contnue?

Yes Mo |

The EnerVista software removes all template information and all settings are available.

4.2.2 SECURING AND LOCKING FLEXLOGIC EQUATIONS

The UR allows users to secure parts or all of a FlexLogic equation, preventing unauthorized viewing or modification of criti-
cal FlexLogic applications. This is accomplished using the settings template feature to lock individual entries within Flex-
Logic equations.

Secured FlexLogic equations remain secure when files are sent to and retrieved from any UR-series device.

a) LOCKING FLEXLOGIC EQUATION ENTRIES
The following procedure describes how to lock individual entries of a FlexLogic equation.

1. Right-click the settings file or online device and select the Template Mode > Create Template item to enable the set-
tings template feature.

2. Select the FlexLogic > FlexLogic Equation Editor settings menu item.

By default, all FlexLogic entries are specified as viewable and displayed against a yellow background. The icon on the
upper right of the window also indicates that EnerVista UR Setup is in EDIT mode.

3. Specify which entries to lock by clicking on them.

The locked entries are displayed against a grey background as shown in the example below.

* FlexLogic Equation Editor [/ F60 Feeder.urs : CG:\Documents and Settings|All Use: - |EI|1|

(Rad]
3 Save | ﬁsmml i1 Defaunl %e
FLEXLOGIC ENTRY TYPE SYNTAX ﬂ
View Graphic View View
FlexLogic Entry 1 Virtual Inputz On Close HMI On (V1)
FlexLogic Entry 2 Virtual Inputz On Close SCADA On (VI2)

FlexLogic Entry 3 Contact Inputz On Manual Cloze On(HS5A)
FlexLogic Entry 4 OR 3 Input
FlexLogic Entry 5 Assign Virtual Output = Close 52-1 (VO1)
FlexLogic Entry &
FlexLogic Entry 7
FlexLogic Entry 8
FlexLogic Entry 9
FlexLogic Entry 10
FlexLogic Entry 11
FlexLogic Entry 12
FlexLogic Entry 13
FlexLogic Entry 14
FlexLogic Entry 15

FlexLogic Entry 16

Protection Element

ANY MAJOR ERROR

FlexLogic Entry 17

POSITVE ONE SHOT

1 Input

FlexLogic Entry 18

Protection Element

ANY MAJOR ERROR

|F&0 Feeder.urs [FlexLogic

|Screen 1Dz 171

Kl

Figure 4-7: LOCKING FLEXLOGIC ENTRIES IN EDIT MODE

4. Click on Save to save and apply changes to the settings template.
5. Select the Template Mode > View In Template Mode option to view the template.
6. Apply a password to the template then click OK to secure the FlexLogic equation.
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Once the template has been applied, users are limited to view and edit the FlexLogic entries not locked by the template.
The effect of applying the template to the FlexLogic entries in the above procedure is shown below.

* FlexLogic Equation Editor // F60 Feeder.urs : C:\Documents and Settings' - EI|5| - FlexLogic Equation Editor // F60 Feeder.urs : C:\Documents and Settings’ o [u] 3]
v W ALl ra 4y VIEW
& Save | 27 Restore | 184 Default | 24 Beset | VIEW f:ﬂl(}wde T Save | %5 Restore | &4 Dafault | 2 Reset | \JH-\'}Jodg
FLEXLOGIC ENTRY TYPE SYNTAX -] FLEXLOGIC ENTRY TYPE SYNTAX f’
View Graphic Wi = = View Graphic View View
FlexLogic Entry 1 Wirtual Inputs On Clo=e HMIOn (V1) FlexLogic Entry 1 Virtual Inputs On Close HMI On (V)
FlexLogic Entry 2 Virtual Inputs On Close SCADA On (V) Pl AL Virtual Inputs On Close SCADA On (VI2)
FlexLogic Entry 3 Contact Inputs On Wanual Close On(HEA) Pl EE D Contact inputs On Manual Close On(HSa)
FlexLogic Entry 4 OR 3 Input FlexLogic Entry 4 OR 3 Input
FlexLogic Entry 5 Assign Virtual Output = Close 52-1 (VO1) PRl E D Assign Virtual Output = Close 52-1 (V01)
FlexLogic Entry 6 Contact Inputs On 5.1 Closed On(H5C) ;Zt“gfc :n:wg t““:: t““‘;:
FlexLogic Entry 7 Contact Inputs On 521 Rack In On(HEA) FEXLDQ'D E"P’E anked L"Dm
= ogic Entry oc oc
FlexLogic Entry 8 AND 2 ingut FlexLogic Entry 9 Locked Locked
FlexLogic Eniry 8 Protection Element PHASE I0C1 OP ST LA — e
FlexLogic Entry 10 Protection Element PHASE TOC1 OP FlexLogic Entry 11 Tocked o
FlexLogic Entry 11 Protection Element GROUND IOC1 OP FlexLogic Entry 12 T Locked
FlexLogic Eniry 12 Protection Element NEUTRAL I0CT OP FrexLogio Entry 13 e T
o chpc i GR 4 Input FlexLogic Entry 14 Locked Locked
FlexLogic Entry 14 AND 2Input FlexLogic Entry 15 Locked Locked
FlexLogic Entry 15 Assign Virtual Output =Trip 52-1 (V02 FlexLogic Entry 16 Protection Element ANY MAJOR ERROR
FlexLogic Entry 16 Protection Element ANY MAJOR ERROR FlexLogic Entry 17 POSITIVE ONE SHOT 1 Input
FlexLogic Entry 17 POSMIVE ONE SHOT 1Input ~| FlexLogic Entry 18 Protection Element ANY MAJOR ERROR |
|Fé0 Feeder.urs [Flextogic [sereen 1D: 171 ¥ [Fé0 Feeder.urs [FiexLogic [Screen ID: 171 4
Typical FlexLogic™ entries without template applied. Typical FlexLogic™ entries locked with template via
the Template Mode > View In Template Mode command.
842861A1.CDR

Figure 4-8: LOCKING FLEXLOGIC ENTRIES THROUGH SETTING TEMPLATES

The FlexLogic entries are also shown as locked in the graphical view (as shown below) and on the front panel display.

* Flex Logic Graphic /f F60 Feeder.urs : C:\Documents and Settings\All Users\Doc

=10l x|

VIEW. B
& Save —J-'?Hesrorcl B De!aukl Y Reset | \IEU»HM,}W:,E
1 CLOSEHMION (VI [
2 | crosescapaowom |— ORG) }» = CLOSE 52-1 (VO1)
3 | MANUAL CLOSE ONHS&) [—
4 ORG) |

o

=CLOSE 52-1 (VO1)

6 Locksd
Locked |—
7 Locked
3 Locksd —
9 | H
10 Locked ] : '
Locked — : ;
1 Locked — : :
12 Locksd — :
13 Locked  |------t
14 S
15 Locked  |eeeeeeemmee e
16 ANY MATOR ERROR
17 DPOSITIVE ONE SHOT  |--------~

| |

|Fe0 Feeder.urs [FlexLoaic

Figure 4-9: SECURED FLEXLOGIC IN GRAPHICAL VIEW

b) LOCKING FLEXLOGIC EQUATIONS TO A SERIAL NUMBER

A settings file and associated FlexLogic equations can also be locked to a specific UR serial number. Once the desired
FlexLogic entries in a settings file have been secured, use the following procedure to lock the settings file to a specific serial
number.

1. Select the settings file in the offline window.

2. Right-click on the file and select the Edit Settings File Properties item.
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The following window is displayed.

Edit Settings File Properties

File Marme: ILBD_542.urS : CAProgram FileshGE Power Manage

Order Code: LB0-HOB-HCH-FEP-HEE-MEF-PEALTS-_ - -

Yersion: 5.4x -

Description: ||

Serial # Lock: I

oK Cancel

Figure 4-10: TYPICAL SETTINGS FILE PROPERTIES WINDOW
3. Enter the serial number of the T35 device to lock to the settings file in the Serial # Lock field.
The settings file and corresponding secure FlexLogic equations are now locked to the T35 device specified by the serial
number.

4.2.3 SETTINGS FILE TRACEABILITY

A traceability feature for settings files allows the user to quickly determine if the settings in a T35 device have been
changed since the time of installation from a settings file. When a settings file is transferred to a T35 device, the date, time,
and serial number of the T35 are sent back to EnerVista UR Setup and added to the settings file on the local PC. This infor-
mation can be compared with the T35 actual values at any later date to determine if security has been compromised.

The traceability information is only included in the settings file if a complete settings file is either transferred to the T35
device or obtained from the T35 device. Any partial settings transfers by way of drag and drop do not add the traceability

information to the settings file.
SETTING FILE TRANSFERRED
TO UR-SERIES DEVICE

The serial number and last setting change date
are stored in the UR-series device,

/
vice and the file transfer /

added to the setting file when setting files

are transferred to the device. ~ /
—
Compare transfer dates in the setting file and the
UR-series device to determine if security SERIAL NUMBER AND TRANSFER DATE
has been compromised. SENT BACK TO ENERVISTA AND
ADDED TO SETTING FILE. 842864A2.COR

Figure 4-11: SETTINGS FILE TRACEABILITY MECHANISM

With respect to the above diagram, the traceability feature is used as follows.
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1. The transfer date of a setting file written to a T35 is logged in the relay and can be viewed via EnerVista UR Setup or
the front panel display. Likewise, the transfer date of a setting file saved to a local PC is logged in EnerVista UR Setup.

2. Comparing the dates stored in the relay and on the settings file at any time in the future indicates if any changes have
been made to the relay configuration since the settings file was saved.

a) SETTINGS FILE TRACEABILITY INFORMATION
The serial number and file transfer date are saved in the settings files when they are sent to a T35 device.

The T35 serial number and file transfer date are included in the settings file device definition within the EnerVista UR Setup
offline window as shown in the example below.

i Windem S

peumentsl

nition
Order Code; LE0-HIS-HCH-FBP-HEB-MBF-PEALITS
Warsion: & 4«
R Senal Number MABC)49999999 il i i
‘Sefings Sand 1o Relay: Monday, Oclober 15 2007 13:42:32 : TFOCeObIhtg dOtO in settmgs
Descrption (Mone) file device definition
Tet Color
5 Product Setup
= System Seup
= Flesdogc
+ Grouped Elements
= Control Elaments
i Inputsuputs.
Frotection Sumemnan/
% L90_5200urs - DAL and g Ty

4 I 3 842863A1.COR

Figure 4-12: DEVICE DEFINITION SHOWING TRACEABILITY DATA

This information is also available in printed settings file reports as shown in the example below.

Tue Oct 16 16:17:15 2007 Version:  Settingz (Enabled Featurez) PAGE1

C30 CONTROLLER.URS
C:DOCUMENTS AND SETTINGSALL USERSDOCUMENTS'GE POWER MANACEMENTURPCDATA!
DEVICE DEFINITION

ORDER CODE: C30-H3-HPH-F6P-H4D-M6T-P4C

VERSION: 54X

UR SERIAL NUMBER: SBECO6000006

SETTINGS SEND TORELAY: TUESDAY, OCTOBER 16, 2007 16:07:59

DESCRIPTION: (NONE)

TEXT COLOR

EEFL AW TNEORWATION

AT Ay

Main Fimmwarz: 40

Boot Fimmware: 301

Relay Sadial Numbar: SEECO6000006

CEU Sarial Number SSHCDE000006 )

F&P Module Serial Number ASPCOT001425 Traceability data

HAD Module Serial Number AADCOTO00002 i i

M&7 Module Serial Number ASTCO6001887 In settings report

P4 Module Serial Number A4CCOS000615

Sattings Send to Relay Toesday, October 16, 2007 16:07:59 )
. FRODU B - - ok
o N ;ﬂ‘-“wﬂk'ﬁ T, o r Mhean g ,«*\ o \&»I‘l" v st

842862A1.CDR

Figure 4-13: SETTINGS FILE REPORT SHOWING TRACEABILITY DATA
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b) ONLINE DEVICE TRACEABILITY INFORMATION

The T35 serial number and file transfer date are available for an online device through the actual values. Select the Actual
Values > Product Info > Model Information menu item within the EnerVista UR Setup online window as shown in the
example below.

<ol

Orer Code C30-H03-HPH-FEP-HAD-MET-PAC

I seEcoRm0o Traceability data in online
Emernet MAC Address 00 AD Fa 41 3C 82
Uassincesrng Date Frisay, Mares 10, 2008 163527 dev‘ce OCtugl VO‘U@S pGge
Opevating Tiene | 26365753
UL Feature Actve | L)
059 Asvances Diagnoatics Active L)

Last Betteng Changs Tuesday, Ocsster 18, 2007 18.08.23

30 steve [ Actual Values: Product Info Fereen 10t 131

842865A1.CDR

Figure 4-14: TRACEABILITY DATA IN ACTUAL VALUES WINDOW
This information is also available from the front panel display through the following actual values:
ACTUAL VALUES = { PRODUCT INFO = MODEL INFORMATION = J SERIAL NUMBER
ACTUAL VALUES = { PRODUCT INFO = MODEL INFORMATION = { LAST SETTING CHANGE
c) ADDITIONAL TRACEABILITY RULES
The following additional rules apply for the traceability feature

« If the user changes any settings within the settings file in the offline window, then the traceability information is
removed from the settings file.

» If the user creates a new settings file, then no traceability information is included in the settings file.

« If the user converts an existing settings file to another revision, then any existing traceability information is removed
from the settings file.

» If the user duplicates an existing settings file, then any traceability information is transferred to the duplicate settings
file.
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4.3.1 FACEPLATE

a) ENHANCED FACEPLATE

The front panel interface is one of two supported interfaces, the other interface being EnerVista UR Setup software. The
front panel interface consists of LED panels, an RS232 port, keypad, LCD display, control pushbuttons, and optional user-
programmable pushbuttons.

The faceplate is hinged to allow easy access to the removable modules.

Five column LED indicator panel
|

MOTOR THERMAL ;
CAPACITY USED: 25% j|_ Display

I— Front panel
RS232 port

|
User-programmable pushbuttons 1 to 16 842810A1.COR
Figure 4-15: UR-SERIES ENHANCED FACEPLATE

b) STANDARD FACEPLATE

There are two interfaces: the front panel and the EnerVista UR Setup software. The front panel interface consists of LED
panels, an RS232 port, keypad, LCD display, control pushbuttons, and optional user-programmable pushbuttons.

The faceplate is hinged to allow easy access to the removable modules. There is also a removable dust cover that fits over
the faceplate that must be removed in order to access the keypad panel. The following figure shows the horizontal arrange-
ment of the faceplate panels.

LED panel 1 \ LED panel ZX LED panel 3 X

Front panel
RS232 port
BTN9

BTN10 BIN12;

L
\
Small user-programmable User-programmable &

(control) pushbuttons 1 to 7 pushbuttons 1 to 12 Keypad
827801A8.ai

Figure 4-16: UR-SERIES STANDARD HORIZONTAL FACEPLATE PANELS
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The following figure shows the vertical arrangement of the faceplate panels for relays ordered with the vertical option.

DISPLAY

KEYPAD

USER-PROGRAMMABLE
PUSHBUTTONS 1-6

LED PANEL 2

LED PANEL 1

827830A3CDR

Figure 4-17: UR-SERIES STANDARD VERTICAL FACEPLATE PANELS

4.3.2 LED INDICATORS

a) ENHANCED FACEPLATE

The enhanced front panel display provides five columns of LED indicators. The first column contains 14 status and event
cause LEDs, and the next four columns contain the 48 user-programmable LEDs.

The RESET key is used to reset any latched LED indicator or target message, once the condition has been cleared (these
latched conditions can also be reset via the SETTINGS = & INPUT/OUTPUTS = { RESETTING menu). The RS232 port is
intended for connection to a portable PC.

The USER keys are not used in this unit.

842811A1.CDR
Figure 4-18: TYPICAL LED INDICATOR PANEL FOR ENHANCED FACEPLATE
The status indicators in the first column are described below.

« IN SERVICE: This LED indicates that control power is applied, all monitored inputs, outputs, and internal systems are
OK, and that the device has been programmed.
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+ TROUBLE: This LED indicates that the relay has detected an internal problem.
*  TEST MODE: This LED indicates that the relay is in test mode.

+ TRIP: This LED indicates that the FlexLogic operand serving as a trip switch has operated. This indicator always
latches; as such, a reset command must be initiated to allow the latch to be reset.

« ALARM: This LED indicates that the FlexLogic operand serving as an alarm switch has operated. This indicator is
never latched.

*  PICKUP: This LED indicates that an element is picked up. This indicator is never latched.
The event cause indicators in the first column are described below.

Events cause LEDs are turned on or off by protection elements that have their respective target setting selected as either
“Enabled” or “Latched”. If a protection element target setting is “Enabled”, then the corresponding event cause LEDs
remain on as long as operate operand associated with the element remains asserted. If a protection element target setting
is “Latched”, then the corresponding event cause LEDs turn on when the operate operand associated with the element is
asserted and remain on until the RESET button on the front panel is pressed after the operand is reset.

All elements that are able to discriminate faulted phases can independently turn off or on the phase A, B or C LEDs. This
includes phase instantaneous overcurrent, phase undervoltage, etc. This means that the phase A, B, and C operate oper-
ands for individual protection elements are ORed to turn on or off the phase A, B or C LEDs.

* VOLTAGE: This LED indicates voltage was involved.

+  CURRENT: This LED indicates current was involved.

+  FREQUENCY: This LED indicates frequency was involved.

* OTHER: This LED indicates a composite function was involved.

* PHASE A: This LED indicates phase A was involved.

+ PHASE B: This LED indicates phase B was involved.

* PHASE C: This LED indicates phase C was involved.

*+  NEUTRAL/GROUND: This LED indicates that neutral or ground was involved.

The user-programmable LEDs consist of 48 amber LED indicators in four columns. The operation of these LEDs is user-
defined. Support for applying a customized label beside every LED is provided. Default labels are shipped in the label pack-
age of every T35, together with custom templates. The default labels can be replaced by user-printed labels.

User customization of LED operation is of maximum benefit in installations where languages other than English are used to
communicate with operators. Refer to the User-programmable LEDs section in chapter 5 for the settings used to program
the operation of the LEDs on these panels.

b) STANDARD FACEPLATE

The standard faceplate consists of three panels with LED indicators, keys, and a communications port. The RESET key is
used to reset any latched LED indicator or target message, once the condition has been cleared (these latched conditions
can also be reset via the SETTINGS = { INPUT/OUTPUTS = { RESETTING menu). The RS232 port is for connection to a com-
puter.

The USER keys are not used in this unit.

Figure 4-19: LED PANEL 1

842781A1.CDR
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STATUS INDICATORS:

* IN SERVICE: Indicates that control power is applied; all monitored inputs/outputs and internal systems are OK; the
relay has been programmed.

+ TROUBLE: Indicates that the relay has detected an internal problem.
+  TEST MODE: Indicates that the relay is in test mode.

* TRIP: Indicates that the selected FlexLogic operand serving as a Trip switch has operated. This indicator always
latches; the reset command must be initiated to allow the latch to be reset.

+ ALARM: Indicates that the selected FlexLogic operand serving as an Alarm switch has operated. This indicator is
never latched.

*  PICKUP: Indicates that an element is picked up. This indicator is never latched.
EVENT CAUSE INDICATORS:

Events cause LEDs are turned on or off by protection elements that have their respective target setting selected as either
“Enabled” or “Latched”. If a protection element target setting is “Enabled”, then the corresponding event cause LEDs
remain on as long as operate operand associated with the element remains asserted. If a protection element target setting
is “Latched”, then the corresponding event cause LEDs turn on when the operate operand associated with the element is
asserted and remain on until the RESET button on the front panel is pressed after the operand is reset.

All elements that are able to discriminate faulted phases can independently turn off or on the phase A, B or C LEDs. This
includes phase instantaneous overcurrent, phase undervoltage, etc. This means that the phase A, B, and C operate oper-
ands for individual protection elements are ORed to turn on or off the phase A, B or C LEDs.

* VOLTAGE: Indicates voltage was involved.

+ CURRENT: Indicates current was involved.

+  FREQUENCY: Indicates frequency was involved.

*  OTHER: Indicates a composite function was involved.

* PHASE A: Indicates phase A was involved.

» PHASE B: Indicates phase B was involved.

+ PHASE C: Indicates phase C was involved.

*+  NEUTRAL/GROUND: Indicates that neutral or ground was involved.
USER-PROGRAMMABLE INDICATORS:

The second and third provide 48 amber LED indicators whose operation is controlled by the user. Support for applying a
customized label beside every LED is provided.

User customization of LED operation is of maximum benefit in installations where languages other than English are used to
communicate with operators. Refer to the User-programmable LEDs section in chapter 5 for the settings used to program
the operation of the LEDs on these panels.

USER-PROGRAMMABLE LEDS USER-PROGRAMMABLE LEDS
() H (9) u (17) B (25) | (33) | (41)
H (2 u (10) | (18) H (26) W (34) W (42)
H (3 | (1) H (19 u (27) W (35) W (43)
u (4) u (12 H (20) W (28) | (36) W (44)
| (5 H (13 u (21) H (29) m (37) W (45)
H (6) u (14) H (22 W (30) H (38) W (46)
u (7 | (15) W (23) H (31) m (39) W (47)
H (8) | (16) W (249) W (32 W (40) W (48)

842782A1CDR
Figure 4-20: LED PANELS 2 AND 3 (INDEX TEMPLATE)

DEFAULT LABELS FOR LED PANEL 2:

The default labels are intended to represent:

4-16 T35 Transformer Protection System GE Multilin



4 HUMAN INTERFACES 4.3 FACEPLATE INTERFACE

*+  GROUP 1...6: The illuminated GROUP is the active settings group.

Firmware revisions 2.9x and earlier support eight user setting groups; revisions 3.0x and higher support six setting
groups. For convenience of users using earlier firmware revisions, the relay panel shows eight setting groups.
NOTE  Please note that the LEDs, despite their default labels, are fully user-programmable.

The relay is shipped with the default label for the LED panel 2. The LEDs, however, are not pre-programmed. To match the
pre-printed label, the LED settings must be entered as shown in the User-programmable LEDs section of chapter 5. The
LEDs are fully user-programmable. The default labels can be replaced by user-printed labels for both panels as explained
in the following section.

842783A1.CDR

Figure 4-21: LED PANEL 2 (DEFAULT LABELS)

4.3.3 CUSTOM LABELING OF LEDS

a) ENHANCED FACEPLATE

The following procedure requires these pre-requisites:

*  EnerVista UR Setup software is installed and operational
»  The T35 settings have been saved to a settings file

«  The T35 front panel label cutout sheet (GE Multilin part number 1006-0047) has been downloaded from
http://www.gedigitalenergy.com/products/support/ur/URLEDenhanced.doc and printed

*  Small-bladed knife

To create custom LED labels for the enhanced front panel display:
1. Start the EnerVista UR Setup software.
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2. Select the Front Panel Report item at the bottom of the menu tree for the settings file. The front panel report window

displays.

o o b~ ow

* Front Panel Report // D60_540.urs : D:\Documents and ;lglil
Save = Restore | & Default | 24 Reset "ﬁ?‘v“"i‘-‘;;ﬂde
-
LED Labels
Leocroupt RN LEoGroupz QN Leo Goups I LED Groups |
L
To adjust printout alignment, edit the offse LED Ofsets | Buiion Offsets To print Prirt _I
-
D50_540,urs | Ry

Figure 4-22: FRONT PANEL REPORT WINDOW

tabs are used for removal of the default and custom LED labels.

When printing is complete, fold the sheet along the perforated lines and punch out the labels.

Enter the text to appear next to each LED and above each user-programmable pushbuttons in the fields provided.

Feed the T35 front panel label cutout sheet into a printer and press the Print button in the front panel report window.

Remove the T35 label insert tool from the package and bend the tabs as described in the following procedures. These

It is important that the tool be used EXACTLY as shown below, with the printed side containing the GE part number

facing the user.

NOTE

The label package shipped with every T35 contains the three default labels shown below, the custom label template sheet,

and the label removal tool.

If the default labels are suitable for your application, insert them in the appropriate slots and program the LEDs to match
them. If you require custom labels, follow the procedures below to remove the original labels and insert the new ones.

The following procedure describes how to setup and use the label removal tool.

1. Bend the tabs at the left end of the tool upwards as shown below.
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R Lobel Insert Toal ( -
f

wlin

*»

T35 Transformer Protection System

F

" |

GE Multilin
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2. Bend the tab at the center of the tool tail as shown below.

The following procedure describes how to remove the LED labels from the T35 enhanced front panel and insert the custom
labels.

1. Use the knife to lift the LED label and slide the label tool underneath. Make sure the bent tabs are pointing away from
the relay.

2. Slide the label tool under the LED label until the tabs snap out as shown below. This attaches the label tool to the LED
label.
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3. Remove the tool and attached LED label as shown below.

4.

¥

Multifin

The following procedure describes how to remove the user-programmable pushbutton labels from the T35 enhanced front
panel and insert the custom labels.

1. Use the knife to lift the pushbutton label and slide the tail of the label tool underneath, as shown below. Make sure the
bent tab is pointing away from the relay.

4-20
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2. Slide the label tool under the user-programmable pushbutton label until the tabs snap out as shown below. This
attaches the label tool to the user-programmable pushbutton label.

3. Remove the tool and attached user-programmable pushbutton label as shown below.
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4. Slide the new user-programmable pushbutton label inside the pocket until the text is properly aligned with the buttons,
as shown below.

[ ]
[ |
|
|
N
]
]
L ]
]
[ |
[ ]
E

b) STANDARD FACEPLATE

Custom labeling of an LED-only panel is facilitated through a Microsoft Word file available from the following URL:
http://www.gedigitalenergy.com/products/support/ur/GET-8494A.doc

This file provides templates and instructions for creating appropriate labeling for the LED panel. The following procedures
are contained in the downloadable file. The panel templates provide relative LED locations and located example text (x)
edit boxes. The following procedure demonstrates how to install/uninstall the custom panel labeling.

1. Remove the clear Lexan Front Cover (GE Multilin part number: 1501-0014).

Push in
and gently lift
up the cover.

842771A1.CDR

2. Pop out the LED module and/or the blank module with a screwdriver as shown below. Be careful not to damage the
plastic covers.

842722A1.COR

3. Place the left side of the customized module back to the front panel frame, then snap back the right side.

4. Put the clear Lexan front cover back into place.

4-22 T35 Transformer Protection System GE Multilin


http://www.gedigitalenergy.com/products/support/ur/GET-8494A.doc

4 HUMAN INTERFACES 4.3 FACEPLATE INTERFACE

The following items are required to customize the T35 display module:
»  Black and white or color printer (color preferred)
*  Microsoft Word 97 or later software for editing the template

+ 1 each of: 8.5" x 11" white paper, exacto knife, ruler, custom display module (GE Multilin Part Number: 1516-0069),
and a custom module cover (GE Multilin Part Number: 1502-0015)

The following procedure describes how to customize the T35 display module:

1.  Open the LED panel customization template with Microsoft Word. Add text in places of the LED x text placeholders on
the template(s). Delete unused place holders as required.

When complete, save the Word file to your computer for future use.
Print the template(s) to a local printer.

From the printout, cut-out the Background Template from the three windows, using the cropmarks as a guide.

o kM w0 DN

Put the Background Template on top of the custom display module (GE Multilin Part Number: 1513-0069) and snap the
clear custom module cover (GE Multilin Part Number: 1502-0015) over it and the templates.

4.3.4 DISPLAY

All messages are displayed on a backlit liquid crystal display (LCD) to make them visible under poor lighting conditions.
While the keypad and display are not actively being used, the display defaults to user-defined messages. Any high-priority
event-driven message automatically overrides the default message and appears on the display.

4.3.5 KEYPAD

Display messages are organized into pages under the following headings: actual values, settings, commands, and targets.
The MENU key navigates through these pages. Each heading page is divided further into logical subgroups.

The MESSAGE keys navigate through the subgroups. The VALUE keys increment or decrement numerical setting values
when in programming mode. These keys also scroll through alphanumeric values in the text edit mode. Alternatively, val-
ues can be entered with the numeric keypad.

The decimal key initiates and advances to the next character in text edit mode or enters a decimal point.
The HELP key can be pressed at any time for context-sensitive help messages.

The ENTER key stores altered setting values.

4.3.6 BREAKER CONTROL

a) INTRODUCTION

The T35 can interface with associated circuit breakers. In many cases the application monitors the state of the breaker, that
can be presented on faceplate LEDs, along with a breaker trouble indication. Breaker operations can be manually initiated
from faceplate keypad or automatically initiated from a FlexLogic operand. A setting is provided to assign names to each
breaker; this user-assigned name is used for the display of related flash messages. These features are provided for two
breakers; the user can use only those portions of the design relevant to a single breaker, which must be breaker 1.

For the following discussion it is assumed the SETTINGS = SYSTEM SETUP = { BREAKERS = BREAKER 1(2) & BREAKER
FUNCTION setting is "Enabled" for each breaker.
b) CONTROL MODE SELECTION AND MONITORING

Installations can require that a breaker is operated in the three-pole only mode (3-pole), or in the one and three-pole (1-
pole) mode, selected by setting. If the mode is selected as three-pole, a single input tracks the breaker open or closed posi-
tion. If the mode is selected as one-pole, all three breaker pole states must be input to the relay. These inputs must be in
agreement to indicate the position of the breaker.

For the following discussion it is assumed the SETTINGS = { SYSTEM SETUP = {/ BREAKERS = BREAKER 1(2) = { BREAKER
1(2) PUSH BUTTON CONTROL setting is “Enabled” for each breaker.

GE Multilin T35 Transformer Protection System 4-23




4.3 FACEPLATE INTERFACE 4 HUMAN INTERFACES

c) FACEPLATE (USER KEY) CONTROL

After the 30 minute interval during which command functions are permitted after a correct command password, the user
cannot open or close a breaker via the keypad. The following discussions begin from the not-permitted state.

d) CONTROL OF TWO BREAKERS

For the following example setup, the (Name) field represents the user-programmed variable name.

For this application (setup shown below), the relay is connected and programmed for both breaker 1 and breaker 2. The
USER 1 key performs the selection of which breaker is to be operated by the USER 2 and USER 3 keys. The USER 2 key
is used to manually close the breaker and the USER 3 key is used to manually open the breaker.

ENTER COMMAND
PASSWORD

Press USER 1
To Select Breaker

BKR1- (Name) SELECTED
USER 2=CLS/USER 3=OP

(1)

USER 2 OFF/ON
To Close BKR1- (Name)

(2)

USER 3 OFF/ON
To Open BKR1- (Name)

(3)

BKR2- (Name) SELECTED
USER 2=CLS/USER 3=OP

This message appears when the USER 1, USER 2, or USER 3 key is pressed and a
COMMAND PASSWORD is required; i.e. if COMMAND PASSWORD is enabled and no com-
mands have been issued within the last 30 minutes.

This message appears if the correct password is entered or if none is required. This mes-
sage displays for 30 seconds or until the USER 1 key is pressed again.

This message is displayed after the USER 1 key is pressed for the second time. Three
possible actions can be performed from this state within 30 seconds as per items (1), (2)
and (3) below:

If the USER 2 key is pressed, this message appears for 20 seconds. If the USER 2 key is
pressed again within that time, a signal is created that can be programmed to operate an
output relay to close breaker 1.

If the USER 3 key is pressed, this message appears for 20 seconds. If the USER 3 key is
pressed again within that time, a signal is created that can be programmed to operate an
output relay to open breaker 1.

If the USER 1 key is pressed at this step, this message appears showing that a different
breaker is selected. Three possible actions can be performed from this state as per (1),
(2) and (3). Repeatedly pressing the USER 1 key alternates between available breakers.
Pressing keys other than USER 1, 2, or 3 at any time aborts the breaker control function.

e) CONTROL OF ONE BREAKER

For this application the relay is connected and programmed for breaker 1 only. Operation for this application is identical to
that described above for two breakers.

4.3.7 MENUS

a) NAVIGATION

Press the MENU key to select a header display page (top-level menu). The header title appears momentarily followed by a
header display page menu item. Each press of the MENU key advances through the following main heading pages:

e Actual values
+  Settings
«  Commands

+ Targets

»  User displays (when enabled)
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b) HIERARCHY

The setting and actual value messages are arranged hierarchically. The header display pages are indicated by double
scroll bar characters (Em), while sub-header pages are indicated by single scroll bar characters (B). The header display
pages represent the highest level of the hierarchy and the sub-header display pages fall below this level. The MESSAGE
UP and DOWN keys move within a group of headers, sub-headers, setting values, or actual values. Continually pressing
the MESSAGE RIGHT key from a header display displays specific information for the header category. Conversely, contin-
ually pressing the MESSAGE LEFT key from a setting value or actual value display returns to the header display.

HIGHEST LEVEL LOWEST LEVEL (SETTING

VALUE)
EE SETTINGS ap B PASSWORD @p |pccEss LEVEL:
EE PRODUCT SETUP B SECURITY Restricted
@
\J

HE SETTINGS
HE SYSTEM SETUP

c) EXAMPLE MENU NAVIGATION

HE ACTUAL VALUES
HE STATUS

Press the MENU key until the header for the first Actual Values page appears. This
page contains system and relay status information. Repeatedly press the MESSAGE
keys to display the other actual value headers.

v

HE SETTINGS
HE PRODUCT SETUP

Press the MENU key until the header for the first page of Settings appears. This page
contains settings to configure the relay.

U

HE SETTINGS
HE SYSTEM SETUP

Press the MESSAGE DOWN key to move to the next Settings page. This page con-
tains settings for System Setup. Repeatedly press the MESSAGE UP and DOWN
keys to display the other setting headers and then back to the first Settings page

header.

4
H PASSWORD From the Settings page one header (Product Setup), press the MESSAGE RIGHT
B SECURITY key once to display the first sub-header (Password Security).

g
ACCESS LEVEL: Press the MESSAGE RIGHT key once more and this will display the first setting for
Restricted Password Security. Pressing the MESSAGE DOWN key repeatedly will display the

0 remaining setting messages for this sub-header.
H PASSWORD Press the MESSAGE LEFT key once to move back to the first sub-header message.
B SECURITY

g
H DISPLAY Pressing the MESSAGE DOWN key displays the second setting sub-header associ-
H PROPERTIES ated with the Product Setup header.

4
FLASH MESSAGE Press the MESSAGE RIGHT key once more to display the first setting for Display
TIME: 1.0 s Properties.

g
DEFAULT MESSAGE To view the remaining settings associated with the Display Properties subheader,
INTENSITY: 25% repeatedly press the MESSAGE DOWN key. The last message appears as shown.

GE Multilin
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4.3.8 CHANGING SETTINGS

a) ENTERING NUMERICAL DATA

Each numerical setting has its own minimum, maximum, and increment value associated with it. These parameters define
what values are acceptable for a setting.

FLASH MESSAGE
TIME: 1.0 s

4

MINIMUM: 0.5
MAXIMUM: 10.0

For example, select the SETTINGS = PRODUCT SETUP = {! DISPLAY PROPERTIES => FLASH
MESSAGE TIME setting.

Press the HELP key to view the minimum and maximum values. Press the HELP key
again to view the next context sensitive help message.

Two methods of editing and storing a numerical setting value are available.

+ 0to 9 and decimal point: The relay numeric keypad works the same as that of any electronic calculator. A number is
entered one digit at a time. The leftmost digit is entered first and the rightmost digit is entered last. Pressing the MES-
SAGE LEFT key or pressing the ESCAPE key, returns the original value to the display.

*  VALUE keys: The VALUE UP key increments the displayed value by the step value, up to the maximum value allowed.
While at the maximum value, pressing the VALUE UP key again allows the setting selection to continue upward from
the minimum value. The VALUE DOWN key decrements the displayed value by the step value, down to the minimum
value. While at the minimum value, pressing the VALUE DOWN key again allows the setting selection to continue
downward from the maximum value.

FLASH MESSAGE
TIME: 2.5 s

U

NEW SETTING
HAS BEEN STORED

As an example, set the flash message time setting to 2.5 seconds. Press the appropriate
numeric keys in the sequence “2 . 5". The display message changes as the digits are
being entered.

Until ENTER is pressed, editing changes are not registered by the relay. Therefore, press
ENTER to store the new value in memory. This flash message momentarily appears as
confirmation of the storing process. Numerical values which contain decimal places are
rounded-off if more decimal place digits are entered than specified by the step value.

b) ENTERING ENUMERATION DATA

Enumeration settings have data values which are part of a set, whose members are explicitly defined by a name. A set is
comprised of two or more members.

ACCESS LEVEL:
Restricted

For example, the selections available for ACCESS LEVEL are "Restricted", "Command",
"Setting", and "Factory Service".

Enumeration type values are changed using the VALUE keys. The VALUE UP key displays the next selection while the
VALUE DOWN key displays the previous selection.

ACCESS LEVEL:
Setting

v

NEW SETTING
HAS BEEN STORED

If the ACCESS LEVEL needs to be "Setting", press the VALUE keys until the proper selec-
tion is displayed. Press HELP at any time for the context sensitive help messages.

Changes are not registered by the relay until the ENTER key is pressed. Pressing
ENTER stores the new value in memory. This flash message momentarily appears as
confirmation of the storing process.

c) ENTERING ALPHANUMERIC TEXT

Text settings have data values which are fixed in length, but user-defined in character. They can be upper case letters,
lower case letters, numerals, and a selection of special characters.
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There are several places where text messages can be programmed to allow the relay to be customized for specific applica-
tions. One example is the Message Scratchpad. Use the following procedure to enter alphanumeric text messages.

For example: to enter the text, “Breaker #1”.

1. Press the decimal point to enter text edit mode.

2. Press the VALUE keys until the character 'B' appears; press the decimal key to advance the cursor to the next position.
3. Repeat step 2 for the remaining characters: r,e,ak,e,r, ,#1.

4. Press ENTER to store the text.

5. If you have any problem, press HELP to view context sensitive help. Flash messages appear sequentially for several

seconds each. For the case of a text setting message, pressing HELP displays how to edit and store new values.

d) ACTIVATING THE RELAY

RELAY SETTINGS: When the relay is powered up, the Trouble LED is on, the In Service LED off, and this
Not Programmed message displayed, indicating the relay is in the "Not Programmed" state and is safe-
guarding (output relays blocked) against the installation of a relay whose settings have
not been entered. This message remains until the relay is explicitly put in the "Pro-
grammed" state.

To change the RELAY SETTINGS: "Not Programmed" mode to "Programmed", proceed as follows:

1. Press the MENU key until the SETTINGS header flashes momentarily and the PRODUCT SETUP message appears on the
display.

2. Press the MESSAGE RIGHT key until the PASSWORD SECURITY message appears on the display.
3. Press the MESSAGE DOWN key until the INSTALLATION message appears on the display.
4. Press the MESSAGE RIGHT key until the RELAY SETTINGS: Not Programmed message is displayed.
SETTINGS
0
HE SETTINGS KD B PASSWORD
HE PRODUCT SETUP B SECURITY
(@ |m pisprAY
(¥ |m PROPERTIES
{
B INSTALLATION RELAY SETTINGS:
@ | | @am Not Programmed

5. After the RELAY SETTINGS: Not Programmed message appears on the display, press the VALUE keys change the
selection to "Programmed".

6. Pressthe ENTER key.

RELAY SETTINGS: RELAY SETTINGS: NEW SETTING
Not Programmed Programmed HAS BEEN STORED

7. When the "NEW SETTING HAS BEEN STORED" message appears, the relay is in "Programmed" state and the In
Service LED turns on.

e) ENTERING INITIAL PASSWORDS

The information in this section refers to password security. For information on how to set or change CyberSentry pass-
words, see the Settings > Product Setup > Security > CyberSentry section in the next chapter.
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The T35 supports password entry from a local or remote connection.

Local access is defined as any access to settings or commands via the faceplate interface. This includes both keypad entry
and the faceplate RS232 connection. Remote access is defined as any access to settings or commands via any rear com-
munications port. This includes both Ethernet and RS485 connections. Any changes to the local or remote passwords
enables this functionality.

To enter the initial setting (or command) password, proceed as follows:

1. Press the MENU key until the SETTINGS header flashes momentarily and the PRODUCT SETUP message appears on the
display.

2. Press the MESSAGE RIGHT key until the ACCESS LEVEL message appears on the display.
Press the MESSAGE DOWN key until the CHANGE LOCAL PASSWORDS message appears on the display.

Press the MESSAGE RIGHT key until the CHANGE SETTING PASSWORD or CHANGE COMMAND PASSWORD message
appears on the display.

HE PASSWORD @l}) ACCESS LEVEL:
HE SECURITY Restricted

B CHANGE LOCAL CHANGE COMMAND
a» B PASSWORDS a» PASSWORD: No

CHANGE SETTING
PASSWORD: No

ENCRYPTED COMMAND
PASSWORD: --—----—---

@» «@»

ENCRYPTED SETTING
PASSWORD: --—----—---

»

5. After the CHANGE...PASSWORD message appears on the display, press the VALUE UP or DOWN key to change the
selection to “Yes”.

6. Pressthe ENTER key and the display prompts you to ENTER NEW PASSWORD.
Type in a numerical password (up to 10 characters) and press the ENTER key.

When the VERIFY NEW PASSWORD is displayed, re-type in the same password and press ENTER.

CHANGE SETTING
PASSWORD: No

CHANGE SETTING ENTER NEW VERIFY NEW
PASSWORD: Yes PASSWORD: ########## PASSWORD: ########44

NEW PASSWORD
HAS BEEN STORED

9. When the NEW PASSWORD HAS BEEN STORED message appears, your new Setting (or Command) Password will be
active.

f) CHANGING EXISTING PASSWORD

To change an existing password, follow the instructions in the previous section with the following exception. A message
prompts you to type in the existing password (for each security level) before a new password can be entered.

g) INVALID PASSWORD ENTRY

When an incorrect command or setting password has been entered via the faceplate interface three times within a 3-minute
time span, the LOCAL ACCESS DENIED FlexLogic operand is set to “On” and the T35 does not allow settings or command
level access via the faceplate interface for the next five minutes, or in the event that an incorrect Command Or Setting
password has been entered via the any external communications interface three times within a 3-minute time span, the
REMOTE ACCESS DENIED FlexLogic operand is set to “On” and the T35 does not allow settings or command access via the
any external communications interface for the next five minutes.
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In the event that an incorrect Command or Setting password has been entered via the any external communications inter-
face three times within a three-minute time span, the REMOTE ACCESS DENIED FlexLogic operand is set to “On” and the
T35 does not allow Settings or Command access via the any external communications interface for the next ten minutes.
The REMOTE ACCESS DENIED FlexLogic operand is set to “Off” after the expiration of the ten-minute timeout.
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5 SETTINGS 5.1 OVERVIEW

5.1.1 SETTINGS MENU
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% : COMMUNICATIONS See page 5-26.
% : MODBUS USER MAP See page 5-57.
% : gigIéKTIm See page 5-57.
% : gigifigiom hE See page 5-62.
% : OSCILLOGRAPHY See page 5-63.
% : DATA LOGGER See page 5-65.
% : E:ﬁz_PROG L See page 5-66.
% : g:?;_:gggs o See page 5-69.
% : gggflgg;rorqs See page 5-70.
S | Sosmomons | see page 572,
I
% : giggiﬁgINABLE See page 5-78.
% : DIRECT 1/0 See page 5-80.
% : TELEPROTECTION See page 5-88.
@ : INSTALLATION See page 5-89.
@
:: zgzgéﬂGzETUP ({”}) : AC INPUTS See page 5-91.
) % : POWER SYSTEM See page 5-93.
% : SIGNAL SOURCES See page 5-94.
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5.1 OVERVIEW 5 SETTINGS

5.1.2 INTRODUCTION TO ELEMENTS

In the design of UR relays, the term element is used to describe a feature that is based around a comparator. The compar-
ator is provided with an input (or set of inputs) that is tested against a programmed setting (or group of settings) to deter-
mine if the input is within the defined range that will set the output to logic 1, also referred to as setting the flag. A single
comparator may make multiple tests and provide multiple outputs; for example, the time overcurrent comparator sets a
pickup flag when the current input is above the setting and sets an operate flag when the input current has been at a level
above the pickup setting for the time specified by the time-current curve settings. All comparators use analog parameter
actual values as the input.

Elements are arranged into two classes, grouped and control. Each element classed as a grouped element is provided with
six alternate sets of settings, in setting groups numbered 1 through 6. The performance of a grouped element is defined by
the setting group that is active at a given time. The performance of a control element is independent of the selected active
setting group.

The main characteristics of an element are shown on the element logic diagram. This includes the inputs, settings, fixed
logic, and the output operands generated (abbreviations used on scheme logic diagrams are defined in Appendix F).

Some settings for current and voltage elements are specified in per-unit (pu) calculated quantities:
pu quantity = (actual quantity) / (base quantity)
For current elements, the base quantity is the nominal secondary or primary current of the CT.

Where the current source is the sum of two CTs with different ratios, the base quantity will be the common secondary or pri-
mary current to which the sum is scaled (that is, normalized to the larger of the two rated CT inputs). For example, if CT1 =
300/5Aand CT2=100/5 A, then in order to sum these, CT2 is scaled to the CT1 ratio. In this case, the base quantity will
be 5 A secondary or 300 A primary.

For voltage elements the base quantity is the nominal primary voltage of the protected system which corresponds (based
on VT ratio and connection) to secondary VT voltage applied to the relay.

For example, on a system with a 13.8 kV nominal primary voltage and with 14400:120 V delta-connected VTs, the second-
ary nominal voltage (1 pu) would be:

13800

WX120 =115V (EQ5.1)

For wye-connected VTs, the secondary nominal voltage (1 pu) would be:

13800 120

14400 < 5 - %04V (EQ 5.2)

Many settings are common to most elements and are discussed below:

*  FUNCTION setting: This setting programs the element to be operational when selected as “Enabled”. The factory
default is “Disabled”. Once programmed to “Enabled”, any element associated with the function becomes active and all
options become available.

+  NAME setting: This setting is used to uniquely identify the element.
*  SOURCE setting: This setting is used to select the parameter or set of parameters to be monitored.

+  PICKUP setting: For simple elements, this setting is used to program the level of the measured parameter above or
below which the pickup state is established. In more complex elements, a set of settings may be provided to define the
range of the measured parameters which will cause the element to pickup.

* PICKUP DELAY setting: This setting sets a time-delay-on-pickup, or on-delay, for the duration between the pickup
and operate output states.

+ RESET DELAY setting: This setting is used to set a time-delay-on-dropout, or off-delay, for the duration between the
Operate output state and the return to logic 0 after the input transits outside the defined pickup range.

* BLOCK setting: The default output operand state of all comparators is a logic 0 or “flag not set”. The comparator
remains in this default state until a logic 1 is asserted at the RUN input, allowing the test to be performed. If the RUN
input changes to logic 0 at any time, the comparator returns to the default state. The RUN input is used to supervise
the comparator. The BLOCK input is used as one of the inputs to RUN control.
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+  TARGET setting: This setting is used to define the operation of an element target message. When set to “Disabled”,
no target message or illumination of a faceplate LED indicator is issued upon operation of the element. When set to
“Self-Reset”, the target message and LED indication follow the operate state of the element, and self-resets once the
operate element condition clears. When set to “Latched”, the target message and LED indication will remain visible
after the element output returns to logic 0 until a RESET command is received by the relay.

« EVENTS setting: This setting is used to control whether the pickup, dropout or operate states are recorded by the
event recorder. When set to “Disabled”, element pickup, dropout or operate are not recorded as events. When set to
“Enabled”, events are created for:

(Element) PKP (pickup)
(Element) DPO (dropout)
(Element) OP (operate)

The DPO event is created when the measure and decide comparator output transits from the pickup state (logic 1) to
the dropout state (logic 0). This could happen when the element is in the operate state if the reset delay time is not 0.

5.1.3 INTRODUCTION TO AC SOURCES

a) BACKGROUND

The T35 may be used on systems with breaker-and-a-half or ring bus configurations. In these applications, each of the two
three-phase sets of individual phase currents (one associated with each breaker) can be used as an input to a breaker fail-
ure element. The sum of both breaker phase currents and 31_0 residual currents may be required for the circuit relaying
and metering functions. For a three-winding transformer application, it may be required to calculate watts and vars for each
of three windings, using voltage from different sets of VTs. These requirements can be satisfied with a single UR, equipped
with sufficient CT and VT input channels, by selecting the parameter to measure. A mechanism is provided to specify the
AC parameter (or group of parameters) used as the input to protection/control comparators and some metering elements.

Selection of the parameter(s) to measure is partially performed by the design of a measuring element or protection/control
comparator by identifying the type of parameter (fundamental frequency phasor, harmonic phasor, symmetrical component,
total waveform RMS magnitude, phase-phase or phase-ground voltage, etc.) to measure. The user completes the process
by selecting the instrument transformer input channels to use and some of the parameters calculated from these channels.
The input parameters available include the summation of currents from multiple input channels. For the summed currents of
phase, 31_0, and ground current, current from CTs with different ratios are adjusted to a single ratio before summation.

A mechanism called a source configures the routing of CT and VT input channels to measurement sub-systems. Sources,
in the context of UR series relays, refer to the logical grouping of current and voltage signals such that one source contains
all the signals required to measure the load or fault in a particular power apparatus. A given source may contain all or some
of the following signals: three-phase currents, single-phase ground current, three-phase voltages and an auxiliary voltage
from a single VT for checking for synchronism.

To illustrate the concept of sources, as applied to current inputs only, consider the breaker-and-a-half scheme below. In this
application, the current flows as shown by the arrows. Some current flows through the upper bus bar to some other location
or power equipment, and some current flows into transformer winding 1. The current into winding 1 is the phasor sum (or
difference) of the currents in CT1 and CT2 (whether the sum or difference is used depends on the relative polarity of the CT
connections). The same considerations apply to transformer winding 2. The protection elements require access to the net
current for transformer protection, but some elements may need access to the individual currents from CT1 and CT2.
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CcT1 through current CT2
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Figure 5-1: BREAKER-AND-A-HALF SCHEME

In conventional analog or electronic relays, the sum of the currents is obtained from an appropriate external connection of
all CTs through which any portion of the current for the element being protected could flow. Auxiliary CTs are required to
perform ratio matching if the ratios of the primary CTs to be summed are not identical. In the UR series of relays, provisions
have been included for all the current signals to be brought to the UR device where grouping, ratio correction and summa-
tion are applied internally via configuration settings.

A major advantage of using internal summation is that the individual currents are available to the protection device; for
example, as additional information to calculate a restraint current, or to allow the provision of additional protection features
that operate on the individual currents such as breaker failure.

Given the flexibility of this approach, it becomes necessary to add configuration settings to the platform to allow the user to
select which sets of CT inputs will be added to form the net current into the protected device.

The internal grouping of current and voltage signals forms an internal source. This source can be given a specific name
through the settings, and becomes available to protection and metering elements in the UR platform. Individual names can
be given to each source to help identify them more clearly for later use. For example, in the scheme shown in the above
diagram, the user configures one source to be the sum of CT1 and CT2 and can name this source as “Wdg1 I”.

Once the sources have been configured, the user has them available as selections for the choice of input signal for the pro-
tection elements and as metered quantities.

b) CT/VT MODULE CONFIGURATION

CT and VT input channels are contained in CT/VT modules. The type of input channel can be phase/neutral/other voltage,
phase/ground current, or sensitive ground current. The CT/VT modules calculate total waveform RMS levels, fundamental
frequency phasors, symmetrical components and harmonics for voltage or current, as allowed by the hardware in each
channel. These modules may calculate other parameters as directed by the CPU module.

A CT/VT module contains up to eight input channels, numbered 1 through 8. The channel numbering corresponds to the
module terminal numbering 1 through 8 and is arranged as follows: Channels 1, 2, 3 and 4 are always provided as a group,
hereafter called a “bank,” and all four are either current or voltage, as are channels 5, 6, 7 and 8. Channels 1, 2, 3 and 5, 6,
7 are arranged as phase A, B and C respectively. Channels 4 and 8 are either another current or voltage.

Banks are ordered sequentially from the block of lower-numbered channels to the block of higher-numbered channels, and
from the CT/VT module with the lowest slot position letter to the module with the highest slot position letter, as follows:

INCREASING SLOT POSITION LETTER -->

CT/VT MODULE 1 CT/VT MODULE 2 CT/VT MODULE 3
<bank 1> < bank 3 > <bank 5>

<bank 2 > <bank 4 > < bank 6 >
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The UR platform allows for a maximum of three sets of three-phase voltages and six sets of three-phase currents. The
result of these restrictions leads to the maximum number of CT/VT modules in a chassis to three. The maximum number of
sources is six. A summary of CT/VT module configurations is shown below.

ITEM MAXIMUM NUMBER
CT/VT Module 3
CT Bank (3 phase channels, 1 ground channel) 12
VT Bank (3 phase channels, 1 auxiliary channel) 6

c) CT/VT INPUT CHANNEL CONFIGURATION

Upon relay startup, configuration settings for every bank of current or voltage input channels in the relay are automatically
generated from the order code. Within each bank, a channel identification label is automatically assigned to each bank of
channels in a given product. The bank naming convention is based on the physical location of the channels, required by the
user to know how to connect the relay to external circuits. Bank identification consists of the letter designation of the slot in
which the CT/VT module is mounted as the first character, followed by numbers indicating the channel, either 1 or 5.

For three-phase channel sets, the number of the lowest numbered channel identifies the set. For example, F1 represents
the three-phase channel set of F1/F2/F3, where F is the slot letter and 1 is the first channel of the set of three channels.

Upon startup, the CPU configures the settings required to characterize the current and voltage inputs, and will display them
in the appropriate section in the sequence of the banks (as described above) as follows for a maximum configuration: F1,
F5, M1, M5, U1, and U5.

The above section explains how the input channels are identified and configured to the specific application instrument
transformers and the connections of these transformers. The specific parameters to be used by each measuring element
and comparator, and some actual values are controlled by selecting a specific source. The source is a group of current and
voltage input channels selected by the user to facilitate this selection. With this mechanism, a user does not have to make
multiple selections of voltage and current for those elements that need both parameters, such as a distance element or a
watt calculation. It also gathers associated parameters for display purposes.

The basic idea of arranging a source is to select a point on the power system where information is of interest. An applica-
tion example of the grouping of parameters in a source is a transformer winding, on which a three phase voltage is mea-
sured, and the sum of the currents from CTs on each of two breakers is required to measure the winding current flow.
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5.2.1 SECURITY

a) SECURITY OVERVIEW
The following security features are available:
»  Password security — Basic security present in the default offering of the product

»  EnerVista security — Role-based access to various EnerVista software screens and configuration elements. The fea-
ture is available in the default offering of the product and only in the EnerVista software.

«  CyberSentry security — Advanced security options available as a software option. When purchased, the options are
automatically enabled, and the default Password security and EnerVista security are disabled.

b) LOST PASSWORD

If all passwords are lost, recovery is possible by resetting the unit to default values.

To reset the unit after a lost password:

1. Email GE customer service at multilin.tech@ge.com with the serial number and using a recognizable corporate email
account. Customer service provides a code to reset the relay to the factory defaults.

2. Enter the reset code on the front panel, under Commands > Commands Relay Maintenance > Service Command.

3. Change the default password of ChangeMe1# as outlined in the Set Up CyberSentry and Change Default Password
section in the first chapter.

c) PASSWORD REQUIREMENTS

For password security and CyberSentry security, a user account requires an alpha-numeric password that meets the follow-
ing requirements:

. Password is case-sensitive

« Password cannot contain the user account name or parts of the user account that exceed two consecutive characters
+ Password must be 6 to 20 characters in length
+ Password must contain characters from three of the following four categories:

- English uppercase characters (A through Z)

- English lowercase characters (a through z)

- Base 10 digits (0 through 9)

- Non-alphabetic characters (for example, ~, |, @, #, $,%, &)

d) PASSWORD SECURITY
PATH: SETTINGS = PRODUCT SETUP = SECURITY

W SECURITY ACCESS LEVEL: Range: Restricted, Command, Setting,
- “p Restricted Factory Service (for factory use only)
(4] |® CHANGE LOCAL
MESSAGE 'y
® |m passworDs See page 5-9
(4 |® ACCESS
MESSAGE s 5-10.
@ [m SUPERVISION ee page
(@1 |® DUAL PERMISSION
MESSAGE _11.
® |m SECURITY ACCESS See page 5
MESSAGE @ PASSWORD ACCESS Range: Disabled, Enabled
EVENTS: Disabled

The T35 supports password entry from a local or remote connection.
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Local access is defined as any access to settings or commands via the faceplate interface. This includes both keypad entry
and the through the faceplate RS232 port. Remote access is defined as any access to settings or commands via any rear
communications port. This includes both Ethernet and RS485 connections. Any changes to the local or remote passwords
enables this functionality.

When entering a settings or command password via EnerVista or any serial interface, the user must enter the correspond-
ing connection password. If the connection is to the back of the T35, the remote password must be used. If the connection
is to the RS232 port of the faceplate, the local password must be used.

The PASSWORD ACCESS EVENTS settings allows recording of password access events in the event recorder.

The local setting and command sessions are initiated by the user through the front panel display and are disabled either by
the user or by timeout (via the setting and command level access timeout settings). The remote setting and command ses-
sions are initiated by the user through the EnerVista UR Setup software and are disabled either by the user or by timeout.

The state of the session (local or remote, setting or command) determines the state of the following FlexLogic operands.
*+ ACCESS LOC SETG OFF: Asserted when local setting access is disabled

*+ ACCESS LOC SETG ON: Asserted when local setting access is enabled

+ ACCESS LOC CMND OFF: Asserted when local command access is disabled

+ ACCESS LOC CMND ON: Asserted when local command access is enabled

*+ ACCESS REM SETG OFF: Asserted when remote setting access is disabled

*+ ACCESS REM SETG ON: Asserted when remote setting access is enabled

+ ACCESS REM CMND OFF: Asserted when remote command access is disabled

+ ACCESS REM CMND ON: Asserted when remote command access is enabled

A command or setting write operation is required to update the state of all the remote and local security operands

shown above.
NOTE

LOCAL PASSWORDS
PATH: SETTINGS => PRODUCT SETUP => SECURITY = { CHANGE LOCAL PASSWORDS

H CHANGE LOCAL KD CHANGE COMMAND Range: No, Yes
B PASSWORDS PASSWORD: No
vessace @ |CHANGE SETTING Range: No, Yes
@ |PASSWORD: No
@ ENCRYPTED COMMAND Range: 0 to 9999999999
MESSAGE ® |passworD: -----————- Note: —------- indicates no password
ENCRYPTED SETTING Range: 0 to 9999999999
MESSAGE (& PASSWORD : ——————— Note: -------- indicates no password

Proper password codes are required to enable each access level. When a CHANGE COMMAND PASSWORD or CHANGE SET-
TING PASSWORD setting is programmed to “Yes” via the front panel interface, the following message sequence is invoked:

1. ENTER NEW PASSWORD:
2. VERIFY NEW PASSWORD:
3. NEW PASSWORD HAS BEEN STORED.

To gain write access to a “Restricted” setting, program the ACCESS LEVEL setting in the main security menu to “Setting” and
then change the setting, or attempt to change the setting and follow the prompt to enter the programmed password. If the
password is correctly entered, access will be allowed. Accessibility automatically reverts to the “Restricted” level according
to the access level timeout setting values.

1? If the setting and command passwords are identical, then this one password allows access to both commands and

settings.
NOTE
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1’? If a remote connection is established, local passcodes are not visible.
NOTE
REMOTE PASSWORDS
The remote password settings are visible only from a remote connection via the EnerVista UR Setup software.
Proper passwords are required to enable each command or setting level access.
To set the command or setting password:

1. Inthe EnerVista software, navigate to Settings > Product Setup > Security menu item to open the remote password
settings window.

2. Click the command or setting password Change button.

Enter the new password in the New Password field. Requirements are outlined in the Password Requirements section
at the beginning of the chapter. When an original password has already been used, enter it in the Enter Password
field and click the Send Password to Device button.

4. Re-enter the password in the Confirm Password field.

Click the OK button. The password is checked to ensure that is meets requirements.

-

Command Password

Pazswiord Status: Default

s

Mew Pagaword

Confirn Pazzward | xxxxxxxxxx

™ ok | % cancel

L A

1%7 If you establish a local connection to the relay (serial), you cannot view remote passcodes.

NOTE

ACCESS SUPERVISION
PATH: SETTINGS = PRODUCT SETUP = SECURITY = { ACCESS SUPERVISION

B ACCESS D) B ACCESS LEVEL
B SUPERVISION B TIMEOUTS

INVALID ATTEMPTS Range: 2to 5in steps of 1

MESSAGE @
) |BEFORE LOCKOUT: 3

PASSWORD LOCKOUT Range: 5 to 60 minutes in steps of 1

MESSAGE
@ DURATION: 5 min

The following access supervision settings are available.

* INVALID ATTEMPTS BEFORE LOCKOUT: This setting specifies the number of times an incorrect password can be
entered within a three-minute time span before lockout occurs. When lockout occurs, the LOCAL ACCESS DENIED or
REMOTE ACCESS DENIED FlexLogic operands are set to “On”. These operands are returned to the “Off” state upon
expiration of the lockout.

+  PASSWORD LOCKOUT DURATION: This setting specifies the time that the T35 will lockout password access after
the number of invalid password entries specified by the INVALID ATTEMPTS BEFORE LOCKOUT setting has occurred.

The T35 provides a means to raise an alarm upon failed password entry. Should password verification fail while accessing
a password-protected level of the relay (either settings or commands), the UNAUTHORIZED ACCESS FlexLogic operand is
asserted. The operand can be programmed to raise an alarm via contact outputs or communications. This feature can be
used to protect against both unauthorized and accidental access attempts.
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The UNAUTHORIZED ACCESS operand is reset with the COMMANDS = U CLEAR RECORDS ={ RESET UNAUTHORIZED
ALARMS command. Therefore, to apply this feature with security, the command level should be password-protected. The
operand does not generate events or targets.

The access level timeout settings are shown below.
PATH: SETTINGS = PRODUCT SETUP = SECURITY = { ACCESS SUPERVISION = ACCESS LEVEL TIMEOUTS

B ACCESS LEVEL D) COMMAND LEVEL ACCESS Range: 5 to 480 minutes in steps of 1
B TIMEOUTS TIMEOUT: 5 min
SETTING LEVEL ACCESS Range: 5 to 480 minutes in steps of 1
MESSAGE
@ TIMEOUT: 30 min

These settings allow the user to specify the length of inactivity required before returning to the restricted access level. Note
that the access level will set as restricted if control power is cycled.

« COMMAND LEVEL ACCESS TIMEOUT: This setting specifies the length of inactivity (no local or remote access)
required to return to restricted access from the command password level.

+ SETTING LEVEL ACCESS TIMEOUT: This setting specifies the length of inactivity (no local or remote access)
required to return to restricted access from the command password level.

DUAL PERMISSION SECURITY ACCESS
PATH: SETTINGS = PRODUCT SETUP => SECURITY = { DUAL PERMISSION SECURITY ACCESS

H DUAL PERMISSION LOCAL SETTING AUTH: Range: selected FlexLogic operands (see below)
B SECURITY ACCESS I On
(4 |REMOTE SETTING AUTH: Range: FlexLogic operand
MESSAGE
@ On
ACCESS AUTH Range: 5 to 480 minutes in steps of 1
MESSAGE (&) .
TIMEOUT: 30 min.

The dual permission security access feature provides a mechanism for customers to prevent unauthorized or unintended
upload of settings to a relay through the local or remote interfaces interface.

The following settings are available through the local (front panel) interface only.

+ LOCAL SETTING AUTH: This setting is used for local (front panel or RS232 interface) setting access supervision.
Valid values for the FlexLogic operands are either “On” (default) or any physical “Contact Input ~~ On” value.

If this setting is “On®, then local setting access functions as normal; that is, a local setting password is required. If this
setting is any contact input on FlexLogic operand, then the operand must be asserted (set as on) prior to providing the
local setting password to gain setting access.

If setting access is not authorized for local operation (front panel or RS232 interface) and the user attempts to obtain
setting access, then the UNAUTHORIZED ACCESS message is displayed on the front panel.

+ REMOTE SETTING AUTH: This setting is used for remote (Ethernet or RS485 interfaces) setting access supervision.

If this setting is “On” (the default setting), then remote setting access functions as normal; that is, a remote password is
required). If this setting is “Off”, then remote setting access is blocked even if the correct remote setting password is
provided. If this setting is any other FlexLogic operand, then the operand must be asserted (set as on) prior to provid-
ing the remote setting password to gain setting access.

+ ACCESS AUTH TIMEOUT: This setting represents the timeout delay for local setting access. This setting is applicable
when the LOCAL SETTING AUTH setting is programmed to any operand except “On”. The state of the FlexLogic operand
is continuously monitored for an off-to-on transition. When this occurs, local access is permitted and the timer pro-
grammed with the ACCESS AUTH TIMEOUT setting value is started. When this timer expires, local setting access is
immediately denied. If access is permitted and an off-to-on transition of the FlexLogic operand is detected, the timeout
is restarted. The status of this timer is updated every 5 seconds.
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The following settings are available through the remote (EnerVista UR Setup) interface only. Select the Settings > Product
Setup > Security menu item to display the security settings window.

: Security [/ 80: 79: Settings: Product Setup 10| x|

| --|Dafsuﬂli‘1| Reset | VIEW £ Lo
SETTING I PARAMETER

Command Password Change

Setting Password Chan

Command Password Access Timeout 5_ rrin

Setting Password Access Timeout 30 min

Invalid Password Attempts 3

Password Lockout Duration . S min

Password Access Events Disabled

Local Setting Authorized ON

Remote Setting Authorized ON

Access Authorized Timeout | 30 min

|79 | settings: Product Setup [Screen ID: 248 .

The Remote Settings Authorized setting is used for remote (Ethernet or RS485 interfaces) setting access supervision. If
this setting is “On” (the default setting), then remote setting access functions as normal; that is, a remote password is
required). If this setting is “Off”, then remote setting access is blocked even if the correct remote setting password is pro-
vided. If this setting is any other FlexLogic operand, then the operand must be asserted (set as on) prior to providing the
remote setting password to gain setting access.

The Access Authorized Timeout setting represents the timeout delay remote setting access. This setting is applicable
when the Remote Settings Authorized setting is programmed to any operand except “On” or “Off”. The state of the Flex-
Logic operand is continuously monitored for an off-to-on transition. When this occurs, remote setting access is permitted
and the timer programmed with the Access Authorized Timeout setting value is started. When this timer expires, remote
setting access is immediately denied. If access is permitted and an off-to-on transition of the FlexLogic operand is detected,
the timeout is restarted. The status of this timer is updated every 5 seconds.

e) ENERVISTA SECURITY
ENABLING THE SECURITY MANAGEMENT SYSTEM

The EnerVista security system allows an administrator to manage access privileges of multiple users to the EnerVista appli-
cation.

It is disabled by default to allow the administrator direct access to the EnerVista software immediately after installation.
When security is disabled, all users have administrator access. GE recommends enabling the EnerVista security before
placing the device in service.

To enable the security system and require password use:
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1. Select the Security > User Management menu item to open the user management window.

Il User Management - Administrator ll
Actual - Event _ .
User Delete Entry| Values Settings | Commands Recorder FlexLogic | Update Info Admin
Adtninistratar o rd rd rd rd rd rd rd
r r r r r r r r
l | G
To delete a uzer zimply clear the name fram the list [if applicable] or check the delete entry box.
To add a user fill the empty row with user name and check applicable check boxes,
The default pazzward for new uzers iz 'passward'
¥ Enable Security
[% ¥ Ok % Cancel
A

2. Check the Enable Security box in the lower-left corner to enable the security management system.

Security is now enabled for the EnerVista UR Setup software. Upon starting the software, users are now required to enter a
username and password.

ADDING A NEW USER

The following pre-requisites are required to add user accounts to the EnerVista security management system:

*  The user adding the account must have administrator rights

+  The EnerVista security management system must be enabled (previous section)

To add user accounts:

1. Select the Security > User Management menu item to open the user management window.

2. Enter a username in the User field. The username must be 4 to 20 characters in length.

3. Select the user access rights by enabling the check box of one or more of the fields.

Il User Management - Administrator ll
User  |Delete Entry ﬁ:}:::; Settings | Commands R::::':er FlexLogic |Update Info|  Admin
Administrator r ra I w3 v W v cd
Operator 1 r F o [ r u r r r
r (i I r r r r r
Wiew Ackual Values
4| | i
To delete a uzer zimply clear the name fram the list [if applicable] or check the delete entry box.
To add a user fill the empty row with user name and check applicable check boxes,
The default pazzward for new uzers iz 'passward'
¥ Enable Security
¥ Ok % Cancel
A
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The table outlines access rights.
Table 5-1: ACCESS RIGHTS SUMMARY

FIELD DESCRIPTION
Delete Entry Deletes the user account when exiting the user management window

Actual Values Allows the user to read actual values

Settings Allows the user to read setting values

Commands Allows the user to execute commands

Event Recorder Allows the user to use the digital fault recorder

FlexLogic Allows the user to read FlexLogic values

Update Info Allows the user to write to any function to which they have read privileges. When any of the Settings, Event
Recorder, and FlexLogic check boxes are enabled by themselves, the user is granted read access. When
any of them are enabled in conjunction with the Update Info box, they are granted read and write access.
The user is not granted write access to functions that are not checked, even if the Update Info field is

checked.

Admin The user is an EnerVista UR Setup administrator, therefore receiving all of the administrative rights.

Exercise caution when granting administrator rights.

4. Click OK to add the user account to the security management system.

MODIFYING USER PRIVILEGES

The following pre-requisites are required to modify user privileges in the EnerVista security management system:
*  The user modifying the privileges must have administrator rights

+  The EnerVista security management system must be enabled

To modify user privileges:

1. Select the Security > User Management menu item to open the user management window.

2. Locate the username in the User field.

3. Modify the user access rights by enabling or disabling one or more of the check boxes.

x
Actual . Event _ .
User Delete Entry| Values Settings | Commands Recorder FlexLogic | Update Info Admin
Adminiztratar r ¥ ¥ ¥ v ¥ ¥ ¥
Operator 1 r i r r - r r r
r r r r (L r r r
4| | i
To delete a uzer zimply clear the name fram the list [if applicable] or check the delete entry box.
To add a user fill the empty row with user name and check applicable check boxes,
The default pazzward for new uzers iz 'passward'
¥ Enable Security
¥ Ok % Cancel
A
The table outlines access rights.
Table 5-2: ACCESS RIGHTS SUMMARY
FIELD DESCRIPTION
Delete Entry Deletes the user account when exiting the user management window
Actual Values Allows the user to read actual values
Settings Allows the user to read setting values
Commands Allows the user to execute commands
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Table 5-2: ACCESS RIGHTS SUMMARY

FIELD DESCRIPTION

Event Recorder Allows the user to use the digital fault recorder

FlexLogic Allows the user to read FlexLogic values

Update Info Allows the user to write to any function to which they have read privileges. When any of the Settings, Event

Recorder, and FlexLogic check boxes are enabled by themselves, the user is granted read access. When
any of them are enabled in conjunction with the Update Info box, they are granted read and write access.
The user is not granted write access to functions that are not checked, even if the Update Info field is
checked.

Admin The user is an EnerVista UR Setup administrator, therefore receiving all of the administrative rights.
Exercise caution when granting administrator rights.

4. Click OK to save the changes.

f) CYBERSENTRY SECURITY

The EnerVista software provides the means to configure and authenticate UR using either device or server authentication.
The access to various pieces of functionality depends on user role.

The login screen of EnerVista has two options for access to the UR, server and device authentication.

When the "Device" button is selected, the UR uses its local authentication database and not the RADIUS server to authen-
ticate the user. In this case, it uses built-in roles (Administrator, Engineer, Supervisor, Observer, Operator) as login
accounts and the associated passwords are stored on the UR device. In this case, access is not user-attributable. In cases
where user-attributable access is required, especially for auditable processes for compliance reasons, use server authenti-
cation (RADIUS) only.

When the "Server" Authentication Type option is selected, the UR uses the RADIUS server and not its local authentication
database to authenticate the user.

No password or security information is displayed in plain text by the EnerVista software or UR device, nor are they ever
transmitted without cryptographic protection.
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CYBERSENTRY SETTINGS THROUGH ENERVISTA

CyberSentry security settings are configured under Device > Settings > Product Setup > Security.

1 EnerVista UR Setup - Security /f Anca Site: URT1: Settings: Product Setup - [Security /f Anca Site...
B File Orline Offine Wiew Action Security  ‘Window Help =& ﬂ
LR R EEY IR
Online Window . x
. . . 4 . VIEW ALl
% Device Setup |[E§ﬂmck Co 5 Save Restore | & pefaurt | 94 Reset | V112 '-"--‘;,‘wde
Device |UR?1 SETTING PARAMETER
— Primary RADIUS IP Address 0.0 0.0
| F =1 s
| | I/ 0‘ Primary Authentication Part 1812
Primary Accounting Part 1813
—|- Dievice Definition = Yendor D 2310
Order Code: MEQ-UDH- RADIUS &uthentication (Shared) Secret Change
Wergion: 7.0x
Dezcription: Release 7. Local Supervisor Password Change
Interface: IP:192.162.1 Local Administrator Password Change
=1 Settings — Local Engineer Password Change
=1 Product Setup Local Qperator Password Change
Security
Supervisary Session Lockout 3
Display Froperties Session Lockout Period 3 min
Clear Relay Recorc
+- Communicatians Syslog Server IP Address 0.0.0.0
Madbus User Map Syslog Server Port Mumber 514
+- Feal Time Clock.  «
N | n
Sfline Window = | JR71 | Settings: Product Setup Screen ID: 0
Files [ Secuity 2/ &...
For Help, press F1

Figure 5-2: CYBERSENTRY SECURITY PANEL
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For the Device > Settings > Product Setup > Supervisory option, the panel looks like the following.

@8 File Online Cffline View Action Security  Window Hela

EFOS BEGTITEVN E E H h% R exa
Crlime wlmd o - X
& Davice Setup |E|3§'ﬂufr:k Cn Save Restore Default | il Resof | \'l i_f‘-T-_?:'-'i'é_ii;kwﬂ,e
Device |UR?'1 SETTING PARAMETER
— Local Authertication ez
EE| | I{O‘ Eypaszs Access Dizadled
— Encryption Enabled
= Device Definition = Lock Relay Dizasled
Order Code: MED-UDH- Factory Service Mode Disaaled
Wersion: 7.0¢ Supervizor Iole Enabled
Description: Release 7 Zerial Inactivity TimeoLt 1
Interface: IP:192.168.1
—I- Settings | |=efi Tests
—|- Product Setap Failed Authenticstion Function Enabled
Security Firmsvare: Lock Eriablec!
Sunerviznn Sattings Lack Erablad
Dizplay Propertiez
Clear Relay Recorc
+- Communications
b adbus Uzer Map
+ F!»:-Af Time Cloek
4 3
i Windon T UR71 | Settings: Product Setup Screen ID: 0
Flles

Fo Help, pross FL

For the Security panel, the following settings are available.

[ Secunty s .. [ Supervisory ...

Figure 5-3: SUPERVISORY PANEL

RADIUS Server Settings

SETTING NAME DESCRIPTION MIN MAX DEFAULT |UNITS |MINIMUM
PERMISSION

Primary RADIUS IP  |IP address of the main RADIUS server. 0.0.0.0 223.255.255.254 |0.0.0.0 - Administrator
Address Default value indicates no Primary

RADIUS server is configured, and hence

RADIUS is disabled.
Primary RADIUS authentication port 1 65535 1812 - Administrator
Authentication Port
Primary Accounting |RADIUS accounting port 1 65535 1813 - Administrator
Port
Vendor ID An identifier that specifies RADIUS Value that Administrator

vendor-specific attributes used with the represents

protocol General

Electric

RADIUS Shared secret used in authentication. It See the See the following |N/A - Administrator
Authentication displays as asterisks. This setting must following password section
(Shared) Secret meet the CyberSentry password password for requirements

requirements. section for

requirements

RADIUS Authentication method used by RADIUS |EAP-TTLS |EAP-TTLS EAP-TTLS |- Administrator
Authentication server. Currently fixed to EAP-TTLS.
Method
Timeout Timeout in seconds between re- 0 9999 10 sec Administrator

transmission requests
Retries Number of retries before giving up 0 9999 3 - Administrator
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Confirm RADIUS Confirmation of the shared secret. The See the 245 characters N/A - Administrator
Authentication entry displays as asterisks. following
(Shared) Secret password
section for
requirements
General Security Settings
SETTING NAME DESCRIPTION MIN MAX DEFAULT |UNITS | MINIMUM
PERMISSION
Session Lockout Number of failed authentications before the 0 (lockout 99 3 - Administrator
device blocks subsequent authentication disabled)
attempts for the lockout period
Session Lockout The period in minutes that a user is prevented |0 (no period) {9999 3 min Administrator
Period from logging in after being locked out
Syslog Server IP The IP address of the target Syslog server to 0.0.0.0 223.255. |0.0.0.0 - Administrator
Address which all security events are transmitted 255.254
Syslog Server Port | The UDP port number of the target syslog server |1 65535 514 - Administrator
Number to which all security events are transmitted
Device When enabled, local device authentication with |Disabled Enabled Enabled |- Administrator
Authentication roles is allowed. When disabled, the UR only
authenticates to the AAA server (RADIUS).
NOTE: Administrator and Supervisor (if still
enabled) remain active even after device
authentication is disabled. The only permission
for local Administrator is to re-enable device
authentication when device authentication is
disabled. To re-enable device authentication, the
Supervisor unlocks the device for setting
changes, and then the Administrator can re-
enable device authentication.
Firmware Locked Indicates if the device receives firmware No Yes Yes - Administrator
upgrades. If Yes and the firmware upgrade
attempt is made, the device denies the upgrade
and displays an error message that the lock is
set. On each firmware upgrade, this setting goes
back to the default.
Factory Service When enabled (checkbox selected), the device |Disabled Enabled Disabled |- Supervisor
Mode can go into factory service mode. To enable, (Administrator
Supervisor authentication is necessary. when Supervisor
is disabled)
Restore to Defaults |Sets the device to factory defaults No Yes No - Administrator
Supervisor role When enabled (checkbox selected), the Disabled Enabled Enabled |- Administrator to
Supervisor role is active. To enable, enable and
Administrator authentication is necessary. When Supervisor to
disabled, the Supervisor role is inactive. To disable
disable, Supervisor authentication is necessary.
RADIUS user Ensure that RADIUS user names are not the See RADIUS |See - Administrator
names same as local/device role names server RADIUS
documents |server
documents
Password Local/device roles except for Observer are See the See the Change |Text |The specified role
password-protected. All RADIUS users are following following |Me1# and Administrator,
password-protected. password password except for
section for | section for Supervisor, where
requirements | requireme it is only itself
nts
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Security Alarm Settings

SETTING NAME DESCRIPTION / DETAILS MIN MAX DEFAULT |UNITS MINIMUM
PERMISSIONS
Failed A threshold number indicating when an alarmis |0 99 3 - Administrator
Authentications set off to indicate too many failed authentication |(disabled)
attempts
Firmware lock A Boolean value indicating if the device can No Yes Yes - Administrator

receive a firmware upgrade. If Yes and a
firmware upgrade attempt is made, the device
alarm activates. If No the device alarm does not
activate. On each firmware upgrade this setting
goes back to the default.

Settings lock A Boolean value indicating if the device can No Yes Yes - Supervisor
accept any settings changes. If Yes and a (Administrator if
settings change attempt is made, the device Supervisor has
alarm activates. If No, the device alarm does not been disabled)
activate.

CYBERSENTRY SETTINGS THROUGH THE FRONT PANEL
PATH: SETTINGS = PRODUCT SETUP = SECURITY

H SECURITY LOGIN: Range: Administrator, Engineer, Supervisor,
n «@m® None Operator, Factory (for factory use only), None
B CHANGE LOCAL
MESSAGE % B PASSWORDS See page 5-20.
B SESSION
MESSAGE % B SETTINGS See page 5-20.
B RESTORE DEFAULTS
MESSAGE % - See page 5-20.
B SUPERVISORY
MESSAGE % - See page 5-21.
@ SYSLOG IP ADDRESS: Range: 0.0.0.0, 255.255.255.255
MESSAGE S 0.0.0.0
SYSLOG PORT NUMBER: Range: 1to 65535
MESSAGE (&) 514

Login: This setting is applicable for Device Authentication only. This setting allows a user to login with a specific role, see
descriptions below. For the Supervisor role, the “Supervisor Role” setting should be enabled.

Whenever a new role is logged in, the user is prompted with a display to enter a password. Passwords must obey the
requirements specified the Password Requirements section in chapter 8.The UR device supports five roles. All roles have
their corresponding passwords. The Observer role is the only role that does not require a password.

The roles are defined as follows:

»  Administrator: Complete read and write access to all settings and commands. This role does not allow concurrent
access. This role has an operand to indicate when it is logged on.

«  Engineer: Complete read and write access to all settings and commands with the exception of configuring Security set-
tings and Firmware upgrades. This role does not allow concurrent access.

»  Operator: The Operator has read/write access to all settings under the command menu/section. This role does not
exist offline.

«  Supervisor: This is only an approving role. This role’s authentication commits setting changes submitted by Administra-
tor or Engineer. The Supervisor role authenticates to unlock the UR relay for setting changes and not approve changes
after the fact. Only Supervisor can set the Settings and Firmware Lock in the Security Settings. This role also has the
ability to forcefully logoff any other role and clear the security event log. This role can also be disabled, but only
through a Supervisor authentication. When this role is disabled its permissions are assigned to the Administrator role.
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« Observer: This role has read only access to all UR settings. This role allows unlimited concurrent access but it has no
download access to any files on the device. Observer is the default role if no authentication has been done to the
device. This role displays as "None" on the front panel.

j"v The Factory service role is not available and is intended for factory use only.
S

NOTE
Local Passwords

PATH: SETTINGS = PRODUCT SETUP = SECURITY = J CHANGE LOCAL PASSWORDS

B CHANGE LOCAL @D LOGIN: Range: 20 Alphanumeric Characters
B PASSWORDS None
@ NEW PASSWORD: Range: 20 Alphanumeric Characters
MESSAGE @
CONFIRM PASSWORD: Range: 20 Alphanumeric Characters
MESSAGE (&)

The Change Local Passwords menu is shown on the front panel and Enervista on a successful login of Administrator role.

The “login setting” in this menu is similar to the login setting described in PATH: SETTINGS > PRODUCT SETUP > SECU-
RITY except for the factory role.

Passwords are stored in text format. No encryption is applied.

1"7 Notes:
7

NOTE

» In Device Authentication mode, the Observer role does not have a password associated with it. In Server Authentica-
tion mode the Observer role requires a password.

*  The default password is “ChangeMe1#".

»  Once the passwords are set, the Administrator with Supervisor approval can change the role associated password.
* In CyberSentry, password encryption is not supported.

Session Settings

PATH: SETTINGS = PRODUCT SETUP = SECURITY = { SESSION SETTINGS

H SESSION KD SESSION LOCKOUT: Range: 0to 99
B SETTINGS 3
SESSION LOCKOUT Range: 0 to 9999 minutes
MESSAGE
@ PERIOD: 3 min

The following session settings are available.

+ SESSION LOCKOUT: This setting specifies the number of failed authentications (the default is three and the maxi-
mum is 99) before the device blocks subsequent authentication attempts for the lockout period. A value of zero means
lockout is disabled.

+ SESSION LOCKOUT PERIOD: This setting specifies the period of time in minutes of a lockout period (the default is
three and the maximum is 9999). A value of 0 means that there is no lockout period.

Restore Defaults
PATH: SETTINGS = PRODUCT SETUP = SECURITY = { RESTORE DEFAULTS

B RESTORE DEFAULTS KD LOAD FACTORY Range: Yes, No
] DEFAULTS: No

+ LOAD FACTORY DEFAULTS: This setting is used to reset all the settings, communication and security passwords. An
Administrator role is used to change this setting and a Supervisor role (if not disabled) approves it.
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Supervisory

PATH: SETTINGS = PRODUCT SETUP = SECURITY = { SUPERVISORY

B SUPERVISORY KD DEVICE Range: Yes, No
| AUTHENTICATION: Yes
@ BYPASS ACCESS: Range: Local, Remote, Local and Remote, Disabled
MESSAGE
™ |pisabled
@ LOCK RELAY: Range: Enabled, Disabled
MESSAGE
® |[pisabled
(4 |FACTORY SERVICE: Range: Enabled, Disabled
MESSAGE
(¥ [MODE: Disabled
B SELF TESTS
MESSAGE % - See below
(4 [|SUPERVISOR ROLE: Range: Enabled, Disabled
MESSAGE
™ |pisabled
SERIAL INACTIVITY Range: 1 to 9999 minutes
MESSAGE
@ TIMEOUT: 1 min

The Supervisory menu settings are available for Supervisor role only or if the Supervisor role is disabled then for the
Administrator role only.

Device Authentication: This setting is enabled by default, meaning "Yes" is selected. When enabled, Device Authentica-
tion with roles is enabled. When this setting is disabled, the UR only authenticates to the AAA server (Radius). However,
the Administrator and Supervisor (when enabled) remain active even after device authentication is disabled and their only
permission is to re-enable device authentication. To re-enable device authentication, the Supervisor unlocks the device for
setting changes, then the Administrator re-enables device authentication.

Bypass Access: The bypass security feature provides an easier access, with no authentication and encryption for those
special situations when this is considered safe. Only the Supervisor, or the Administrator when the Supervisor role is dis-
abled, can enable this feature.

MODE FRONT PANEL OR SERIAL (RS232, RS485) ETHERNET
Normal mode Authentication — Role Based Access Control (RBAC) | Authentication — RBAC and passwords encrypted
and passwords in clear SSH tunneling
Bypass access mode | No passwords for allowed RBAC levels No passwords for allowed RBAC levels
No SSH tunneling

The bypass options are as follows:

*  Local — Bypasses authentication for push buttons, keypad, RS232, and RS485

* Remote — Bypasses authentication for Ethernet

* Local and Remote — Bypasses authentication for push buttons, keypad, RS232, RS485, and Ethernet

Lock Relay: This setting uses a Boolean value (Enable/Disable) to indicate if the device accepts setting changes and
whether the device can receive a firmware upgrade. This setting can be changed only by the Supervisor role, if it is enabled
or by the Administrator if the Supervisor role is disabled. The Supervisor role enables this setting for the relay to start
accepting setting changes or command changes or firmware upgrade. After all the setting changes are applied or com-
mands executed, the Supervisor disables to lock setting changes.

Example: If this setting is "Yes" and an attempt is made to change settings or upgrade the firmware, the UR device denies
the setting changes and denies upgrading the firmware. If this setting is "No", the UR device accepts setting changes and
firmware upgrade.

This role is disabled by default.

Factory Service Mode: When enabled (i.e., "Yes" is selected) the device can go into factory service mode. For this set-
ting to become enabled a Supervisor authentication is necessary. The default value is Disabled.
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Supervisor Role: When enabled (i.e., "Yes" is selected) the Supervisor role is active. When "No" is selected this role is dis-
abled. To disabled this setting a Supervisor authentication is necessary. If disabled, the Supervisor role is not allowed to log
on. In this case the Administrator can change the settings under the Supervisory menu.

If enabled, Supervisor authentication is required to change the settings in the Supervisory menu. If the Supervisor disables
his role after authentication, the Supervisor session remains valid until he switches to another role using MMI or until he
ends the current Supervisor session if using communications.

This role is disabled by default.

Serial Inactivity Timeout: The role logged via a serial port is auto logged off after the Serial Inactivity timer times out. A
separate timer is maintained for RS232 and RS485 connections. The default value is 1 minute.

a) SELF TESTS
PATH: SETTINGS = PRODUCT SETUP = SECURITY = { SUPERVISORY =>SELF TESTS

B SELF TESTS B FAILED

1
u @D |a avrrENTICATE See below
MESSAGE @ FIRMWARE LOCK: Range: Enabled, Disabled
@ |Enabled
VESSAGE @ SETTINGS LOCK: Range: Enabled, Disabled
® |Enabled

Failed Authentications: If this setting is Enabled then the number of failed authentications is compared with the Session
lockout threshold. When the Session lockout threshold is exceeded, this minor alarm indication comes up.

Firmware Lock: If this setting is Enabled then any firmware upgrade operation attempt when the “LOCK FIRMWARE
UPGRADE” setting is set to “Yes” brings up this self test alarm.

Settings Lock: If this setting is Enabled then an unauthorized write attempt to a setting for a given role activates this self
test.

PATH: SETTINGS = PRODUCT SETUP = SECURITY = J SUPERVISORY = SELF TESTS = FAILED AUTHENTICATE

H FAILED KD FAILED AUTHENTICATE: Range: Enabled, Disabled
H AUTHENTICATE Enabled
CYBERSENTRY SETUP

When first using CyberSentry security, use the following procedure for set up.

1. Log in to the relay as Administrator by using the Value keys on the front panel to enter the default password
"ChangeMe1#". Note that the "Lock relay" setting needs to be disabled in the Security > Supervisory menu. When
this setting is disabled, configuration and firmware upgrade are possible. By default, this setting is disabled.

2. Enable the Supervisor role if you have a need for it.
3. Make any required changes in configuration, such as setting a valid IP address for communication over Ethernet.
4. Log out of the Administrator account by choosing None.

Next, device or server authentication can be chosen on the login screen, but the choice is available only in EnerVista. Use
device authentication to log in using the five pre-configured roles (Administrator, Supervisor, Engineer, Operator,
Observer). When using a serial connection, only device authentication is supported. When server authentication is
required, characteristics for communication with a RADIUS server must be configured. This is possible only in the EnerV-
ista software. The RADIUS server itself also must be configured. The appendix called RADIUS Server gives an example of
how to setup a simple RADIUS server. Once both the RADIUS server and the parameters for connecting UR to the server
have been configured, you can choose server authentication on the login screen of EnerVista.

The use of CyberSentry for devices communicating through an Ethernet-to-RS485 gateway is not
m supported. Because these gateways do not support the secure protocols necessary to communicate

with such devices, the connection cannot be established. Use the device as a non-CyberSentry
device.
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Users logged in through the front panel are not timed out and cannot be forcefully logged out by a
m supervisor. Roles logged in through the front panel that do no allow multiple instances (Administrator,

Supervisor, Engineer, Operator) must switch to None (equivalent to a logout) when they are done in
order to log out.

For all user roles except Observer, only one instance can be logged in at one time, for both login by
mg front panel and software.

To configure server authentication:
1. In the EnerVista software, choose device authentication and log in as Administrator.
2. Configure the following RADIUS server parameters: IP address, authentication port, shared secret, and vendor ID.

3. On the RADIUS server, configure the user accounts. Do not use the five pre-defined roles as user names (Administra-
tor, Supervisor, Engineer, Operator, Observer) in the RADIUS server. If you do, the UR relay automatically provides the
authentication from the device.

4. In the EnerVista software, choose server authentication and log in using the user name and password configured on
the RADIUS server for server authentication login.

5. After making any required changes, log out.

When changing settings offline, ensure that only settings permitted by the role that performs the set-
m tings download are changed because only those changes are applied.

Pushbuttons (both user-control buttons and user-programmable buttons) located on the front panel can be pressed by an
Administrator or Engineer role. This also applies to the reset button, which resets targets, where targets are errors dis-
played on the front panel or the Targets panel of the EnerVista software. The reset button has special behavior in that it
allows these two roles to press it even when they are logged in through the RS232 port and not through the front panel.

To reset the security event log and self-test operands:
1. Log in as Supervisor (if the role is enabled) or Administrator (if the Supervisor role is disabled) and execute a clear
security command under Commands > Security > Clear Security.

5.2.2 DISPLAY PROPERTIES

PATH: SETTINGS = PRODUCT SETUP = { DISPLAY PROPERTIES

B DISPLAY D LANGUAGE : Range: Engll:sh; Eng/ish, French; English, Russian;
B PROPERTIES English English, Chinese
(range dependent on order code)
@ FLASH MESSAGE Range: 0.5to 10.0 s in steps of 0.1
MESSAGE & lrMe: 1.0 s
@ DEFAULT MESSAGE Range: 10 to 900 s in steps of 1
MESSAGE
& |riMEOUT: 300 s
(@) [|DEFAULT MESSAGE Range: 25%, 50%, 75%, 100%
MESSAGE ® |inTENsITY: 25 % Visible only if a VFD is installed
@ SCREEN SAVER Range: Disabled, Enabled
MESSAGE ® |FEATURE: Disabled Visible only if an LCD is installed
@ SCREEN SAVER WAIT Range: 1 to 65535 min. in steps of 1
MESSAGE & [rIME: 30 min Visible only if an LCD s installed
(@) [|CURRENT CUT-OFF Range: 0.002 to 0.020 pu in steps of 0.001
MESSAGE
& [|LEVEL: 0.020 pu
VOLTAGE CUT-OFF Range: 0.1to 1.0 V secondary in steps of 0.1
MESSAGE (&) LEVEL: 1.0 V

Some relay messaging characteristics can be modified to suit different situations using the display properties settings.
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« LANGUAGE: This setting selects the language used to display settings, actual values, and targets. The range is
dependent on the order code of the relay.

» FLASH MESSAGE TIME: Flash messages are status, warning, error, or information messages displayed for several
seconds in response to certain key presses during setting programming. These messages override any normal mes-
sages. The duration of a flash message on the display can be changed to accommodate different reading rates.

+ DEFAULT MESSAGE TIMEOUT: If the keypad is inactive for a period of time, the relay automatically reverts to a
default message. The inactivity time is modified via this setting to ensure messages remain on the screen long enough
during programming or reading of actual values.

+ DEFAULT MESSAGE INTENSITY: To extend phosphor life in the vacuum fluorescent display, the brightness can be
attenuated during default message display. During keypad interrogation, the display always operates at full brightness.

+ SCREEN SAVER FEATURE and SCREEN SAVER WAIT TIME: These settings are only visible if the T35 has a liquid
crystal display (LCD) and control its backlighting. When the SCREEN SAVER FEATURE is “Enabled”, the LCD backlighting
is turned off after the DEFAULT MESSAGE TIMEOUT followed by the SCREEN SAVER WAIT TIME, providing that no keys
have been pressed and no target messages are active. When a keypress occurs or a target becomes active, the LCD
backlighting is turned on.

+ CURRENT CUT-OFF LEVEL: This setting modifies the current cut-off threshold. Very low currents (1 to 2% of the
rated value) are very susceptible to noise. Some customers prefer very low currents to display as zero, while others
prefer the current be displayed even when the value reflects noise rather than the actual signal. The T35 applies a cut-
off value to the magnitudes and angles of the measured currents. If the magnitude is below the cut-off level, it is substi-
tuted with zero. This applies to phase and ground current phasors as well as true RMS values and symmetrical compo-
nents. The cut-off operation applies to quantities used for metering, protection, and control, as well as those used by
communications protocols. Note that the cut-off level for the sensitive ground input is 10 times lower that the CURRENT
CUT-OFF LEVEL setting value. Raw current samples available via oscillography are not subject to cut-off.

* VOLTAGE CUT-OFF LEVEL: This setting modifies the voltage cut-off threshold. Very low secondary voltage measure-
ments (at the fractional volt level) can be affected by noise. Some customers prefer these low voltages to be displayed
as zero, while others prefer the voltage to be displayed even when the value reflects noise rather than the actual sig-
nal. The T35 applies a cut-off value to the magnitudes and angles of the measured voltages. If the magnitude is below
the cut-off level, it is substituted with zero. This operation applies to phase and auxiliary voltages, and symmetrical
components. The cut-off operation applies to quantities used for metering, protection, and control, as well as those
used by communications protocols. Raw samples of the voltages available via oscillography are not subject cut-off.

The CURRENT CUT-OFF LEVEL and the VOLTAGE CUT-OFF LEVEL are used to determine the metered power cut-off levels. The
power cut-off level is calculated as shown below. For Delta connections:

/3 x CURRENT CUT-OFF LEVEL x VOLTAGE CUT-OFF LEVEL x VT primary x CT primary

3-phase power cut-off = VT secondary (EQ 5.3)
For Wye connections:
3-phase power cut-off = 3 x CURRENT CUT-OFF LEVEL x VOLTAGE CUT-OFF LEVEL x VT primary x CT primary (EQ 5.4)
VT secondary
per-phase power cut-off = CURRENT CUT-OFF LEVEL x VOLTAGE CUT-OFF LEVEL x VT primary x CT primary (EQ 5.5)

VT secondary
where VT primary = VT secondary x VT ratio and CT primary = CT secondary x CT ratio.

For example, given the following settings:

CURRENT CUT-OFF LEVEL: “0.02 pu”
VOLTAGE CUT-OFF LEVEL: “1.0 V”
PHASE CT PRIMARY: “100 A”

PHASE VT SECONDARY: “66.4 V”
PHASE VT RATIO: “208.00 : 1"
PHASE VT CONNECTION: “Delta”.

We have:

CT primary = “100 A”, and
VT primary = PHASE VT SECONDARY X PHASE VT RATIO = 66.4 V x 208 = 13811.2 V
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The power cut-off is therefore:

power cut-off = (CURRENT CUT-OFF LEVEL x VOLTAGE CUT-OFF LEVEL x CT primary x VT primary)/VT secondary
= (/3 x0.02pux1.0V x100Ax 13811.2V)/66.4V
=720.5 watts

Any calculated power value below this cut-off will not be displayed.

Lower the VOLTAGE CUT-OFF LEVEL and CURRENT CUT-OFF LEVEL with care as the relay accepts lower sig-
nals as valid measurements. Unless dictated otherwise by a specific application, the default settings of “0.02 pu” for
NOTE CURRENT CUT-OFF LEVEL and “1.0 V" for VOLTAGE CUT-OFF LEVEL are recommended.

5.2.3 CLEAR RELAY RECORDS

PATH: SETTINGS = PRODUCT SETUP = { CLEAR RELAY RECORDS

B CLEAR RELAY @D CLEAR USER REPORTS : Range: FlexLogic operand
B RECORDS Off
@ CLEAR EVENT RECORDS: Range: FlexLogic operand
MESSAGE @ Off
@ CLEAR OSCILLOGRAPHY? Range: FlexLogic operand
MESSAGE @ No
@ CLEAR ARC AMPS 1: Range: FlexLogic operand
MESSAGE @ Off
@ CLEAR ARC AMPS 2: Range: FlexLogic operand
MESSAGE S Off
@ RESET UNAUTH ACCESS: Range: FlexLogic operand
MESSAGE & Off
CLEAR DIR I/O STATS: Range: FlexLogic operand.
MESSAGE (& | ee Valid only for units with Direct 1/O module.

Selected records can be cleared from user-programmable conditions with FlexLogic operands. Assigning user-programma-
ble pushbuttons to clear specific records are typical applications for these commands. Since the T35 responds to rising
edges of the configured FlexLogic operands, they must be asserted for at least 50 ms to take effect.

Clearing records with user-programmable operands is not protected by the command password. However, user-program-
mable pushbuttons are protected by the command password. Thus, if they are used to clear records, the user-programma-
ble pushbuttons can provide extra security if required.

For example, to assign user-programmable pushbutton 1 to clear demand records, the following settings should be applied.

1. Assign the clear demand function to pushbutton 1 by making the following change in the SETTINGS = PRODUCT SETUP
= CLEAR RELAY RECORDS menu:

CLEAR DEMAND: “PUSHBUTTON 1 ON”

2. Set the properties for user-programmable pushbutton 1 by making the following changes in the SETTINGS = PRODUCT
SETUP = { USER-PROGRAMMABLE PUSHBUTTONS = USER PUSHBUTTON 1 menu:

PUSHBUTTON 1 FUNCTION: “Self-reset”
PUSHBTN 1 DROP-OUT TIME: “0.20 s”
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5.2.4 COMMUNICATIONS

a) MAIN MENU
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS
|| ||
COMMUNICATIONS @l}) SERIAL PORTS See below.
u
B NETWORK
MESSAGE % - ° See page 5-29.
|
MESSAGE % - ROUTING See page 5-31.
u
MESSAGE % - MODBUS PROTOCOL See page 5-34.
B DNP PROT L
MESSAGE % - OTOCO See page 5-34.
(@ |® DNP / IEC104 _
MESSAGE S B DOINT LISTS See page 5-37.
|
VESSAGE % - IEC 61850 PROTOCOL See page 5-38.
(@) [|® WEB SERVER
MESSAGE -53.
© |m mTTP PROTOCOL See page 5-53
B TFTP PROT L
MESSAGE % - OTOCO See page 5-53.
H IE 70-5-104
MESSAGE % - PR((;T(GD((_)‘,(S)LO 5-10 See page 5-54.
u
MESSAGE % - EGD PROTOCOL See page 5-55.

b) SERIAL PORTS
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = SERIAL PORTS

B SERIAL PORTS @D RS485 COM2 BAUD Range: 300, 1200, 2400, 4800, 9600, 14400, 19200,
. RATE: 19200 28800, 33600, 38400, 57600, 115200
(@ |rRS485 COM2 PARITY: Range: None, Odd, Even
MESSAGE @ None
RS485 COM2 RESPONSE Range: 0 to 1000 ms in steps of 10
MESSAGE
@ MIN TIME: 0 ms

The T35 is equipped with up to two independent serial communication ports. The faceplate RS232 port is intended for local
use and is fixed at 19200 baud and no parity. The rear COM2 port is RS485. The RS485 port has settings for baud rate and
parity. It is important that these parameters agree with the settings used on the computer or other equipment that is con-
nected to these ports. Any of these ports can be connected to a computer running EnerVista UR Setup. This software can
download and upload setting files, view measured parameters, and upgrade the relay firmware. A maximum of 32 relays
can be daisy-chained and connected to a DCS, PLC, or computer using the RS485 ports.

For the RS485 port, the minimum time before the port transmits after receiving data from a host can be set. This

feature allows operation with hosts which hold the RS485 transmitter active for some time after each transmission.
NOTE
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c) ETHERNET NETWORK TOPOLOGY

When using more than one Ethernet port, configure each to belong to a different network or subnet using the IP addresses
and mask, else communication becomes unpredictable when more than one port is configured to the same subnet.

Example 1

IP1/Mask1: 10.1.1.2/255.255.255.0 (where LAN 1 is 10.1.1.x/255.255.255.0)
IP2/Mask2: 10.2.1.2/255.255.255.0 (where LAN2 is 10.2.1.x/255.255.255.0)
IP3/Mask3: 10.3.1.2/255.255.255.0 (where LAN3 is 10.3.1.x/255.255.255.0)
Example 2

IP1/Mask1: 10.1.1.2/255.0.0.0 (where LAN1 is 10.x.x.x/255.0.0.0)
IP2/Mask2: 11.1.1.2/255.0.0.0 (where LAN2 is 11.x.x.x/255.0.0.0)
IP3/Mask3: 12.1.1.2/255.0.0.0 (where LAN3 is 12.x.x.x/255.0.0.0)

Example 3 — Incorrect

IP1/Mask1: 10.1.1.2/255.0.0.0

IP2/Mask2: 10.2.1.2/255.0.0.0

IP3/Mask3: 10.3.1.2/255.0.0.0

This example is incorrect because the mask of 255.0.0.0 used for the three IP addresses makes them belong to the same
network of 10.x.x.x.

Single LAN, No Redundancy

The topology shown in the following figure allows communications to SCADA, local configuration/monitoring through
EnerVista, and access to the public network shared on the same LAN. No redundancy is provided.

Figure 5—-4: NETWORK CONFIGURATION FOR SINGLE LAN

Public Network

SCADA

EnerVista Software

ML3000

859708A2.vsd
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Multiple LANS, with Redundancy

The topology in the following figure provides local configuration/monitoring through EnerVista software and access to the
public network shared on LAN1, to which port 1 (P1) is connected. There is no redundancy provided on LAN1. Communica-
tions to SCADA is provided through LAN2 and LAN3, to which P2 and respectively P3 are connected and configured to
work in redundant mode. In this configuration, P3 uses the IP and MAC address of P2.

Figure 5-5: MULTIPLE LANS, WITH REDUNDANCY

Public Network

SCADA

EnerVista Software

Redundancy mode

85970942 vsd

Multiple LANS, No Redundancy

The following topology provides local configuration/monitoring through EnerVista software on LAN1, to which port 1 (P1) is
connected, access to the public network on LAN2, to which port 2 (P2) is connected and communications with SCADA on
LANS, to which port 3 (P3) is connected. There is no redundancy.

Figure 5-6: MULTIPLE LANS, NO REDUNDANCY

Public Network

SCADA

EnerVista Software

ML3000 ML3000

859710A2.vsd
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d) NETWORK

As outlined in the previous section, when using more than one Ethernet port, configure each to belong to a different net-
work or subnet using the IP addresses and mask. Configure the network IP and subnet settings before configuring the rout-
ing settings.

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = {! NETWORK 1(3)

B NETWORK PORT 1 @ap PRT1 IP ADDRESS: Range: Standard IPV4 address format
| 127.0.0.1
@ PRT1 SUBNET IP MASK: Range: Standard IPV4 address format
MESSAGE ® 255.0.0.0
VESSAGE @ PRT1 GOOSE ENABLED: Range: Enabled, Disabled
Enabled
B NETWORK PORT 2 @ap PRT2 IP ADDRESS: Range: Standard IPV4 address format
| | 127.0.0.1
@ PRT2 SUBNET IP MASK: Range: Standard IPV4 address format
MESSAGE ® 255.0.0.0
@ PRT2 REDUNDANCY : Range: None, Failover, PRP
MESSAGE @ None None, Failover (if no PRP license)
@ PRT2 PRP MCST ADDR: Range: 01-15-4E-00-01-00 to 01-15-4E-00-01-FF
MESSAGE
™ |01-15-4E-00-01-00
VESSAGE @ PRT2 GOOSE ENABLED: Range: Enabled, Disabled
Enabled
B NETWORK PORT 3 @D PRT3 IP ADDRESS: Range: Standard IPV4 address format
| 127.0.0.1
@ PRT3 SUBNET IP MASK: Range: Standard IPV4 address format
MESSAGE @ 255.0.0.0
VESSAGE @ PRT3 GOOSE ENABLED: Range: Enabled, Disabled
Enabled

The IP addresses are used with the DNP, Modbus/TCP, IEC 61580, IEC 60870-5-104, TFTP, HTTP, and PRP protocols.
The next section explains PRP.

Do not set more than one protocol to the same TCP/UDP port number, as this results in unreliable operation of

those protocols.
NOTE

PRT1 (2 OR 3) IP ADDRESS: This setting sets the ports IPv4 address in standard IPV4 format. This setting is valid on port 3 if
port 2 REDUNDANCY is set to None.

PRT1 (2 OR 3) SUBNET MASK: This setting sets the ports IPv4 subnet mask in standard IPV4 format. This setting is valid on
port 3 if port 2 REDUNDANCY is set to None.

PRT2 REDUNDANCY is available when the hardware has multiple ports (modules T, U, and V). It determines if ports 2 and 3
operate in redundant or independent mode. If a license for PRP was purchased, the options are None, Failover, and PRP.
If a license for PRP was not purchased, the available options are None and Failover. In non-redundant mode (REDUNDANCY
set to None), ports 2 and 3 operate independently with their own MAC, IP, and mask addresses. If REDUNDANCY is set to
Failover, the operation of ports 2 and 3 is as follows:

* Ports 2 and 3 use the port 2 MAC address, IP address, and mask

+  The configuration fields for IP address and mask on port 3 are hidden
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« Port 3 is in standby mode and does not actively communicate on the Ethernet network but monitors its link to the Mul-
tilink switch. If port 2 detects a problem with the link, communications is switched to Port 3. Port 3 is, in effect, acting as
a redundant or backup link to the network for port 2. Once Port 2 detects that the link between port 2 and the switch is
good, communications automatically switch back to port 2 and port 3 goes back into standby mode.

If REDUNDANCY is set to PRP, the operation of ports 2 and 3 is as follows:
. Ports 2 and 3 use the port 2 MAC address, IP address, and mask

»  The configuration fields for IP address and mask on port 3 are overwritten with those from port 2. This is visible on the
front panel but not displayed in the EnerVista software.

. Port 2 MCST ADDRESS field is visible

»  The port 2 PTP function still uses only port 2 and the port 3 PTP function still uses only port 3. The relay still synchro-
nizes to whichever port has the best master. When ports 2 and 3 see the same master, as is typically the case for PRP
networks, the port with the better connectivity is used.

The two ports must be connected to completely independent LANS with no single point of failure, such as common
power supplies that feed switches on both LANS.

NOTE

For this setting change to take effect, restart the unit.

PRT2 PRP MCST ADDR: This setting allows the user to change the multicast address used by the PRP supervision frames.
The setting applies to UR CPUs that support multiple ports (T, U, and V). This setting is available if the hardware has multi-
ple ports and REDUNDANCY is set to PRP.

e) PARALLEL REDUNDANCY PROTOCOL (PRP)

The Parallel Redundancy Protocol (PRP) defines a redundancy protocol for high availability in substation automation net-
works. It applies to networks based on Ethernet technology (ISO/IEC 8802-3) and is based on the second edition (July
2012) of the IEC 62439-3, clause 4.

PRP is designed to provide seamless recovery in case of a single failure in the network, by using a combination of LAN
duplication and frame duplication technique. Identical frames are sent on two completely independent networks that con-
nect source and destination. Under normal circumstances both frames reach the destination and one of them is sent up the
OSI stack to the destination application, while the second one is discarded. If an error occurs in one of the networks and
traffic is prevented from flowing on that path, connectivity is still provided through the other network to ensure continuous
communication. Take care when designing the two LANs, so that no single point of failure (such as a common power sup-
ply) is encountered, as such scenarios can bring down both LANs simultaneously.

Figure 5-7: EXAMPLE OF PARALLEL REDUNDANT NETWORK

DANP DANP DANP DANP

L J LAN A A 4 v A 4

¥ LAN B h 4 ¥ A 4

PRP uses specialized nodes called doubly attached nodes (DANPs) for handling the duplicated frames. DANPs devices
have an additional module, called Link Redundancy Entity (LRE). LRE is responsible for duplicating frames and adding the
specific PRP trailer when sending the frames out on the LAN, as well as making decisions on received frames as to which
one is sent up the OSI stack to the application layer and which one is discarded. LRE is responsible for making PRP trans-
parent to the higher layers of the stack. There is a second type of specialized device used in PRP networks, called RedBox,
with the role of connecting Single Attached Nodes (SANs) to a redundant network.

UR relays implement only the DANP functionality. The RedBox functionality is not implemented.
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The original standard IEC 62439-3 (2010) was amended to align PRP with the High-availability Seamless Redundancy
(HSR) protocol. To achieve this, the original PRP was modified at the cost of losing compatibility with the PRP 2010 ver-
sion. The revised standard IEC 62439-3 (2012) is commonly referred to as PRP-1, while the original standard is PRP-0.
The UR relays support only PRP-1.

The relay implements PRP on two of its Ethernet ports, specifically Port 2 and 3 of the CPU module. Use the previous sec-
tion (network port configuration) to configure PRP.

PRP is purchased as a separate option. If purchased (valid order code), PRP can be enabled in configuration through a
setting available on the network configuration menu, REDUNDANCY, which already has the capability of enabling failover
redundancy. The options on this setting must be changed to accommodate two types of redundancy: failover and PRP.
When REDUNDANCY is set to either failover or PRP, the ports dedicated for PRP (Port 2 and 3) operate in redundant
mode. In this mode, Port 3 uses the Mac, IP address, and mask of Port 2.

f) ROUTING
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { ROUTING 1(6)
H IPV4 ROUTING D IPV4 DEFAULT ROUTE
N TABLE
@A [IPV4 STATIC
MESSAGE
@ |NETWORK ROUTE 1

\

IPV4 STATIC
NETWORK ROUTE 6

MESSAGE (&)

A default route and a maximum number of six static routes can be configured.

The default route is used as the last choice when no other route towards a given destination is found.

H IPV4 DEFAULT ROUTE GATEWAY ADDRESS Range: Standard IPV4 unicast address format
u @» 127.0.0.1
H IPV4 STATIC RT1 DESTINATION: Range: Standard IPV4 address format
B NETWORK ROUTE 1 «@» 127.0.0.1
@ |RT1 NET MASK: Range: Standard IPV4 subnet mask format
MESSAGE
® [255.0.0.0
RT1 GATEWAY: Range: Standard IPV4 unicast address format
MESSAGE (&) 127.0.0.1

Configure the network IP and subnet settings before configuring the routing settings.
ADDING AND DELETING STATIC ROUTES
Host routes are not supported at present.

The routing table configuration is available on the serial port and front panel. This is a deliberate decision, to avoid loss of
connectivity when remotely configuring the UR.

By default the value of the destination field is 127.0.0.1 for all static routes (1 to 6). This is equivalent to saying that the
static routes are not configured. When the destination address is 127.0.0.1, the mask and gateway must be also kept on
default values.

By default, the value of the route gateway address is 127.0.0.1. This means the default route is not configured.
To add a route:

1. Use any of the static network route entries numbered 1 to 6 to configure a static network route. Once a route destina-
tion is configured for any of the entries 1 to 6, that entry becomes a static route and it must meet all the rules listed in
the next section, General Conditions to be Satisfied by Static Routes.
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2. To configure the default route, enter a default gateway address. Once a default gateway address is configured, it must
be validated against condition 2 of the General Conditions to be Satisfied by Static Routes.

To delete a route:

1. Replace the route destination with the default loopback address (127.0.0.1). When deleting a route, the mask and
gateway must be also brought back to default values.

2. Delete the default route by replacing the default gateway with the default value 127.0.0.1.
GENERAL CONDITIONS TO BE SATISFIED BY STATIC ROUTES
The following rules are validated internally:

»  The route mask has IP mask format. In binary this needs to be a set of contiguous bits of 1 from left to right, followed
by one or more contiguous bits of 0.

»  The route destination and mask must match. This can be verified by checking that
RtDestination and RtMask = RtDestination
Example of good configuration: RtDestination = 10.1.1.0; Rt Mask = 255.255.255.0
Example of bad configuration: RtDestination = 10.1.1.1; Rt Mask = 255.255.255.0

The following rules must be observed when you configure static routes:
*  The route destination must not be a connected network

»  The route gateway must be on a connected network. This rule applies to the gateway address of the default route as
well. This can be verified by checking that:
RtGwy and Prt1Mask = Prt1IP and Prt1Mask || RtGwy and Prt2Mask = Prt2IP and Prt2Mask || RtGwy and Prt3Mask =
Prt3IP and Prt3Mask

ROUTING BEHAVIOR COMPARED TO PREVIOUS RELEASES

Prior to release 7.10, the UR did not have an explicit manner of configuring routes. The only available route was the default
route configured as part of the network settings (port gateway IP address). This limited the ability to route to specific desti-
nations, particularly if these destinations were reachable through a different interface than the one on which the default
gateway was.

Starting with UR 7.10, up to six static network routes can be configured in addition to a default route. The default route con-
figuration was also moved from the network settings into the routing section.

The figure shows an example of topology that benefits from the addition of static routes.

Figure 5-8: USING STATIC ROUTES

Public network

Router2

10.1.3.0/24

EnerVista Software

859714A1.vsd

In the figure, the UR connects through the following two Ethernet ports:

* Port 1 (IP address 10.1.1.2) connects the UR to LAN 10.1.1.0/24 and to the Internet through Router1. Router 1 has an
interface on 10.1.1.0/24 and the IP address of this interface is 10.1.1.1.
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+ Port 2 (IP address 10.1.2.2) connects the UR to LAN 10.1.2.0/24 and to the EnerVista software through Router 2.
Router 2 has an interface on 10.1.2.0/24 and the IP address of this interface is 10.1.2.1.

The configuration before release 7.10 was as follows:

+ PRT1IP ADDRESS =10.1.1.2
PRT1 SUBNET IP MASK = 255.255.255.0
PRT1 GWY IP ADDRESS = 10.1.1.1
PRT2 IP ADDRESS =10.1.2.2
PRT2 SUBNET IP MASK = 255.255.255.0

The behavior before release 7.10 was as follows. When sending packets to EnerVista, the UR noticed that the destination
was not on a connected network and it tried to find a route to destination. Since the default route was the only route it knew,
it used it. Yet EnerVista was on a private network, which was not reachable through Router 1. Hence a destination unreach-
able message was received from the router.

The configuration starting release 7.10 is as follows:

+ PRT1IP ADDRESS =10.1.1.2
PRT1 SUBNET IP MASK = 255.255.255.0
PRT2 IP ADDRESS =10.1.2.2
PRT2 SUBNET IP MASK = 255.255.255.0
IPV4 DEFAULT ROUTE: GATEWAY ADDRESS = 10.1.1.1
STATIC NETWORK ROUTE 1: RT1 DESTINATION = 10.1.3.0/24; RT1 NET MASK = 255.255.255.0; and RT1 GATE-
WAY =10.1.2.1

The behavior since release 7.10 is as follows. There is one added static network route to the destination 10.1.3.0/24, where
a laptop running EnerVista is located. This static route uses a different gateway (10.1.2.1) than the default route. This gate-
way is the address of Router 2, which has knowledge about 10.1.3.0 and is able to route packets coming from UR and des-
tined to EnerVista.

SHOW ROUTES AND ARP TABLES

This feature is available on the Web interface, where the main menu contains an additional Communications menu and two
submenus:

* Routing Table
+ ARP Table

The tables outline the information displayed when the two submenus are selected.
Table 5-3: ROUTING TABLE INFORMATION

FIELD DESCRIPTION

Destination The IP address of the remote network to which this route points
Mask The network mask for the destination

Gateway The IP address of the next router to the remote network
Interface Interface through which the specified network can be reached

Table 5-4: IP ARP INFORMATION

FIELD DESCRIPTION

IP Address The network address that corresponds to Hardware Address

Age (min) Age, in minutes, of the cache entry. A hyphen (-) means the address is local.
Hardware Address | LAN hardware address, a MAC address that corresponds to network address
Type Dynamic or Static

Interface Interface to which this address mapping has been assigned
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g) MODBUS PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = COMMUNICATIONS = {/ MODBUS PROTOCOL

H MODBUS PROTOCOL KD MODBUS SLAVE Range: 0 to 254 in steps of 1
[ ] ADDRESS: 254
MODBUS TCP PORT Range: 0 to 65535 in steps of 1
MESSAGE (&)
NUMBER: 502

The serial communication ports utilize the Modbus protocol, unless configured for DNP operation (see descriptions below).
This allows the EnerVista UR Setup software to be used. The UR operates as a Modbus slave device only. When using
Modbus protocol on the RS232 port, the T35 responds regardless of the MODBUS SLAVE ADDRESS programmed. For the
RS485 port, each T35 must have a unique address from 1 to 254. Address 0 is the broadcast address which all Modbus
slave devices listen to. Addresses do not have to be sequential, but no two devices can have the same address or conflicts
resulting in errors will occur. Generally, each device added to the link should use the next higher address starting at 1. See
Appendix B for more information on the Modbus protocol.

A value of 0 closes the port. When the Modbus port is set to 0, communicate with the relay using the front panel or serial
port.

When a 0 value is involved in a change, the changes to the MODBUS TCP PORT NUMBER setting take effect
when the T35 is restarted.

NOTE

h) DNP PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { DNP PROTOCOL

H DNP PROTOCOL KD H DNP CHANNELS Range: see sub-menu below
u |
@ DNP ADDRESS: Range: 0 to 65519 in steps of 1
MESSAGE S 1
@ H DNP NETWORK Range: see sub-menu below
MESSAGE
= B CLIENT ADDRESSES
@ DNP TCP/UDP PORT Range: 0 to 65535 in steps of 1
MESSAGE
® |[NUMBER: 20000
(4] |DNP UNSOL RESPONSE Range: Enabled, Disabled
MESSAGE
@) |FUNCTION: Disabled
() |DNP UNSOL RESPONSE Range: 0 to 60 s in steps of 1
MESSAGE
® |riMeour: 5 s
(4 |DNP UNSOL RESPONSE Range: 1 to 255 in steps of 1
MESSAGE
® [MAX RETRIES: 10
@ DNP UNSOL RESPONSE Range: 0 to 65519 in steps of 1
MESSAGE
@ |pEST ADDRESS: 1
@« DNP CURRENT SCALE Range: 0.001, 0.01. 0.1, 1, 10, 100, 1000, 10000,
MESSAGE @ FACTOR: 1 100000
N DNP VOLTAGE SCALE Range: 0.001, 0.01. 0.1, 1, 10, 100, 1000, 10000,
MESSAGE S FACTOR: 1 100000
@ DNP POWER SCALE Range: 0.001, 0.01. 0.1, 1, 10, 100, 1000, 10000,
MESSAGE ® FACTOR: 1 100000
@ DNP ENERGY SCALE Range: 0.001, 0.01. 0.1, 1, 10, 100, 1000, 10000,
MESSAGE @ FACTOR: 1 100000
@« DNP PF SCALE Range: 0.001, 0.01. 0.1, 1, 10, 100, 1000, 10000,
MESSAGE S FACTOR: 1 100000

5-34 T35 Transformer Protection System GE Multilin



5 SETTINGS 5.2 PRODUCT SETUP

@ DNP OTHER SCALE Range: 0.001, 0.01. 0.1, 1, 10, 100, 1000, 10000,
MESSAGE . 100000
@ |FACTOR: 1
VESSAGE @ DNP CURRENT DEFAULT Range: 0 to 100000000 in steps of 1
) |DEADBAND: 30000
MESSAGE @ DNP VOLTAGE DEFAULT Range: 0 to 100000000 in steps of 1
@ |pEADBAND: 30000
MESSAGE @ DNP POWER DEFAULT Range: 0 to 100000000 in steps of 1
® [|pEADBAND: 30000
MESSAGE @ DNP ENERGY DEFAULT Range: 0 to 100000000 in steps of 1
® |pEADBAND: 30000
VESSAGE @ DNP PF DEFAULT Range: 0 to 100000000 in steps of 1
) |DEADBAND: 30000
MESSAGE @ DNP OTHER DEFAULT Range: 0 to 100000000 in steps of 1
@ |pEADBAND: 30000
MESSAGE (@ [DNP TIME SYNC IIN Range: 1 to 10080 min. in steps of 1
™ |PERIOD: 1440 min
MESSAGE @ DNP MESSAGE FRAGMENT Range: 30 to 2048 in steps of 1
™ |s1zE: 240
(@ |DNP OBJECT 1 Range: 1,2
MESSAGE
7 DEFAULT VARIATION: 2
@ DNP OBJECT 2 Range: 1,2, 3
MESSAGE
@ DEFAULT VARIATION: 2
(41 |DNP OBJECT 20 Range: 1,256
MESSAGE
@ DEFAULT VARIATION: 1
vessace & |PNP OBJECT 21 Range: 1, 2,9, 10
@ DEFAULT VARIATION: 1
(4 |DNP OBJECT 22 Range: 1,256
MESSAGE
7 DEFAULT VARIATION: 1
(@ |DPNP OBJECT 23 Range: 1,2,5,6
MESSAGE
@ DEFAULT VARIATION: 2
MESSAGE (@ |pNP OBJECT 30 Range: 1,2,3 4,5
7 DEFAULT VARIATION: 1
vEssace @& |PNP OBJECT 32 Range: 1,2,3 4,57
« DEFAULT VARIATION: 1
MESSAGE @ DNP NUMBER OF PAIRED Range: 0 to 32 in steps of 1
(®) |CONTROL POINTS: 0
MESSAGE @ DNP TCP CONNECTION Range: 10 to 7200 s in steps of 1
TIMEOUT: 120 s

The T35 supports the Distributed Network Protocol (DNP) version 3.0. The T35 can be used as a DNP slave device con-
nected to multiple DNP masters (usually an RTU or a SCADA master station). Since the T35 maintains two sets of DNP
data change buffers and connection information, two DNP masters can actively communicate with the T35 at one time.

f‘v The IEC 60870-5-104 and DNP protocols cannot be used simultaneously. When the IEC 60870-5-104 FUNCTION
setting is set to “Enabled”, the DNP protocol is not operational. When this setting is changed it does not become
NOTE  active until power to the relay has been cycled (off-to-on).

The DNP Channels sub-menu is shown below.
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PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS => & DNP PROTOCOL => DNP CHANNELS

H DNP CHANNELS DNP CHANNEL 1 PORT: Range: NONE, COM2 - RS485,
™ «» NETWORK FRONT PANEL - RS232, NETWORK - TCP,
NETWORK - UDP
DNP CHANNEL 2 PORT: Range: NONE, COM2 - RS485,
MESSAGE (&) | . o _ Rsags FRONT PANEL - RS232, NETWORK - TCP,
NETWORK - UDP

The DNP CHANNEL 1 PORT and DNP CHANNEL 2 PORT settings select the communications port assigned to the DNP protocol
for each channel. Once DNP is assigned to a serial port, the Modbus protocol is disabled on that port. When this setting is
set to “Network - TCP”, the DNP protocol can be used over TCP/IP on channels 1 or 2. When this value is set to “Network -
UDP”, the DNP protocol can be used over UDP/IP on channel 1 only. Refer to Appendix E for additional information on the
DNP protocol.

Changes to the DNP CHANNEL 1 PORT and DNP CHANNEL 2 PORT settings take effect only after power has

been cycled to the relay.
NOTE

The DNP NETWORK CLIENT ADDRESS settings can force the T35 to respond to a maximum of five specific DNP masters. The
settings in this sub-menu are shown below.

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = {! DNP PROTOCOL = DNP NETWORK CLIENT ADDRESSES

B DNP NETWORK @p |CLIENT ADDRESS 1: Range: standard IP address
B CLIENT ADDRESSES 0.0.0.0
(@ |CLIENT ADDRESS 2: Range: standard IP address
MESSAGE
& Jo.0.0.0
(@ [CLIENT ADDRESS 3: Range: standard IP address
MESSAGE
& Jo.o0.0.0
(@ [CLIENT ADDRESS 4: Range: standard IP address
MESSAGE
™ Jo0.0.0.0
CLIENT ADDRESS 5: Range: standard IP address
MESSAGE (&) 0.0.0.0

The DNP UNSOL RESPONSE FUNCTION should be “Disabled” for RS485 applications since there is no collision avoidance
mechanism. The DNP UNSOL RESPONSE TIMEOUT sets the time the T35 waits for a DNP master to confirm an unsolicited
response. The DNP UNSOL RESPONSE MAX RETRIES setting determines the number of times the T35 retransmits an unsolic-
ited response without receiving confirmation from the master; a value of “255” allows infinite re-tries. The DNP UNSOL
RESPONSE DEST ADDRESS is the DNP address to which all unsolicited responses are sent. The IP address to which unsolic-
ited responses are sent is determined by the T35 from the current TCP connection or the most recent UDP message.

The DNP scale factor settings are numbers used to scale analog input point values. These settings group the T35 analog
input data into the following types: current, voltage, power, energy, power factor, and other. Each setting represents the
scale factor for all analog input points of that type. For example, if the DNP VOLTAGE SCALE FACTOR setting is set to “1000”,
all DNP analog input points that are voltages will be returned with values 1000 times smaller (for example, a value of 72000
V on the T35 will be returned as 72). These settings are useful when analog input values must be adjusted to fit within cer-
tain ranges in DNP masters. Note that a scale factor of 0.1 is equivalent to a multiplier of 10 (that is, the value will be 10
times larger).

The DNP DEFAULT DEADBAND settings determine when to trigger unsolicited responses containing analog input data. These
settings group the T35 analog input data into the following types: current, voltage, power, energy, power factor, and other.
Each setting represents the default deadband value for all analog input points of that type. For example, to trigger unsolic-
ited responses from the T35 when any current values change by 15 A, the DNP CURRENT DEFAULT DEADBAND setting should
be set to “15”. Note that these settings are the deadband default values. DNP object 34 points can be used to change dead-
band values, from the default, for each individual DNP analog input point. Whenever power is removed and re-applied to
the T35, the default deadbands will be in effect.

The T35 relay does not support energy metering. As such, the DNP ENERGY SCALE FACTOR and DNP ENERGY

DEFAULT DEADBAND settings are not applicable.
NOTE
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The DNP TIME SYNC IIN PERIOD setting determines how often the Need Time Internal Indication (lIN) bit is set by the T35.
Changing this time allows the DNP master to send time synchronization commands more or less often, as required.

The DNP MESSAGE FRAGMENT SIZE setting determines the size, in bytes, at which message fragmentation occurs. Large
fragment sizes allow for more efficient throughput; smaller fragment sizes cause more application layer confirmations to be
necessary which can provide for more robust data transfer over noisy communication channels.

When the DNP data points (analog inputs and/or binary inputs) are configured for Ethernet-enabled relays, check
the “DNP Points Lists” T35 web page to view the points lists. This page can be viewed with a web browser by enter-
ing the T35 IP address to access the T35 “Main Menu”, then by selecting the “Device Information Menu” > “DNP
Points Lists” menu item.

|

NOTE

The DNP OBJECT 1 DEFAULT VARIATION to DNP OBJECT 32 DEFAULT VARIATION settings allow the user to select the DNP
default variation number for object types 1, 2, 20, 21, 22, 23, 30, and 32. The default variation refers to the variation
response when variation 0 is requested and/or in class 0, 1, 2, or 3 scans. Refer to the DNP implementation section in
appendix E for additional details.

The DNP binary outputs typically map one-to-one to |IED data points. That is, each DNP binary output controls a single
physical or virtual control point in an IED. In the T35 relay, DNP binary outputs are mapped to virtual inputs. However, some
legacy DNP implementations use a mapping of one DNP binary output to two physical or virtual control points to support
the concept of trip/close (for circuit breakers) or raise/lower (for tap changers) using a single control point. That is, the DNP
master can operate a single point for both trip and close, or raise and lower, operations. The T35 can be configured to sup-
port paired control points, with each paired control point operating two virtual inputs. The DNP NUMBER OF PAIRED CONTROL
POINTS setting allows configuration of from 0 to 32 binary output paired controls. Points not configured as paired operate on
a one-to-one basis.

The DNP ADDRESS setting is the DNP slave address. This number identifies the T35 on a DNP communications link. Each
DNP slave should be assigned a unique address.

The DNP TCP CONNECTION TIMEOUT setting specifies a time delay for the detection of dead network TCP connections. If
there is no data traffic on a DNP TCP connection for greater than the time specified by this setting, the connection will be
aborted by the T35. This frees up the connection to be re-used by a client.

Relay power must be re-cycled after changing the DNP TCP CONNECTION TIMEOUT setting for the changes to take

effect.
NOTE

i) DNP / IEC 60870-5-104 POINT LISTS
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { DNP / IEC104 POINT LISTS

H DNP / IEC104 ID) H BINARY INPUT / MSP Range: see sub-menu below
B POINT LISTS B POINTS

H ANALOG INPUT / MME Range: see sub-menu below

MESSAGE & g pornTs

The binary and analog inputs points for the DNP protocol, or the MSP and MME points for IEC 60870-5-104 protocol, can
configured to a maximum of 256 points. The value for each point is user-programmable and can be configured by assigning
FlexLogic operands for binary inputs / MSP points or FlexAnalog parameters for analog inputs / MME points.

The menu for the binary input points (DNP) or MSP points (IEC 60870-5-104) is shown below.
PATH: SETTINGS = PRODUCT SETUP = J COMMUNICATIONS = { DNP / IEC104 POINT LISTS = BINARY INPUT / MSP POINTS

H BINARY INPUT / MSP KD Point: 0 Range: FlexLogic operand
B POINTS Off
Point: 1 Range: FlexLogic operand
MESSAGE
o Off
\
: . Range: FlexLogic operand
MESSAGE (&) g:;nt. 255
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Up to 256 binary input points can be configured for the DNP or IEC 60870-5-104 protocols. The points are configured by
assigning an appropriate FlexLogic operand. Refer to the Introduction to FlexLogic section in this chapter for the full range
of assignable operands.

The menu for the analog input points (DNP) or MME points (IEC 60870-5-104) is shown below.
PATH: SETTINGS = PRODUCT SETUP = {} COMMUNICATIONS = { DNP / IEC104 POINT LISTS = { ANALOG INPUT / MME POINTS

B ANALOG INPUT / MME KD Point: 0 Range: any FlexAnalog parameter
B POINTS Off
MESSAGE @ Point: 1 Range: any FlexAnalog parameter
Off
=
Point: 255 Range: any FlexAnalog parameter
MESSAGE (&) Off

Up to 256 analog input points can be configured for the DNP or IEC 60870-5-104 protocols. The analog point list is config-
ured by assigning an appropriate FlexAnalog parameter to each point. Refer to Appendix A: FlexAnalog Parameters for the
full range of assignable parameters.

The DNP / IEC 60870-5-104 point lists always begin with point 0 and end at the first “Off’ value. Since DNP / IEC
60870-5-104 point lists must be in one continuous block, any points assigned after the first “Off” point are ignored.

NOTE
1‘7 Changes to the DNP / IEC 60870-5-104 point lists will not take effect until the T35 is restarted.

]

NOTE

j) IEC 61850 PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = {J COMMUNICATIONS = { IEC 61850 PROTOCOL

B IEC 61850 PROTOCOL @ap B GSSE / GOOSE
[ B CONFIGURATION
() |® SERVER
MESSAGE
® |®m CONFIGURATION
(@) [® IEC 61850 LOGICAL
MESSAGE
(v |m NODE NAME PREFIXES
(@) [® MMXU DEADBANDS
MESSAGE
& Im
(@ [® GGIOl STATUS
MESSAGE
) |®m CONFIGURATION
(@) [® GGIO2 CONTROL
MESSAGE
™ |®m CONFIGURATION
@ [® GGIO4 ANALOG
MESSAGE
(¥ [|®m CONFIGURATION
(@) |[|® GGIOS UINTEGER
MESSAGE
) |m CONFIGURATION
(@) |® REPORT CONTROL
MESSAGE
) |®m CONFIGURATION
@ |m xCBR
MESSAGE
@ |®m CONFIGURATION
B XSWI
MESSAGE (&)
B CONFIGURATION
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The T35 Transformer Protection System is provided with optional IEC 61850 communications capability.
This feature is specified as a software option at the time of ordering. Refer to the Ordering section of chap-
SOFTWARE | ter 2 for additional details.

_——1

OPTION

Use independent ports for IEC 61850 communication and take care when configuring the settings,
m else loss of protection or misoperation of the relay can result.
The T35 supports the Manufacturing Message Specification (MMS) protocol as specified by IEC 61850. MMS is supported

over two protocol stacks: TCP/IP over Ethernet. The T35 operates as an IEC 61850 server. The Remote inputs and outputs
section in this chapter describe the peer-to-peer GSSE/GOOSE message scheme.

The GSSE/GOOSE configuration main menu is divided into two areas: transmission and reception.

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION

B GSSE / GOOSE KD B TRANSMISSION
B CONFIGURATION |

B RECEPTION

MESSAGE (&) -

The main transmission menu is shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL => GSSE/GOOSE CONFIGURATION
= TRANSMISSION

B TRANSMISSION B GENERAL
" | fq
[
MESSAGE % - GSSE
vessace @™ |™ FIXED GOOSE
& =
B CONFIGURABLE
MESSAGE (&) B GOOSE

The general transmission settings are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL => GSSE/GOOSE CONFIGURATION
= TRANSMISSION = GENERAL

B GENERAL I DEFAULT GSSE/GOOSE Range: 1to 60 s in steps of 1
] UPDATE TIME: 60 s

The DEFAULT GSSE/GOOSE UPDATE TIME sets the time between GSSE or GOOSE messages when there are no remote out-
put state changes to be sent. When remote output data changes, GSSE or GOOSE messages are sent immediately. This
setting controls the steady-state heartbeat time interval.

The DEFAULT GSSE/GOOSE UPDATE TIME setting is applicable to GSSE, fixed T35 GOOSE, and configurable GOOSE.
The GSSE settings are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL => GSSE/GOOSE CONFIGURATION
= TRANSMISSION = I GSEE

B GSSE D GSSE FUNCTION: Range: Enabled, Disabled
u Enabled

@ GSSE ID: Range: 65-character ASCII string
MESSAGE
™ |GssEout

DESTINATION MAC: Range: standard MAC address

MESSAGE
@ 000000000000
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These settings are applicable to GSSE only. If the fixed GOOSE function is enabled, GSSE messages are not transmitted.

The GSSE ID setting represents the IEC 61850 GSSE application ID name string sent as part of each GSSE message. This
string identifies the GSSE message to the receiving device. In T35 releases previous to 5.0x, this name string was repre-
sented by the RELAY NAME setting.

The fixed GOOSE settings are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION
= TRANSMISSION = FIXED GOOSE

B FIXED GOOSE D) GOOSE FUNCTION: Range: Enabled, Disabled
- Disabled
vessace A JGOOSE ID: Range: 65-character ASCII string
® |coosEout
(4 |DESTINATION MAC: Range: standard MAC address
MESSAGE
® 000000000000
(4 |GOOSE VLAN PRIORITY: Range: 0to 7 in steps of 1
MESSAGE S p
@ GOOSE VLAN ID: Range: 0 to 4095 in steps of 1
MESSAGE @ 0
GOOSE ETYPE APPID: Range: 0 to 16383 in steps of 1
MESSAGE @ 0

These settings are applicable to fixed (DNA/UserSt) GOOSE only.

The GOOSE ID setting represents the IEC 61850 GOOSE application ID (GolD) name string sent as part of each GOOSE
message. This string identifies the GOOSE message to the receiving device. In revisions previous to 5.0x, this name string
was represented by the RELAY NAME setting.

The DESTINATION MAC setting allows the destination Ethernet MAC address to be set. This address must be a multicast
address; the least significant bit of the first byte must be set. In T35 releases previous to 5.0x, the destination Ethernet MAC
address was determined automatically by taking the sending MAC address (that is, the unique, local MAC address of the
T35) and setting the multicast bit.

The GOOSE VLAN PRIORITY setting indicates the Ethernet priority of GOOSE messages. This allows GOOSE messages to
have higher priority than other Ethernet data. The GOOSE ETYPE APPID setting allows the selection of a specific application
ID for each GOOSE sending device. This value can be left at its default if the feature is not required. Both the GOOSE VLAN
PRIORITY and GOOSE ETYPE APPID settings are required by IEC 61850.
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The configurable GOOSE settings are shown below.

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION
= TRANSMISSION = { CONFIGURABLE GOOSE => CONFIGURABLE GOOSE 1(8)

H CONFIGURABLE KD CONFIG GSE 1 Range: Enabled, Disabled
B GOOSE 1 FUNCTION: Enabled
VESSAGE N CONFIG GSE 1 ID: Range: 65-character ASCII string
® |GoosEout_1
(4 |CONFIG GSE 1 DST MAC: Range: standard MAC address
MESSAGE
@ 000000000000
@ CONFIG GSE 1 Range: 0to 7 in steps of 1
MESSAGE
& |viAN PRIORITY: 4
@ CONFIG GSE 1 Range: 0 to 4095 in steps of 1
MESSAGE @ ID: 0
N CONFIG GSE 1 Range: 0 to 16383 in steps of 1
MESSAGE
™ |ETYPE APPID: 0
(4 [CONFIG GSE 1 Range: 0 to 4294967295 in steps of 1
MESSAGE
@ |CONFREV: 1
MESSAGE (4 |CONFIG GSE 1 RESTRANS Range: Aggressive, Medium, Relaxed, Heartbeat
® |CURVE: Relaxed
H CONFIG GSE 1 Range: 64 data items; each can be set to all valid MMS
MESSAGE O B DATASET ITEMS data item references for transmitted data

The configurable GOOSE settings allow the T35 to be configured to transmit a number of different datasets within IEC
61850 GOOSE messages. Up to eight different configurable datasets can be configured and transmitted. This is useful for
intercommunication between T35 |IEDs and devices from other manufacturers that support IEC 61850.

The configurable GOOSE feature allows for the configuration of the datasets to be transmitted or received from the T35.
The T35 supports the configuration of eight (8) transmission and reception datasets, allowing for the optimization of data
transfer between devices.

ltems programmed for dataset 1 and 2 will have changes in their status transmitted as soon as the change is detected.
Datasets 1 and 2 should be used for high-speed transmission of data that is required for applications such as transfer trip-
ping, blocking, and breaker fail initiate. At least one digital status value needs to be configured in the required dataset to
enable transmission of configured data. Configuring analog data only to dataset 1 or 2 will not activate transmission.

ltems programmed for datasets 3 through 8 will have changes in their status transmitted at a maximum rate of every
100 ms. Datasets 3 through 8 will regularly analyze each data item configured within them every 100 ms to identify if any
changes have been made. If any changes in the data items are detected, these changes will be transmitted through a
GOOSE message. If there are no changes detected during this 100 ms period, no GOOSE message will be sent.

For all datasets 1 through 8, the integrity GOOSE message will still continue to be sent at the pre-configured rate even if no
changes in the data items are detected.

The GOOSE functionality was enhanced to prevent the relay from flooding a communications network with GOOSE mes-
sages due to an oscillation being created that is triggering a message.

The T35 has the ability of detecting if a data item in one of the GOOSE datasets is erroneously oscillating. This can be
caused by events such as errors in logic programming, inputs improperly being asserted and de-asserted, or failed station
components. If erroneously oscillation is detected, the T35 will stop sending GOOSE messages from the dataset for a min-
imum period of one second. Should the oscillation persist after the one second time-out period, the T35 will continue to
block transmission of the dataset. The T35 will assert the MAINTENANCE ALERT: GGIO Ind XXX oscill self-test error mes-
sage on the front panel display, where XXX denotes the data item detected as oscillating.

For versions 5.70 and higher, the T35 supports four retransmission schemes: aggressive, medium, relaxed, and heartbeat.
The aggressive scheme is only supported in fast type 1A GOOSE messages (GOOSEOut 1 and GOOSEOut 2). For slow
GOOSE messages (GOOSEOQOut 3 to GOOSEOut 8) the aggressive scheme is the same as the medium scheme.
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The details about each scheme are shown in the following table.

Table 5-5: GOOSE RETRANSMISSION SCHEMES

SCHEME SQ NUM TIME FROM THE | TIME BETWEEN | COMMENT | TIME ALLOWED TO LIVE
EVENT MESSAGES IN MESSAGE

Aggressive 0 0ms 0ms Event 2000 ms

1 4 ms 4 ms ™ 2000 ms

2 8 ms 4 ms ™ 2000 ms

3 16 ms 8 ms T2 Heartbeat * 4.5

4 Heartbeat Heartbeat TO Heartbeat * 4.5

5 Heartbeat Heartbeat TO Heartbeat * 4.5
Medium 0 0ms 0ms Event 2000 ms

1 16 ms 16 ms ™ 2000 ms

2 32ms 16 ms ™ 2000 ms

3 64 ms 32ms T2 Heartbeat * 4.5

4 Heartbeat Heartbeat TO Heartbeat * 4.5

5 Heartbeat Heartbeat TO Heartbeat * 4.5
Relaxed 0 0ms 0ms Event 2000 ms

1 100 ms 100 ms ™ 2000 ms

2 200 ms 100 ms ™ 2000 ms

3 700 ms 500 ms T2 Heartbeat * 4.5

4 Heartbeat Heartbeat TO Heartbeat * 4.5

5 Heartbeat Heartbeat TO Heartbeat * 4.5
Heartbeat 0 0ms 0ms Event 2000 ms

1 Heartbeat Heartbeat ™ 2000 ms

2 Heartbeat Heartbeat T 2000 ms

3 Heartbeat Heartbeat T2 Heartbeat * 4.5

4 Heartbeat Heartbeat TO Heartbeat * 4.5

5 Heartbeat Heartbeat TO Heartbeat * 4.5

The configurable GOOSE feature is recommended for applications that require GOOSE data transfer between UR-series
IEDs and devices from other manufacturers. Fixed GOOSE is recommended for applications that require GOOSE data

transfer between UR-series |IEDs.

IEC 61850 GOOSE messaging contains a number of configurable parameters, all of which must be correct to achieve the
successful transfer of data. It is critical that the configured datasets at the transmission and reception devices are an exact
match in terms of data structure, and that the GOOSE addresses and name strings match exactly. Manual configuration is
possible, but third-party substation configuration software may be used to automate the process. The EnerVista UR Setup
software can produce IEC 61850 ICD files and import IEC 61850 SCD files produced by a substation configurator (refer to

the IEC 61850 IED configuration section later in this appendix).

The following example illustrates the configuration required to transfer IEC 61850 data items between two devices. The

general steps required for transmission configuration are:
1. Configure the transmission dataset.

2. Configure the GOOSE service settings.

3. Configure the data.

The general steps required for reception configuration are:
1. Configure the reception dataset.

2. Configure the GOOSE service settings.

3. Configure the data.
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This example shows how to configure the transmission and reception of three IEC 61850 data items: a single point status
value, its associated quality flags, and a floating point analog value.

The following procedure illustrates the transmission configuration.

1.

Configure the transmission dataset by making the following changes in the PRODUCT SETUP = { COMMUNICATION = {
IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION = TRANSMISSION = { CONFIGURABLE GOOSE = CONFIGURABLE
GOOSE 1 = { CONFIG GSE 1 DATASET ITEMS settings menu:

—  SetITEM 1 to “GGIO1.ST.Ind1.q9” to indicate quality flags for GGIO1 status indication 1.
—  SetITEM 2 to “GGIO1.ST.Ind1.stVal” to indicate the status value for GGIO1 status indication 1.

—  Set ITEM 3 to “MMXU1.MX.Hz.mag.f’ to indicate the analog frequency magnitude for MMXU1 (the metered fre-
quency for SRC1).

The transmission dataset now contains a quality flag, a single point status Boolean value, and a floating point analog
value. The reception dataset on the receiving device must exactly match this structure.

Configure the GOOSE service settings by making the following changes in the PRODUCT SETUP =>{/ COMMUNICATION
= IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION = TRANSMISSION = CONFIGURABLE GOOSE = CONFIGU-
RABLE GOOSE 1 settings menu:

—  Set CONFIG GSE 1 FUNCTION to “Enabled”.

— Set CONFIG GSE 1 ID to an appropriate descriptive string (the default value is “GOOSEOut_1").

—  Set CONFIG GSE 1 DST MAC to a multicast address (for example, 01 00 00 12 34 56).

—  Set the CONFIG GSE 1 VLAN PRIORITY; the default value of “4” is OK for this example.

—  Set the CONFIG GSE 1 VLAN ID value; the default value is “0”, but some switches may require this value to be “1”.

—  Set the CONFIG GSE 1 ETYPE APPID value. This setting represents the ETHERTYPE application ID and must match
the configuration on the receiver (the default value is “0”).

— Set the CONFIG GSE 1 CONFREV value. This value changes automatically as described in IEC 61850 part 7-2. For
this example it can be left at its default value.

Configure the data by making the following changes in the PRODUCT SETUP = COMMUNICATION = { IEC 61850 PROTO-
COL = GGIO1 STATUS CONFIGURATION settings menu:

— Set GGIO1 INDICATION 1 to a FlexLogic operand used to provide the status of GGIO1.ST.Ind1.stVal (for example, a
contact input, virtual input, a protection element status, etc.).

Configure the MMXU1 Hz Deadband by making the following changes in the PRODUCT SETUP = {/ COMMUNICATION = {
IEC 61850 PROTOCOL = { MMXU DEADBANDS= {} MMXU1 DEADBANDS settings menu:

—  Set MMXU1 HZ DEADBAND to “0.050%”. This will result in an update to the MMXU1.MX.mag.f analog value with a
change greater than 45 mHz, from the previous MMXU1.MX.mag.f value, in the source frequency.

The T35 must be rebooted (control power removed and re-applied) before these settings take effect.

The following procedure illustrates the reception configuration.

1.

Configure the reception dataset by making the following changes in the PRODUCT SETUP = { COMMUNICATION = IEC
61850 PROTOCOL = GSSE/GOOSE CONFIGURATION = {} RECEPTION = {{ CONFIGURABLE GOOSE = CONFIGURABLE GOOSE
1 = CONFIG GSE 1 DATASET ITEMS settings menu:

— SetITEM 1 to “GGIO3.ST.Ind1.q9” to indicate quality flags for GGIO3 status indication 1.
—  SetITEM 2 to “GGIO3.ST.Ind1.stVal” to indicate the status value for GGIO3 status indication 1.
—  SetITEM 3 to “GGIO3.MX.AnIn1.mag.f’ to indicate the analog magnitude for GGIO3 analog input 1.

The reception dataset now contains a quality flag, a single point status Boolean value, and a floating point analog
value. This matches the transmission dataset configuration above.

Configure the GOOSE service settings by making the following changes in the INPUTS/OUTPUTS = { REMOTE DEVICES
={ REMOTE DEVICE 1 settings menu:

— Set REMOTE DEVICE 1 ID to match the GOOSE ID string for the transmitting device. Enter “GOOSEOQOut_1".
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— Set REMOTE DEVICE 1 ETYPE APPID to match the ETHERTYPE application ID from the transmitting device. This is
“0” in the example above.

—  Set the REMOTE DEVICE 1 DATASET value. This value represents the dataset number in use. Since we are using
configurable GOOSE 1 in this example, program this value as “GOOSEIn 1.

3. Configure the Boolean data by making the following changes in the INPUTS/OUTPUTS = { REMOTE INPUTS = { REMOTE
INPUT 1 settings menu:

— Set REMOTE IN 1 DEVICE to “GOOSEOQOut_1".

— Set REMOTE IN 1 ITEM to “Dataset Item 2”. This assigns the value of the GGIO3.ST.Ind1.stVal single point status
item to remote input 1.

4. Configure the analog data by making the following changes in the INPUTS/OUTPUTS = IEC 61850 GOOSE ANALOG
INPUTS settings menu:

—  Set the IEC61850 GOOSE ANALOG INPUT 1 DEFAULT VALUE to “60.000”.
—  Enter “"Hz” for the IEC61850 GOOSE ANALOG INPUT 1 UNITS setting.

The GOOSE analog input 1 can now be used as a FlexAnalog value in a FlexElement or in other settings. The T35 must be
rebooted (control power removed and re-applied) before these settings take effect.

The value of GOOSE analog input 1 in the receiving device will be determined by the MMXU1.MX.Hz.mag.f value in the
sending device. This MMXU value is determined by the source 1 frequency value and the MMXU Hz deadband setting of
the sending device.

Remote input 1 can now be used in FlexLogic equations or other settings. The T35 must be rebooted (control power
removed and re-applied) before these settings take effect.

The value of remote input 1 (Boolean on or off) in the receiving device will be determined by the GGIO1.ST.Ind1.stVal value
in the sending device. The above settings will be automatically populated by the EnerVista UR Setup software when a com-
plete SCD file is created by third party substation configurator software.

For intercommunication between T35 IEDs, the fixed (DNA/UserSt) dataset can be used. The DNA/UserSt dataset contains
the same DNA and UserSt bit pairs that are included in GSSE messages. All GOOSE messages transmitted by the T35
(DNA/UserSt dataset and configurable datasets) use the IEC 61850 GOOSE messaging services (for example, VLAN sup-
port).

Set the CONFIG GSE 1 FUNCTION function to “Disabled” when configuration changes are required. Once changes are

1 entered, return the CONFIG GSE 1 FUNCTION to “Enabled” and restart the unit for changes to take effect.
NOTE

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION
= TRANSMISSION = CONFIGURABLE GOOSE => CONFIGURABLE GOOSE 1(8) = { CONFIG GSE 1(64) DATA ITEMS

H CONFIG GSE 1 ITEM 1: Range: all valid MMS data item references for
N DATASET ITEMS @D |ccr01.5T.1nd1. stval transmitted data
MESSAGE N ITEM 2: Range: all valid MMS data item references for
® |cGIOl.ST.IndPosl.stv transmitted data
N ITEM 3: Range: all valid MMS data item references for
MESSAGE ™ [None transmitted data
{
ITEM 64: Range: all valid MMS data item references for

MESSAGE (&) transmitted data

None

To create a configurable GOOSE dataset that contains an IEC 61850 Single Point Status indication and its associated qual-
ity flags, the following dataset items can be selected: “GGIO1.ST.Ind1.stVal” and “GGIO1.ST.Ind1.q". The T35 will then cre-
ate a dataset containing these two data items. The status value for GGIO1.ST.Ind1.stVal is determined by the FlexLogic
operand assigned to GGIO1 indication 1. Changes to this operand will result in the transmission of GOOSE messages con-
taining the defined dataset.
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The main reception menu is applicable to configurable GOOSE only and contains the configurable GOOSE dataset items
for reception:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = GSSE/GOOSE CONFIGURATION
= RECEPTION = {/ CONFIGURABLE GOOSE = CONFIGURABLE GOOSE 1(16) = { CONFIG GSE 1(32) DATA ITEMS

H CONFIG GSE 1 @D ITEM 1: Range: all valiq MMS data item references for

M DATASET ITEMS GGIO3.ST.Indl.stVal transmitted data
. Range: all valid MMS data item references for

N ITEM 2:

MESSAGE & |ce103.ST.IndPosl.stv transmitted data
@ ITEM 3: Range: all valid MMS data item references for

MESSAGE @ None transmitted data

\)

ITEM 32: Range: all valid MMS data item references for

MESSAGE (&) transmitted data

None

The configurable GOOSE settings allow the T35 to be configured to receive a number of different datasets within IEC
61850 GOOSE messages. Up to sixteen different configurable datasets can be configured for reception. This is useful for
intercommunication between T35 IEDs and devices from other manufacturers that support IEC 61850.

For intercommunication between T35 IEDs, the fixed (DNA/UserSt) dataset can be used. The DNA/UserSt dataset contains
the same DNA and UserSt bit pairs that are included in GSSE messages.

To set up a T35 to receive a configurable GOOSE dataset that contains two IEC 61850 single point status indications, the
following dataset items can be selected (for example, for configurable GOOSE dataset 1): “GGIO3.ST.Ind1.stVal” and
“GGIl03.ST.Ind2.stVal”. The T35 will then create a dataset containing these two data items. The Boolean status values from
these data items can be utilized as remote input FlexLogic operands. First, the REMOTE DEVICE 1(16) DATASET setting must
be set to contain dataset “"GOOSEIn 1” (that is, the first configurable dataset). Then REMOTE IN 1(16) ITEM settings must be
set to “Dataset Item 1”7 and “Dataset Item 2”. These remote input FlexLogic operands will then change state in accordance
with the status values of the data items in the configured dataset.

Double-point status values may be included in the GOOSE dataset. Received values are populated in the
GGIO3.ST.IndPos1.stVal and higher items.

Floating point analog values originating from MMXU logical nodes may be included in GOOSE datasets. Deadband (non-
instantaneous) values can be transmitted. Received values are used to populate the GGIO3.MX.AnIn1 and higher items.
Received values are also available as FlexAnalog parameters (GOOSE analog In1 and up).

f"? GGIO3.MX.AnIn1 to GGIO3.MX.AnIn32 can only be used once for all sixteen reception datasets.
A

NOTE
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The main menu for the IEC 61850 server configuration is shown below.

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = { SERVER CONFIGURATION

B SERVER D IED NAME: IECDevice Range: up to 32 alphanumeric characters
B CONFIGURATION

@ D INST: LDInst Range: up to 32 alphanumeric characters
MESSAGE @

@ IEC/MMS TCP PORT Range: 0 to 65535 in steps of 1
MESSAGE

) |NUMBER: 102

@ INCLUDE NON-IEC Range: Disabled, Enabled
MESSAGE

@ |paTa: Enabled

SERVER SCANNING: Range: Disabled, Enabled

MESSAGE @ |n;cabled
VESSAGE @ LOCATION: LPHD DC PHV- | Range: up to 80 alphanumeric characters

(»/ [Nam Location

@ LATITUDE : Range: -90.000 to 90.000 deg in steps of 0.001 deg
MESSAGE @

@ LONGITUDE : Range: -180.000 to 180.000 deg in steps of 0.001 deg
MESSAGE S

ALTITUDE : Range: 0 to 10,0000 m in steps of 1T m

MESSAGE (&)

The IED NAME and LD INST settings represent the MMS domain name (IEC 61850 logical device) where all IEC/MMS logical
nodes are located. Valid characters for these values are upper and lowercase letters, numbers, and the underscore (_)
character, and the first character in the string must be a letter. This conforms to the IEC 61850 standard. The LOCATION is a
variable string and can be composed of ASCII characters. This string appears within the PhyName of the LPHD node.

The IEC/MMS TCP PORT NUMBER setting allows the user to change the TCP port number for MMS connections. The INCLUDE
NON-IEC DATA setting determines whether or not the “UR” MMS domain will be available. This domain contains a large num-
ber of UR-series specific data items that are not available in the IEC 61850 logical nodes. This data does not follow the IEC
61850 naming conventions. For communications schemes that strictly follow the IEC 61850 standard, this setting should be
“Disabled”.

When a 0 value is involved in a change, the changes to the IEC/MMS TCP PORT NUMBER setting take effect when the
T35 is restarted.

]

NOTE

The SERVER SCANNING feature should be set to “Disabled” when IEC 61850 client/server functionality is not required. IEC
61850 has two modes of functionality: GOOSE/GSSE inter-device communication and client/server communication. If the
GOOSE/GSSE functionality is required without the IEC 61850 client server feature, then server scanning can be disabled
to increase CPU resources. When server scanning is disabled, there is no updating of the IEC 61850 logical node status
values in the T35. Clients are still able to connect to the server (T35 relay), but most data values are not updated. This set-
ting does not affect GOOSE/GSSE operation.

i*'? Changes to the IED NAME setting, LD INST setting, and GOOSE dataset take effect when the T35 is restarted.

NOTE
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The main menu for the IEC 61850 logical node name prefixes is shown below.

PATH: SETTINGS = PRODUCT SETUP = COMMUNICATIONS = { IEC 61850 PROTOCOL
= I |IEC 61850 LOGICAL NODE NAME PREFIXES

B IEC 61850 LOGICAL
H NODE NAME PREFIXES

MESSAGE

MESSAGE

KD

@»

@

PIOC
NAME

LOGICAL NODE
PREFIXES

PTOC
NAME

LOGICAL NODE
PREFIXES

{

PTRC
NAME

LOGICAL NODE
PREFIXES

The IEC 61850 logical node name prefix settings are used to create name prefixes to uniquely identify each logical node.
For example, the logical node “PTOC1” may have the name prefix “abc”. The full logical node name will then be
“abcMMXU1”. Valid characters for the logical node name prefixes are upper and lowercase letters, numbers, and the
underscore (_) character, and the first character in the prefix must be a letter. This conforms to the IEC 61850 standard.

Changes to the logical node prefixes will not take effect until the T35 is restarted.
The main menu for the IEC 61850 MMXU deadbands is shown below.
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL =>J MMXU DEADBANDS

B MMXU DEADBANDS
|

MESSAGE

MESSAGE

MESSAGE

«@»

@@» «@»

@

B MMXUl DEADBANDS

B MMXU2 DEADBANDS

B MMXU3 DEADBANDS

B MMXU4 DEADBANDS

The MMXU deadband settings represent the deadband values used to determine when the update the MMXU “mag” and
“cVal” values from the associated “instmag” and “instcVal” values. The “mag” and “cVal” values are used for the IEC 61850
buffered and unbuffered reports. These settings correspond to the associated “db” data items in the CF functional con-
straint of the MMXU logical node, as per the IEC 61850 standard. According to IEC 61850-7-3, the db value “shall repre-
sent the percentage of difference between the maximum and minimum in units of 0.001%”. Thus, it is important to know the

maximum value for each MMXU measured quantity, since this represents the 100.00% value for the deadband.

The minimum value for all quantities is 0; the maximum values are as follows:

+ phase current: 46 x phase CT primary setting

* neutral current: 46 x ground CT primary setting

* voltage: 275 x VT ratio setting

+  power (real, reactive, and apparent): 46 x phase CT primary setting x 275 x VT ratio setting

» frequency: 90 Hz

+  power factor: 2

GE Multilin

T35 Transformer Protection System

5-47



5.2 PRODUCT SETUP 5 SETTINGS

The GGIO1 status configuration points are shown below:

PATH: SETTINGS = PRODUCT SETUP = COMMUNICATIONS = { IEC 61850 PROTOCOL = {} GGIO1 STATUS CONFIGURATION

B GGIOl STATUS I NUMBER OF STATUS Range: 8to 128 in steps of 8
H CONFIGURATION POINTS IN GGIOl: 8
@ GGIOl1 INDICATION 1 Range: FlexLogic operand
MESSAGE
™ |off
@ GGIO1l INDICATION 2 Range: FlexLogic operand
MESSAGE
™ Joff
@ GGIO1l INDICATION 3 Range: FlexLogic operand
MESSAGE
™ |ofsf
|
GGIOl INDICATION 128 Range: FlexLogic operand
MESSAGE (&) OfE

The NUMBER OF STATUS POINTS IN GGIO1 setting specifies the number of “Ind” (single point status indications) that are
instantiated in the GGIO1 logical node. Changes to the NUMBER OF STATUS POINTS IN GGIO1 setting will not take effect until
the T35 is restarted.

The GGIO2 control configuration points are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = { GGIO2 CONTROL CONFIGURATION
= GGIO2 CF SPSCO 1(64)

B GGIO2 CF SPCSO 1 KD GGIO2 CF SPCSO 1 Range: 0, 1, 0r2
u CTLMODEL: 1

The GGIO2 control configuration settings are used to set the control model for each input. The available choices are “0”
(status only), “1” (direct control), and “2” (SBO with normal security). The GGIO2 control points are used to control the T35
virtual inputs.

The GGIO4 analog configuration points are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = { GGIO4 ANALOG CONFIGURATION

B GGIO4 ANALOG ap NUMBER OF ANALOG Range: 4 to 32 in steps of 4
B CONFIGURATION POINTS IN GGIO4: 8

GGIO4 ANALOG 1
MEASURED VALUE

MESSAGE

GGIO4 ANALOG 2

|
|
]
MESSAGE
B MEASURED VALUE
]
]

GGIO4 ANALOG 3
MEASURED VALUE

MESSAGE

@» d» «d»

{

GGIO4 ANALOG 32
B MEASURED VALUE

MESSAGE (&)

The NUMBER OF ANALOG POINTS setting determines how many analog data points will exist in GGIO4. When this value is
changed, the T35 must be rebooted in order to allow the GGIO4 logical node to be re-instantiated and contain the newly
configured number of analog points.
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The measured value settings for each of the 32 analog values are shown below.

PATH: SETTINGS = PRODUCT... = { COMMUNICATIONS = { IEC 61850 PROTOCOL = { GGIO4 ANALOG CONFIGURATION
= GGIO4 ANALOG 1(32) MEASURED VALUE

H GGIO4 ANALOG 1 KD ANALOG IN 1 VALUE: Range: any FlexAnalog value
B MEASURED VALUE Off
(@ [|ANALOG IN 1 DB: Range: 0.000 to 100.000 in steps of 0.001
MESSAGE
& Jo.000
@ [anaLoG IN 1 MIN: Range: —1000000000.000 to 1000000000.000 in steps
MESSAGE @ 0.000 of 0.001
ANALOG IN 1 MAX: Range: —1000000000.000 to 1000000000.000 in steps
MESSAGE @ 0 A 000 of 0.001

These settings are configured as follows.

* ANALOG IN 1 VALUE: This setting selects the FlexAnalog value to drive the instantaneous value of each GGIO4 ana-
log status value (GGIO4.MX.AnIn1.instMag.f).

+ ANALOG IN 1 DB: This setting specifies the deadband for each analog value. Refer to IEC 61850-7-1 and 61850-7-3
for details. The deadband is used to determine when to update the deadbanded magnitude from the instantaneous
magnitude. The deadband is a percentage of the difference between the maximum and minimum values.

+ ANALOG IN 1 MIN: This setting specifies the minimum value for each analog value. Refer to IEC 61850-7-1 and
61850-7-3 for details. This minimum value is used to determine the deadband. The deadband is used in the determina-
tion of the deadbanded magnitude from the instantaneous magnitude.

*+ ANALOG IN 1 MAX: This setting defines the maximum value for each analog value. Refer to IEC 61850-7-1 and
61850-7-3 for details. This maximum value is used to determine the deadband. The deadband is used in the determi-
nation of the deadbanded magnitude from the instantaneous magnitude.

Note that the ANALOG IN 1 MIN and ANALOG IN 1 MAX settings are stored as IEEE 754 / IEC 60559 floating point
numbers. Because of the large range of these settings, not all values can be stored. Some values may be rounded
NOTE {0 the closest possible floating point number.

The GGIOS5 integer configuration points are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = { GGIO5 ANALOG CONFIGURATION

B GGIO5 UINTEGER KD GGIO5 UINT In 1: Range: Off, any Flexinteger™ parameter
B CONFIGURATION Off
@ GGIO5 UINT In 2: Range: Off, any Flexinteger parameter
MESSAGE
™ |off
@ [GGIOS UINT In 3: Range: Off, any Flexinteger parameter
MESSAGE
™ |off
{
GGIO5 UINT 1n 16: Range: Off, any Flexinteger parameter
MESSAGE (&) off

The GGIO5 logical node allows IEC 61850 client access to integer data values. This allows access to as many as 16
unsigned integer value points, associated timestamps, and quality flags. The method of configuration is similar to that of
GGIO1 (binary status values). The settings allow the selection of FlexInteger values for each GGIO5 integer value point.

It is intended that clients use GGIO5 to access generic integer values from the T35. Additional settings are provided to
allow the selection of the number of integer values available in GGIO5 (1 to 16), and to assign FlexInteger values to the
GGIOS5 integer inputs. The following setting is available for all GGIO5 configuration points.

*+ GGIO5 UINT IN 1 VALUE: This setting selects the Flexinteger value to drive each GGIO5 integer status value
(GGIO5.ST.UIntIn1). This setting is stored as an 32-bit unsigned integer value.
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The report control configuration settings are shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL = { REPORT CONTROL CONFIGURATION
= CONFIGURABLE REPORT 1 = REPORT 1 DATASET ITEMS

H REPORT 1 @D ITEM 1: Range: all valid MMS data item references
B DATASET ITEMS
@ |ITEM 2: Range: as shown above
MESSAGE @
@ ITEM 3: Range: as shown above
MESSAGE S
|
ITEM 64: Range: as shown above
MESSAGE (&)

To create the dataset for logical node LN, program the ITEM 1 to ITEM 64 settings to a value from the list of IEC 61850 data
attributes supported by the T35. Changes to the dataset will only take effect when the T35 is restarted. It is recommended
to use reporting service from logical node LLNO if a user needs some (but not all) data from already existing GGIO1,
GGIO4, and MMXU4 points and their quantity is not greater than 64 minus the number items in this dataset.

5-50 T35 Transformer Protection System GE Multilin



5 SETTINGS 5.2 PRODUCT SETUP

The breaker configuration settings are shown below. Changes to these values take effect when the UR is restarted:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { |IEC 61850 PROTOCOL = { XCBR CONFIGURATION

B XCBR D) XCBR1 ST.LOC OPERAND Range: FlexLogic operand
B CONFIGURATION Off
3
(@) |XCBR6 ST.LOC OPERAND Range: FlexLogic operand
MESSAGE
N7 [¢}33
. Range: No, Yes
MESSAGE (4 |CLEAR XCBR1 OpCnt: 9
™ [no
3
(@ |CLEAR XCBR6 OpCnt: Range: No, Yes
MESSAGE
@ No
(@) |XCBR1 SYNCCHECK CLS: Range: FlexLogic operand
MESSAGE
N7 [¢}33
J
(@) |XCBR6 SYNCCHECK CLS: Range: FlexLogic operand
MESSAGE
™ Joff
(@) |XCBR1 INTERLOCK OPN: Range: FlexLogic operand
MESSAGE
™ Joff
3
(4 |XCBR6 INTERLOCK OPN: Range: FlexLogic operand
MESSAGE
K [¢}33
(@) |XCBR1 INTERLOCK CLS: Range: FlexLogic operand
MESSAGE
™ Joff
3
(4 |XCBR6 INTERLOCK CLS: Range: FlexLogic operand
MESSAGE
™ Joff
@ XCBR1 Pos ctlModel: Range: 0 to 4 (as per IEC 61850-7-3, ctiModel)
MESSAGE
7 V
3
(4 |XCBR6 Pos ctlModel: Range: 0 to 4 (as per IEC 61850-7-3, ctiModel)
MESSAGE
= )2
@ XCBR1 Pos Range: 2 to 60 seconds
MESSAGE .
™ |sboTimeout: 30 s
y
XCBR6 Pos Range: 2 to 60 seconds
MESSAGE (&) .
sboTimeout: 30 s

The XCBR1 ST.LOC OPERAND setting is used to inhibit 61850 control commands to close or open breaker through UR
Breaker Control element. See the Breaker Control element logic diagram for more information.

The CLEAR XCBR1 OpCnt setting allows clearing the breaker operating counter. As breakers operate by opening and
closing, the XCBR operating counter status attribute (OpCnt) increments with every operation. Frequent breaker operation
can result in very large OpCnt values over time. This setting allows the OpChnt to be reset to “0” for XCBR1.
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The XCBR1 SYNCCHECK CLS setting is used to supervise a close command with a synchrocheck condition within XCBR
logical node. If a Close with SynchroCheck is requested (through a SelectWithValue service) and the SynchroCheck condi-
tion is not satisfied, a Negative Response (-Rsp) is issued with the REASON CODE of Blocked-by-synchrocheck.

The XCBR1 INTERLOCK OPN/CLS settings are used to assign an operand, which is linked into the EnaOpn or EnaCls
INTERLOCKED inputs respectively of the XCBR. When this operand is asserted, XCBR logical node inhibits execution of
the open and close commands respectively. If select before operate (SBO) with Extended Security is requested and Inter-
lock condition exists, the UR responds with a Negative response (-Rsp) with the Reason Code Blocked-by-interlocking.

The XCBR1 Pos ctiModel setting is used to select control model per IEC 61850-7-3. The following control models are sup-
ported by URs:

0 — Status only

1 — Direct control with normal security (direct-operate)

2 — SBO control with normal security (operate-once)

3 — Direct control with enhanced security (direct-operate)

4 — SBO control with enhanced security (operate-once)

See IEC 61850-7-2 for complete details on these control models.

The XCBR1 Pos sboTimeout setting is used to select SBO timeout value. To be successful, the IEC 61850 "operate" com-
mand must be executed after the "select" command within the XCBR1 Pos sboTimeout setting value.

The disconnect switch configuration settings are shown below. Changes to these values will not take effect until the UR is
restarted:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { IEC 61850 PROTOCOL =¥ XSWI CONFIGURATION

B XSWI ap XSWI1 ST.LOC OPERAND Range: FlexLogic operand
B CONFIGURATION Off
[@ |XsSWI2 ST.LOC OPERAND Range: FlexLogic operand
MESSAGE @ Off
(@ |XSWI3 ST.LOC OPERAND Range: FlexLogic operand
MESSAGE @ Off
|
(@ |XSWI24 ST.LOC OPERAND | Range: FlexLogic operand
MESSAGE @ Off
. Range: No, Yes
MESSAGE % EEEAR XSWI1 OpCnt:
. Range: No, Yes
MESSAGE % I(\JIEEAR XSWI2 OpCnt:
. Range: No, Yes
MESSAGE % I(:':IEEAR XSWI3 OpCnt:
\
CLEAR XSWI24 OpCnt: Range: No, Yes
MESSAGE (&) No

The CLEAR XSWI1 OpCnt setting represents the disconnect switch operating counter. As disconnect switches operate by
opening and closing, the XSWI operating counter status attribute (OpCnt) increments with every operation. Frequent switch
operation may result in very large OpCnt values over time. This setting allows the OpCnt to be reset to “0” for XSWIA1.

Since GSSE/GOOSE messages are multicast Ethernet by specification, they are not usually be forwarded by net-
work routers. However, GOOSE messages may be forwarded by routers if the router has been configured for VLAN
NOTE  functionality.
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k) WEB SERVER HTTP PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS => { WEB SERVER HTTP PROTOCOL

B WEB SERVER
B HTTP PROTOCOL

«p

HTTP TCP PORT
NUMBER: 80

Range: 0 to 65535 in steps of 1

The T35 contains an embedded web server and is capable of transferring web pages to a web browser such as Internet
Explorer or Firefox. The web pages are organized as a series of menus that can be accessed starting at the T35 “Main
Menu”. Web pages are available showing DNP and IEC 60870-5-104 points lists, Modbus registers, event records, fault
reports, and so on. First connect the UR and a computer to an Ethernet network, then enter the IP address of the T35 into
the “Address” box of the web browser.

NOTE

1) TFTP PROTOCOL

fv When the port is set to 0, the change takes effect when the T35 is restarted.

PATH: SETTINGS = PRODUCT SETUP =>J COMMUNICATIONS = { TFTP PROTOCOL

B TFTP PROTOCOL
]

MESSAGE

MESSAGE

The Trivial File Transfer Protocol (TFTP) can be used to transfer files from the T35 over a network. The T35 operates as a
TFTP server. TFTP client software is available from various sources, including Microsoft Windows NT. The dir. txt file
obtained from the T35 contains a list and description of all available files (event records, oscillography, etc.).

«p

@
©

@

TFTP MAIN UDP PORT
NUMBER: 69

TFTP DATA UDP PORT 1
NUMBER: 0

TFTP DATA UDP PORT 2
NUMBER: 0

Range: 0 to 65535 in steps of 1

Range: 0 to 65535 in steps of 1

Range: 0 to 65535 in steps of 1

17 When the TFTP MAIN UDP PORT NUMBER is set to 0, the change takes effect when the T35 is restarted.

NOTE
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m) IEC 60870-5-104 PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = COMMUNICATIONS = { IEC 60870-5-104 PROTOCOL

B IEC 60870-5-104 KD IEC 60870-5-104 Range: Enabled, Disabled
B PROTOCOL FUNCTION: Disabled

(4 |IEC TCP PORT Range: 0 to 65535 in steps of 1
MESSAGE

® |NUMBER: 2404

@ H IEC NETWORK Range: see sub-menu below
MESSAGE

@ |® CLIENT ADDRESSES

N IEC COMMON ADDRESS Range: 0 to 65535 in steps of 1
MESSAGE

® |oF aspu: 0

@ IEC CYCLIC DATA Range: 1to 65535 s in steps of 1
MESSAGE

@ |PERIOD: 60 s

N IEC CURRENT DEFAULT Range: 0 to 65535 in steps of 1
MESSAGE

@ |THRESHOLD: 30000

@ IEC VOLTAGE DEFAULT Range: 0 to 65535 in steps of 1
MESSAGE

® |THRESHOLD: 30000

@ IEC POWER DEFAULT Range: 0 to 65535 in steps of 1
MESSAGE

& |THRESHOLD: 30000

N IEC ENERGY DEFAULT Range: 0 to 65535 in steps of 1
MESSAGE

) |THRESHOLD: 30000

N IEC PF DEFAULT Range: 0.00 to 1.00
MESSAGE

& |THRESHOLD: 1.00

@ IEC OTHER DEFAULT Range: 0 to 65535 in steps of 1
MESSAGE

) |THRESHOLD: 30000

IEC REDUNDANCY Range: No, Yes
MESSAGE (&)
ENABLED: No

The T35 supports the IEC 60870-5-104 protocol. The T35 can be used as an IEC 60870-5-104 slave device connected to a
maximum of two masters (usually either an RTU or a SCADA master station). Since the T35 maintains two sets of IEC
60870-5-104 data change buffers, no more than two masters should actively communicate with the T35 at one time.

The IEC -=----- DEFAULT THRESHOLD settings are used to determine when to trigger spontaneous responses containing
M_ME_NC_1 analog data. These settings group the T35 analog data into types: current, voltage, power, energy, and other.
Each setting represents the default threshold value for all M_ME_NC_1 analog points of that type. For example, to trigger
spontaneous responses from the T35 when any current values change by 15 A, the IEC CURRENT DEFAULT THRESHOLD set-
ting should be set to 15. Note that these settings are the default values of the deadbands. P_ME_NC_1 (parameter of mea-
sured value, short floating point value) points can be used to change threshold values, from the default, for each individual
M_ME_NC_1 analog point. Whenever power is removed and re-applied to the T35, the default thresholds are in effect.

The IEC REDUNDANCY setting decides whether multiple client connections are accepted or not. If redundancy is set to Yes,
two simultaneous connections can be active at any given time.

1"7 When the IEC port number is set to 0, the change takes effect when the T35 is restarted.

NOTE
‘ The T35 relay does not support energy metering. As such, the IEC ENERGY DEFAULT THRESHOLD setting is not appli-

cable.
NOTE

f‘, The IEC 60870-5-104 and DNP protocols cannot be used simultaneously. When the IEC 60870-5-104 FUNCTION
1 setting is set to “Enabled”, the DNP protocol does not operate. When this setting is changed, it takes effect when
NOTE  power to the relay is cycled (off-to-on).
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PATH: SETTINGS = PRODUCT SETUP = COMMUNICATIONS =¥ IEC 60870-5-104 PROTOCOL = { IEC NETWORK CLIENT
ADDRESSES

H IEC NETWORK CLIENT ADDRESS 1: Range: Standard IPV4 address format
B CLIENT ADDRESSES «m 0.0.0.0
@ CLIENT ADDRESS 2: Range: Standard IPV4 address format
MESSAGE
™ Jo.o0.0.0
@ CLIENT ADDRESS 3: Range: Standard IPV4 address format
MESSAGE
& Jo.0.0.0
(@ [CLIENT ADDRESS 4: Range: Standard IPV4 address format
MESSAGE
& Jo.0.0.0
CLIENT ADDRESS 5: Range: Standard IPV4 address format
MESSAGE (&) 0.0.0.0

The UR can specify a maximum of five clients for its IEC 104 connections. These are IP addresses for the controllers to
which the UR can connect.

A maximum of two simultaneous connections are supported at any given time.

n) EGD PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = {/! COMMUNICATIONS = {/ EGD PROTOCOL

H EGD PROTOCOL ap B FAST PROD EXCH 1
u H CONFIGURATION
@ SLOW PROD EXCH 1
MESSAGE @

SLOW PROD EXCH 2

|
B CONFIGURATION
|
B CONFIGURATION

MESSAGE (&)

The T35 Transformer Protection System is provided with optional Ethernet Global Data (EGD) communi-
cations capability. This feature is specified as a software option at the time of ordering. See the Ordering

SOFTWARE section of chapter 2 for additional details.
OPTION

The relay supports one fast Ethernet Global Data (EGD) exchange and two slow EGD exchanges. There are 20 data items
in the fast-produced EGD exchange and 50 data items in each slow-produced exchange.

Ethernet Global Data (EGD) is a suite of protocols used for the real-time transfer of data for display and control purposes.
The relay can be configured to ‘produce’ EGD data exchanges, and other devices can be configured to ‘consume’ EGD
data exchanges. The number of produced exchanges (up to three), the data items in each exchange (up to 50), and the
exchange production rate can be configured.

EGD cannot be used to transfer data between UR-series relays. The relay supports EGD production only. An EGD
exchange will not be transmitted unless the destination address is non-zero, and at least the first data item address is set to
a valid Modbus register address. Note that the default setting value of “0” is considered invalid.
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The settings menu for the fast EGD exchange is shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS => { EGD PROTOCOL = FAST PROD EXCH 1 CONFIGURATION

B FAST PROD EXCH 1 I EXCH 1 FUNCTION: Range:
B CONFIGURATION Disable
(@) |EXCH 1 DESTINATION: Range:
MESSAGE
& |Jo.0.0.0
vEssace A |EXCH 1 DATA RATE: Range:
= 1000 ms
(@) |EXCH 1 DATA ITEM 1: Range:
MESSAGE
& |o
(@) |EXCH 1 DATA ITEM 2: Range:
MESSAGE
& |o
(@) |EXCH 1 DATA ITEM 3: Range:
MESSAGE
& |o
{
EXCH 1 DATA ITEM 20: Range:
MESSAGE (&) 0

Disable, Enable

standard IP address

50 to 1000 ms in steps of 1

0 to 65535 in steps of 1

(Modbus register address range)

0 to 65535 in steps of 1
(Modbus register address range)

0 to 65535 in steps of 1
(Modbus register address range)

0 to 65535 in steps of 1
(Modbus register address range)

Fast exchanges (50 to 1000 ms) are generally used in control schemes. The T35 has one fast exchange (exchange 1) and

two slow exchanges (exchange 2 and 3).

The settings menu for the slow EGD exchanges is shown below:

PATH: SETTINGS = PRODUCT SETUP = { COMMUNICATIONS = { EGD PROTOCOL = SLOW PROD EXCH 1(2) CONFIGURATION

B SLOW PROD EXCH 1 D EXCH 1 FUNCTION: Range:
B CONFIGURATION Disable
(@) |EXCH 1 DESTINATION: Range:
MESSAGE
& [o0.0.0.0
(@ |EXCH 1 DATA RATE: Range:
MESSAGE
) 1000 ms
(@ |EXCH 1 DATA ITEM 1: Range:
MESSAGE
™ |o
(4 |EXCH 1 DATA ITEM 2: Range:
MESSAGE
& Jo
(@) |EXCH 1 DATA ITEM 3: Range:
MESSAGE
& Jo
{
EXCH 1 DATA ITEM 50: Range:
MESSAGE (&) 0

Disable, Enable

standard IP address

500 to 1000 ms in steps of 1

0 to 65535 in steps of 1

(Modbus register address range in decimal)

0 to 65535 in steps of 1
(Modbus register address range in decimal)

0 to 65535 in steps of 1
(Modbus register address range in decimal)

0 to 65535 in steps of 1
(Modbus register address range in decimal)

Slow EGD exchanges (500 to 1000 ms) are generally used for the transfer and display of data items. The settings for the
fast and slow exchanges are described below:

« EXCH 1 DESTINATION: This setting specifies the destination IP address of the produced EGD exchange. This is usu-

ally unicast or broadcast.

+ EXCH 1 DATA RATE: This setting specifies the rate at which this EGD exchange is transmitted. If the setting is 50 ms,
the exchange data will be updated and sent once every 50 ms. If the setting is 1000 ms, the exchange data will be
updated and sent once per second. EGD exchange 1 has a setting range of 50 to 1000 ms. Exchanges 2 and 3 have a

setting range of 500 to 1000 ms.
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« EXCH 1 DATA ITEM 1 to 20/50: These settings specify the data items that are part of this EGD exchange. Almost any
data from the T35 memory map can be configured to be included in an EGD exchange. The settings are the starting
Modbus register address for the data item in decimal format. Refer to Appendix B for the complete Modbus memory
map. Note that the Modbus memory map displays shows addresses in hexadecimal format. as such, it will be neces-
sary to convert these values to decimal format before entering them as values for these setpoints.

To select a data item to be part of an exchange, it is only necessary to choose the starting Modbus address of the item.
That is, for items occupying more than one Modbus register (for example, 32 bit integers and floating point values),
only the first Modbus address is required. The EGD exchange configured with these settings contains the data items
up to the first setting that contains a Modbus address with no data, or 0. That is, if the first three settings contain valid
Modbus addresses and the fourth is 0, the produced EGD exchange will contain three data items.

5.2.5 MODBUS USER MAP

PATH: SETTINGS = PRODUCT SETUP = { MODBUS USER MAP

H MODBUS USER MAP KD ADDRESS 1: 0 Range: 0 to 65535 in steps of 1
| | VALUE : 0
@ ADDRESS 2: 0 Range: 0 to 65535 in steps of 1
MESSAGE
& |vaLue: 0
@ ADDRESS 3: 0 Range: 0 to 65535 in steps of 1
MESSAGE
™ |[vALUE: 0
\
ADDRESS 256: 0 Range: 0 to 65535 in steps of 1
MESSAGE (&)
VALUE : 0

The Modbus user map provides read-only access for up to 256 registers. To obtain a memory map value, enter the desired
address in the ADDRESS line (converted from hex to decimal format). The corresponding value displays in the VALUE line. A
value of “0” in subsequent register ADDRESS lines automatically returns values for the previous ADDRESS lines incremented
by “1”. An address value of “0” in the initial register means “none” and values of “0” display for all registers. Different
ADDRESS values can be entered as required in any of the register positions.

5.2.6 REAL TIME CLOCK

a) MAIN MENU
PATH: SETTINGS = PRODUCT SETUP = { REAL TIME CLOCK
B REAL TIME SYNCRONIZING SOURCE: Range: None, PP/IRIG-B/PTP/SNTP, IRIG-B/PP/PTP/
B CLOCK «@P |yone SNTP, PP/PTP/IRIG-B/SNTP
MESSAGE @ TIME . CLOCK Range:Enabled, Disabled
® [|EVENTS: Disabled
MESSAGE @ IRIG-B SIGNAL TYPE: Range:None, DC Shift, Amplitude Modulated
™ |None
@ B PRECISION TIME
MESSAGE See belo
©® |m proTOCOL (1588) v
B SNTP PROT L
MESSAGE @ S oToco See below
& =
B LOCAL TIME
MESSAGE (&) - oc See below
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The relay contains a real time clock (RTC) to create timestamps for communications protocols as well as for historical data,
such as event records and oscillography. When the relay restarts, the RTC initializes from an onboard battery-backed
clock, which has the same accuracy as an electronic watch, approximately +1 minute per month (~23 ppm). Once the RTC
is synchronized with the Precision Time Protocol (PTP), IRIG-B, or SNTP, its accuracy approaches that of the synchroniz-
ing time delivered to the relay.

The SYNCHRONIZING SOURCE setting configures the priority sequence that the relay uses to determine which of the avail-
able external time sources synchronizes the RTC and the synchrophasor clock. A setting of None causes the RTC and the
synchrophasor clock to free-run. A setting of PP/IRIGB/PTP/SNTP, IRIGB/PP/PTP/SNTP, or PP/PTP/IRIGB/SNTP causes
the relay to track the first source named that is enabled and operational, or free-run if none of these are available. Here, PP
means a time source that is strictly compliant with PP, PTP means a time source that is not strictly compliant with PP. When
a time source fails or recovers, the relay automatically transfers synchronization as required by this setting.

See the COMMANDS = SET DATE AND TIME menu section of this manual to manually set the RTC.

The REAL TIME CLOCK EVENTS setting allows changes to the date and/or time to be captured in the event record. The event
records the RTC time before the adjustment.

To enable IRIG-B synchronization, the input IRIG-B SIGNAL TYPE must be set to DC Shift or Amplitude Modulated. IRIG-B
synchronization can be disabled by making this setting None.

To configure and enable PTP and/or SNTP, or to set local time parameters (for example time zone, daylight savings), use
the following sections.

b) PRECISION TIME PROTOCOL (1588)

PATH: SETTINGS = PRODUCT SETUP = { REAL TIME CLOCK = {} PRECISION TIME PROTOCOL (1588)

B PRECISION TIME D STRICT POWER PROFILE: Range: Enabled, Disabled
B PROTOCOL (1588) Disabled
N PTP DOMAIN NUMBER Range: 0to 255
MESSAGE
™ Jo
(4 |PTP VLAN PRIORITY Range: 0to7
MESSAGE
™ |4
PTP VLAN ID Range: 0 to 4095
@ 0
@ H PTP PORT 1
MESSAGE
) ]
PATH: SETTINGS = PRODUCT SETUP = { REAL TIME CLOCK = {! PRECISION TIME PROTOCOL (1588) = { PTP PORT 1(3)
@ PORT 1 PTP FUNCTION: Range: Enabled, Disabled
MESSAGE )
= Disabled
(4 |PORT 1 PATH DELAY Range: 0 to 60 000 ns in steps of 1
MESSAGE
® |aDDER: 00000 ns
(4 |PORT 1 PATH DELAY Range: —1 000 to +1 000 ns in steps of 1
MESSAGE
®) |ASYMMETRY: 0000 ns

The UR supports the Precision Time Protocol (PTP) specified in IEEE Std 1588 2008 using the Power Profile (PP) specified
in IEEE Std C37.238 2011. This enables the relay to synchronize to the international time standard over an Ethernet net-
work that implements PP.

The relay can be configured to operate on some PTP networks that are not strictly PP. Time accuracy can be less than
specified for a PP network. Tolerated deviations from strict PP include 1) missing declaration of PP compliance in the mes-
sages, 2) connection to a network device that does not support the PTP peer delay mechanism, 3) jitter substantially
greater than 1 ps in received event messages, and 4) certain non-compliant announce and sync message update rates.

The relay implements PTP according to IEEE Std 1588 2008 and the equivalent IEC 61588:2009(E), sometimes

referred to as version 2 PTP. It does not support the previous version of the standard (version 1).
NOTE
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PTP is a protocol that allows multiple clocks in a network to synchronize with one another. It permits synchronization accu-
racies better than 1 ns, but this requires each and every component in the network achieve very high levels of accuracy and
a very high baud rate, faster than normally used for relay communications. When operating over a generic Ethernet net-
work, time error may amount to 1 ms or more. PP is a profile of PTP which specifies a limited subset of PTP suitable for use
in power system protection, control, automation and data communication applications, and thereby facilitates interoperabil-
ity between different vendor’s clocks and switches. PP specifies a worst-case delivered time error of less than 1 ps over a
16-hop network.

In a PTP system and in a PP system, the clocks automatically organize themselves into a master-slave synchronization
hierarchy with the “best” clock available making itself the "grandmaster" at the top of the hierarchy; all others make them-
selves “slaves” and track the grandmaster. Typically the grandmaster clock receives its time from GPS satellites or some
other link to the international time standard. If the grandmaster fails, the next “best” clock available in the domain assumes
the grandmaster role. Should a clock on starting up discover it is “better” that the present grandmaster, it assumes the
grandmaster role and the previous grandmaster reverts to slave.

Time messages issued by the grandmaster are delayed as they pass through the network both due to the finite speed of
the signal in the interconnecting fiber or wire. Each clock and switch implementing PP measures the propagation delay to
each of its PP neighbors, and compensates for these delays in the time received. Each network device implementing PP
measures the processing delay it introduces in each time message and compensates for this delay in the time it transmits.
As a result, the time delivered to end-devices such as the UR are virtually identical to the grandmaster time. Should one of
the network devices in the hierarchy not fully implement PP, the associated propagation delay and/or latency may not be
compensated for, and the time received at the end-device could be in error by more than 100 ps.

See the Settings > Product Setup > Real Time Clock section of this manual for a description of when time values
received via PTP are used to update the relay’s real time clock.

The following settings are available for configuring the relay for PTP.
STRICT POWER PROFILE

«  Power profile (IEEE Std C37.238 2011) requires that the relay only select as a grandmaster power profile compliant
clocks, that the delivered time have worst-case error of +1 ps, and that the peer delay mechanism be implemented.
With the strict power profile setting enabled, the relay will only select as master clocks displaying the IEEE_C37_238
identification codes. It will use a port only when the peer delay mechanism is operational. With the strict power profile
setting disabled, the relay will use clocks without the power profile identification when no power profile clocks are pres-
ent, and will use ports even if the peer delay mechanism is non-operational.

»  This setting applies to all of the relay’s PTP capable ports.
PTP DOMAIN NUMBER

»  This setting should be set to the domain number of the grandmaster-capable clock(s) to be synchronized to. A net-
work may support multiple time distribution domains, each distinguished with a unique domain number. More com-
monly, there is a single domain using the default domain number zero.

*  This setting applies to all of the relay’s PTP capable ports.
PTP VLAN PRIORITY

+  This setting selects the value of the priority field in the 802.1Q VLAN tag in request messages issued by the relay’s
peer delay mechanism. In compliance with PP the default VLAN priority is 4, but it is recommended that in accordance
with PTP it be setto 7.

+ Depending on the characteristics of the device to which the relay is directly linked, VLAN Priority may have no effect.
»  This setting applies to all of the relay’s PTP capable ports.
PTP VLAN ID

+  This setting selects the value of the ID field in the 802.1Q VLAN tag in request messages issued by the relay’s peer
delay mechanism. It is provided in compliance with PP. As these messages have a destination address that indicates
they are not to be bridged, their VLAN ID serves no function, and so may be left at its default value.

»  Depending on the characteristics of the device to which the relay is directly linked, VLAN ID may have no effect.

+  This setting applies to all of the relay’s PTP capable ports.
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PORT 1 ... 3 FUNCTION

*  While this port setting is selected to disabled, PTP is disabled on this port. The relay does not generate or listen to
PTP messages on this port.

PORT 1 ... 3 PATH DELAY ADDER

* The time delivered by PTP is advanced by the time value in this setting prior to the time being used to synchronize the
relay’s real time clock. This is to compensate to the extent practical for time delivery delays not compensated for in the
network. In a fully compliant PP network, the peer delay and the processing delay mechanisms compensate for all the
delays between the grandmaster and the relay. In such networks, this setting should be zero.

* In networks containing one or more switches and/or clocks that do not implement both of these mechanisms, not all
delays are compensated, so the time of message arrival at the relay will be later than the time indicated in the mes-
sage. This setting can be used to approximately compensate for this delay. However, as the relay is not aware of net-
work switching that dynamically changes the amount of uncompensated delay, there is no setting that will always
completely correct for uncompensated delay. A setting can be chosen that will reduce worst-case error to half of the
range between minimum and maximum uncompensated delay, if these values are known.

PORT 1 ... 3 PATH DELAY ASYMMETRY

»  This setting corresponds to “delayAsymmetry” in PTP, which is used by the peer delay mechanism to compensate for
any difference in the propagation delay between the two directions of a link. Except in unusual cases, the two fibers are
of essentially identical length and composition, so this setting should be set to zero.

* In unusual cases where the length of the link is different in different directions, this setting should be set to the number
of nanoseconds the Ethernet propagation delay to the relay is longer than the mean of path propagation delays to and
from the relay. For instance, if it is known say from the physical length of the fibers and the propagation speed in the
fibers that the delay from the relay to the Ethernet switch it is connected to is 9 000 ns and the that the delay from the
switch to the relay is 11 000 ns, then the mean delay is 10 000 ns, and the path delay asymmetry is 11000 - 10000 =
+1000 ns.

c) SNTP PROTOCOL
PATH: SETTINGS = PRODUCT SETUP = { REAL TIME CLOCK = { SNTP PROTOCOL

H SNTP PROTOCOL KD SNTP FUNCTION: Range: Enabled, Disabled
| | Disabled
N SNTP SERVER IP ADDR: Range: Standard IP address format
MESSAGE @ 0.0.0.0
SNTP UDP PORT Range: 0 to 65535 in steps of 1
MESSAGE g NUMBER: 123

The T35 supports the Simple Network Time Protocol specified in RFC-2030. With SNTP, the T35 can obtain clock time over
an Ethernet network. The T35 acts as an SNTP client to receive time values from an SNTP/NTP server, usually a dedicated
product using a GPS receiver to provide an accurate time. Unicast SNTP is supported. The UR-series relays do not support
the broadcast, multicast or anycast SNTP functionality.

The SNTP FUNCTION setting enables or disabled the SNTP feature on the T35.

To use SNTP, SNTP SERVER IP ADDR must be set to the SNTP/NTP server |IP address. Once this address is set and SNTP
FUNCTION is “Enabled”, the T35 attempts to obtain time values from the SNTP/NTP server. Since many time values are
obtained and averaged, it generally takes three to four minutes until the T35 clock is closely synchronized with the SNTP/
NTP server. It takes up to two minutes for the T35 to signal an SNTP self-test error if the server is offline.

The SNTP UDP PORT NUMBER is 123 for normal SNTP operation. If SNTP is not required, close the port by setting it to 0.
1‘:’ When the SNTP UDP PORT NUMBER is set to 0, the change takes effect when the T35 is restarted.

NOTE
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d) LOCAL TIME
PATH: SETTINGS = PRODUCT SETUP = { REAL TIME CLOCK = LOCAL TIME

B LOCAL TIME KD LOCAL TIME OFFSET Range: —24.0to 24.0 hrs in steps of 0.5
] FROM UTC: 0.0 hrs
MESSAGE N DAYLIGHT SAVINGS Range: Disabled, Enabled
™ |TIME: Disabled
MESSAGE (€] [|DST START MONTH: Range: January to December (all months)
™ |January
@ DST START DAY: Range: Sunday to Saturday (all days of the week)
MESSAGE @ Sunday
Range: First, Second, Third, Fourth, Last
N DST START DAY g
MESSAGE
@) |INSTANCE: First
N DST START HOUR: Range: 0to 23
MESSAGE S 2
MESSAGE (4] [|DST STOP MONTH: Range: January to December (all months)
™ |January
@ DST STOP DAY: Range: Sunday to Saturday (all days of the week)
MESSAGE @ Sunday
MESSAGE (4 |DST STOP DAY Range: First, Second, Third, Fourth, Last
@ |INSTANCE: First
N DST STOP HOUR: Range: 0to 23
MESSAGE S 2

The UR device maintains two times: local time and Universal Coordinated Time (UTC). Local time can be provided by IRIG-
B signals. UTC time is provided by SNTP servers.

The real-time clock (RTC) and communication protocol times are not correct unless Local Time is configured for the current
location. When the RTC is synchronized with IRIG-B, Local Time must be configured for the current location or else the
timestamps may not be accurate. Furthermore, times reported in historical records and communication protocols may be
incorrect if the Local Time setting is not configured properly.

The LOCAL TIME OFFSET FROM UTC setting is used to specify the local time zone offset from UTC (Greenwich Mean Time) in
hours. Time zones in the eastern hemisphere have positive values; time zones in the western hemisphere have negative
values. A value of zero causes the relay to use UTC for local time. This setting has two uses. When the system RTC is syn-
chronized with a communications protocol providing only local time or it is free-running, the offset setting is used to calcu-
late UTC from the local time these provide. When the RTC is synchronized with a communications protocol providing only
UTC (such as PTP or SNTP), the time offset setting is used to determine local time from the UTC provided. PTP
ALTERNATE_TIME_OFFSET_INDICATOR TLVs are not used to calculate local time. When a communications protocol
other than PTP provides UTC to local time offset (meaning IRIG-B), that offset is used instead of the local time and daylight
time settings.

The DAYLIGHT SAVINGS TIME (DST) settings can be used to allow the relay to follow the DST rules of the local time zone.
Note that when IRIG-B time synchronization is active, the local time in the IRIG-B signal contains any daylight savings time
offset and so the DST settings are ignored.
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5.2.7 USER-PROGRAMMABLE FAULT REPORT

PATH: SETTINGS = PRODUCT SETUP = { USER-PROGRAMMABLE FAULT REPORT = USER-PROGRAMMABLE FAULT REPORT 1(2)

B USER-PROGRAMMABLE ap FAULT REPORT 1 Range: Disabled, Enabled
B FAULT REPORT 1 FUNCTION: Disabled
@ PRE-FAULT 1 TRIGGER: Range: FlexLogic operand
MESSAGE
™ |off
@ FAULT 1 TRIGGER: Range: FlexLogic operand
MESSAGE
™ |off
(@ |FAULT REPORT 1 #1: Range: Off, any actual value analog parameter
MESSAGE
™ |off
(4 |FAULT REPORT 1 #2: Range: Off, any actual value analog parameter
MESSAGE
™ |otf
(@) |FAULT REPORT 1 #3: Range: Off, any actual value analog parameter
MESSAGE
& Joff
{
FAULT REPORT 1 #32: Range: Off, any actual value analog parameter
MESSAGE (& Of £

When enabled, this function monitors the pre-fault trigger. The pre-fault data are stored in the memory for prospective cre-
ation of the fault report on the rising edge of the pre-fault trigger. The element waits for the fault trigger as long as the pre-
fault trigger is asserted, but not shorter than 1 second. When the fault trigger occurs, the fault data is stored and the com-
plete report is created. If the fault trigger does not occur within 1 second after the pre-fault trigger drops out, the element
resets and no record is created.

The user programmable record contains the following information: the user-programmed relay name, detailed firmware
revision (7.1x, for example) and relay model (T35), the date and time of trigger, the name of pre-fault trigger (a specific
FlexLogic operand), the name of fault trigger (a specific FlexLogic operand), the active setting group at pre-fault trigger, the
active setting group at fault trigger, pre-fault values of all programmed analog channels (one cycle before pre-fault trigger),
and fault values of all programmed analog channels (at the fault trigger).

The report includes fault duration times for each of the breakers (created by the breaker arcing current feature). To include
fault duration times in the fault report, the user must enable and configure breaker arcing current feature for each of the
breakers. Fault duration is reported on a per-phase basis.

Each fault report is stored as a file to a maximum capacity of ten files. An eleventh trigger overwrites the oldest file. The
EnerVista UR Setup software is required to view all captured data. A FAULT RPT TRIG event is automatically created when
the report is triggered.

The relay includes two user-programmable fault reports to enable capture of two types of trips (for example, trip from ther-
mal protection with the report configured to include temperatures, and short-circuit trip with the report configured to include
voltages and currents). Both reports feed the same report file queue.

The last record is available as individual data items via communications protocols.

+ PRE-FAULT 1 TRIGGER: Specifies the FlexLogic operand to capture the pre-fault data. The rising edge of this oper-
and stores one cycle-old data for subsequent reporting. The element waits for the fault trigger to actually create a
record as long as the operand selected as PRE-FAULT 1 TRIGGER is “On”. If the operand remains “Off” for 1 second, the
element resets and no record is created.

* FAULT 1 TRIGGER: Specifies the FlexLogic operand to capture the fault data. The rising edge of this operand stores
the data as fault data and results in a new report. The trigger (not the pre-fault trigger) controls the date and time of the
report.

« FAULT REPORT 1 #1 to FAULT REPORT 1 #32: These settings specify an actual value such as voltage or current
magnitude, true RMS, phase angle, frequency, temperature, etc., to be stored should the report be created. Up to 32
channels can be configured. Two reports are configurable to cope with variety of trip conditions and items of interest.
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5.2.8 OSCILLOGRAPHY

a) MAIN MENU
PATH: SETTINGS = PRODUCT SETUP = {! OSCILLOGRAPHY
B OSCILLOGRAPHY NUMBER OF RECORDS: Range: 1to 64 in steps of 1
. @ |
. Range: Automatic Overwrite, Protected
MESSAGE @ TRIGGER MODE:
™ |automatic Overwrite
@ TRIGGER POSITION: Range: 0 to 100% in steps of 1
MESSAGE
7] 50%
@ TRIGGER SOURCE: Range: FlexLogic operand
MESSAGE
™ |off
MESSAGE @ [AC INPUT WAVEFORMS: Range: Off; 8, 16, 32, 64 samples/cycle
= 16 samples/cycle
P 2’4
@ B DIGITAL CHANNELS
MESSAGE
& Im
H ANALOG CHANNELS
MESSAGE (&) -

Oscillography records contain waveforms captured at the sampling rate as well as other relay data at the point of trigger.
Oscillography records are triggered by a programmable FlexLogic operand. Multiple oscillography records may be captured
simultaneously.

The NUMBER OF RECORDS is selectable, but the number of cycles captured in a single record varies considerably based on
other factors such as sample rate and the number of operational modules. There is a fixed amount of data storage for oscil-
lography; the more data captured, the less the number of cycles captured per record. See the ACTUAL VALUES =¥
RECORDS = { OSCILLOGRAPHY menu to view the number of cycles captured per record. The following table provides sam-
ple configurations with corresponding cycles/record. The minimum number of oscillographic records is three.

Table 5-6: OSCILLOGRAPHY CYCLES/RECORD EXAMPLE

RECORDS CT/IVTS SAMPLE DIGITALS ANALOGS CYCLES/
RATE RECORD

3 1 8 0 0 14663

3 1 16 16 0 6945

8 1 16 16 0 3472

8 1 16 16 4 2868

8 2 16 16 4 1691

8 2 16 63 16 1221

8 2 32 63 16 749

8 2 64 63 16 422

32 2 64 63 16 124

A new record may automatically overwrite an older record if TRIGGER MODE is set to “Automatic Overwrite”.

Set the TRIGGER POSITION to a percentage of the total buffer size (for example, 10%, 50%, 75%, etc.). A trigger position of
25% consists of 25% pre- and 75% post-trigger data. The TRIGGER SOURCE is always captured in oscillography and may be
any FlexLogic parameter (element state, contact input, virtual output, etc.). The relay sampling rate is 64 samples per cycle.

The AC INPUT WAVEFORMS setting determines the sampling rate at which AC input signals (that is, current and voltage) are
stored. Reducing the sampling rate allows longer records to be stored. This setting has no effect on the internal sampling
rate of the relay which is always 64 samples per cycle; that is, it has no effect on the fundamental calculations of the device.

1? When changes are made to the oscillography settings, all existing oscillography records will be CLEARED.

NOTE
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b) DIGITAL CHANNELS
PATH: SETTINGS = PRODUCT SETUP = { OSCILLOGRAPHY = { DIGITAL CHANNELS

B DIGITAL CHANNELS KD DIGITAL CHANNEL 1: Range: FlexLogic operand
[ ] Off
@ DIGITAL CHANNEL 2: Range: FlexLogic operand
MESSAGE
™ Joff
@ DIGITAL CHANNEL 3: Range: FlexLogic operand
MESSAGE
™ ottt
{
DIGITAL CHANNEL 63: Range: FlexLogic operand
MESSAGE (&) of £

A DIGITAL 1(63) CHANNEL setting selects the FlexLogic operand state recorded in an oscillography trace. The length of each
oscillography trace depends in part on the number of parameters selected here. Parameters set to “Off” are ignored. Upon
startup, the relay will automatically prepare the parameter list.

c) ANALOG CHANNELS

PATH: SETTINGS = PRODUCT SETUP = { OSCILLOGRAPHY = { ANALOG CHANNELS

B ANALOG CHANNELS ANALOG CHANNEL 1: Range: Off, any FlexAnalog parameter
™ @D Off See Appendix A for complete list.
@ ANALOG CHANNEL 2: Range: Off, any FlexAnalog parameter
MESSAGE ™ ottt See Appendix A for complete list.
@ ANALOG CHANNEL 3: Range: Off, any FlexAnalog parameter
MESSAGE ™ |ott See Appendix A for complete list.
\)
ANALOG CHANNEL 16: Range: Off, any FlexAnalog parameter
MESSAGE (&) Off See Appendix A for complete list.

These settings select the metering actual value recorded in an oscillography trace. The length of each oscillography trace
depends in part on the number of parameters selected here. Parameters set to “Off” are ignored. The parameters available
in a given relay are dependent on:

*  The type of relay,
*  The type and number of CT/VT hardware modules installed, and
*  The type and number of analog input hardware modules installed.

Upon startup, the relay will automatically prepare the parameter list. A list of all possible analog metering actual value
parameters is presented in Appendix A: FlexAnalog parameters. The parameter index number shown in any of the tables is
used to expedite the selection of the parameter on the relay display. It can be quite time-consuming to scan through the list
of parameters via the relay keypad and display - entering this number via the relay keypad will cause the corresponding
parameter to be displayed.

All eight CT/VT module channels are stored in the oscillography file. The CT/VT module channels are named as follows:
<slot_letter><terminal_number>—</ or VV><phase A, B, or C, or 4th input>

The fourth current input in a bank is called IG, and the fourth voltage input in a bank is called VX. For example, F2-IB desig-
nates the IB signal on terminal 2 of the CT/VT module in slot F.

If there are no CT/VT modules and analog input modules, no analog traces will appear in the file; only the digital traces will
appear.
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5.2.9 DATA LOGGER

PATH: SETTINGS = { PRODUCT SETUP = { DATA LOGGER

The data logger samples and records up to 16 analog parameters at a user-defined sampling rate. This recorded data may
be downloaded to EnerVista UR Setup and displayed with parameters on the vertical axis and time on the horizontal axis.

: DATA LOGGER KD
MESSAGE %
MESSAGE %
MESSAGE %
MESSAGE %
MESSAGE %
MESSAGE %
MESSAGE (&)

DATA LOGGER MODE:
Continuous

DATA LOGGER TRIGGER:
Off

DATA LOGGER RATE:
60000 ms

DATA LOGGER CHNL 1:
Off

DATA LOGGER CHNL 2:
Off

DATA LOGGER CHNL 3:
Off

2

DATA LOGGER CHNL 16:
Off

DATA LOGGER CONFIG:
0 CHNL x 0.0 DAYS

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Continuous, Trigger

FlexLogic operand

15 to 3600000 ms in steps of 1

Off, any FlexAnalog parameter. See Appendix A:

FlexAnalog Parameters for complete list.

Off, any FlexAnalog parameter. See Appendix A:
FlexAnalog Parameters for complete list.

Off, any FlexAnalog parameter. See Appendix A:
FlexAnalog Parameters for complete list.

Off, any FlexAnalog parameter. See Appendix A:
FlexAnalog Parameters for complete list.

Not applicable - shows computed data only

All data is stored in non-volatile memory, meaning that the information is retained when power to the relay is lost.

For a fixed sampling rate, the data logger can be configured with a few channels over a long period or a larger number of
channels for a shorter period. The relay automatically partitions the available memory between the channels in use. Exam-
ple storage capacities for a system frequency of 60 Hz are shown in the following table.

Table 5-7: DATA LOGGER STORAGE CAPACITY EXAMPLE

SAMPLING RATE CHANNELS DAYS STORAGE CAPACITY
15 ms 1 0.1 954 s

8 0.1 120 s

9 0.1 107 s

16 0.1 60s
1000 ms 1 0.7 65457 s

8 0.1 8182s

9 0.1 7273 s

16 0.1 4091s
60000 ms 1 454 3927420 s

8 5.6 490920 s

9 5 436380 s

16 2.8 254460 s
3600000 ms 1 2727.5 235645200 s

8 340.9 29455200 s

9 303 26182800 s

NOTE

GE Multilin

T35 Transformer Protection System

17 Changing any setting affecting data logger operation will clear any data that is currently in the log.
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« DATA LOGGER MODE: This setting configures the mode in which the data logger will operate. When set to “Continu-
ous”, the data logger will actively record any configured channels at the rate as defined by the DATA LOGGER RATE. The
data logger will be idle in this mode if no channels are configured. When set to “Trigger”, the data logger will begin to
record any configured channels at the instance of the rising edge of the DATA LOGGER TRIGGER source FlexLogic oper-
and. The data logger will ignore all subsequent triggers and will continue to record data until the active record is full.
Once the data logger is full a CLEAR DATA LOGGER command is required to clear the data logger record before a new
record can be started. Performing the CLEAR DATA LOGGER command will also stop the current record and reset the
data logger to be ready for the next trigger.

+ DATA LOGGER TRIGGER: This setting selects the signal used to trigger the start of a new data logger record. Any
FlexLogic operand can be used as the trigger source. The DATA LOGGER TRIGGER setting only applies when the mode
is set to “Trigger”.

+ DATA LOGGER RATE: This setting selects the time interval at which the actual value data will be recorded.

+ DATA LOGGER CHNL 1(16): This setting selects the metering actual value that is to be recorded in Channel 1(16) of
the data log. The parameters available in a given relay are dependent on: the type of relay, the type and number of CT/
VT hardware modules installed, and the type and number of Analog Input hardware modules installed. Upon startup,
the relay will automatically prepare the parameter list. A list of all possible analog metering actual value parameters is
shown in Appendix A: FlexAnalog Parameters. The parameter index number shown in any of the tables is used to
expedite the selection of the parameter on the relay display. It can be quite time-consuming to scan through the list of
parameters via the relay keypad/display — entering this number via the relay keypad will cause the corresponding
parameter to be displayed.

« DATA LOGGER CONFIG: This display presents the total amount of time the Data Logger can record the channels not
selected to “Off” without over-writing old data.

5.2.10 USER-PROGRAMMABLE LEDS

a) MAIN MENU
PATH: SETTINGS = PRODUCT SETUP = { USER-PROGRAMMABLE LEDS
B USER-PROGRAMMABLE B LED TEST
B LEDS «P» - See below
N B TRIP & ALARM _
MESSAGE & |w 1EDS See page 5-68.
@ B USER-PROGRAMMABLE
MESSAGE -68.
S B 1LED1 See page 5-68
@ B USER-PROGRAMMABLE
MESSAGE
@ |m LED2
{
B USER-PROGRAMMABLE
MESSAGE (&)
B LED48

The 48 amber LEDs on relay panels 2 and 3 can be customized to illuminate when a selected FlexLogic operand is in the
logic 1 state. The trip and alarm LEDs on panel 1 can also be customized in a similar manner. To ensure correct functional-
ity of all LEDs, an LED test feature is also provided.

b) LED TEST
PATH: SETTINGS = PRODUCT SETUP = { USER-PROGRAMMABLE LEDS = LED TEST
H LED TEST KD LED TEST FUNCTION: Range: Disabled, Enabled.
| Disabled
LED TEST CONTROL: Range: FlexLogic operand
MESSAGE (&) Off
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When enabled, the LED test can be initiated from any digital input or user-programmable condition such as user-program-
mable pushbutton. The control operand is configured under the LED TEST CONTROL setting. The test covers all LEDs,
including the LEDs of the optional user-programmable pushbuttons.

The test consists of three stages.

1. All 62 LEDs on the relay are illuminated. This is a quick test to verify if any of the LEDs is “burned”. This stage lasts as
long as the control input is on, up to a maximum of 1 minute. After 1 minute, the test will end.

2. All the LEDs are turned off, and then one LED at a time turns on for 1 second, then back off. The test routine starts at
the top left panel, moving from the top to bottom of each LED column. This test checks for hardware failures that lead
to more than one LED being turned on from a single logic point. This stage can be interrupted at any time.

3. All the LEDs are turned on. One LED at a time turns off for 1 second, then back on. The test routine starts at the top left
panel moving from top to bottom of each column of the LEDs. This test checks for hardware failures that lead to more
than one LED being turned off from a single logic point. This stage can be interrupted at any time.

When testing is in progress, the LEDs are controlled by the test sequence, rather than the protection, control, and monitor-
ing features. However, the LED control mechanism accepts all the changes to LED states generated by the relay and
stores the actual LED states (on or off) in memory. When the test completes, the LEDs reflect the actual state resulting from
relay response during testing. The reset pushbutton will not clear any targets when the LED Test is in progress.

A dedicated FlexLogic operand, LED TEST IN PROGRESS, is set for the duration of the test. When the test sequence is initi-
ated, the LED TEST INITIATED event is stored in the event recorder.

The entire test procedure is user-controlled. In particular, stage 1 can last as long as necessary, and stages 2 and 3 can be
interrupted. The test responds to the position and rising edges of the control input defined by the LED TEST CONTROL set-
ting. The control pulses must last at least 250 ms to take effect. The following diagram explains how the test is executed.

READY TO TEST

Reset the
LED TEST IN PROGRESS

rising edge of the

control input operand
Start the software image of Restore the LED states
the LEDs from the software image
# i
Set the
LED TEST IN PROGRESS
operand

control input is on———
A

STAGE 1 time-out
(all LEDs on) )7(1 minute) ™|

dropping edge of the
control input

@rising edge of the%
control input
STAGE 2 rising edge of the __|
(one LED on at a time) control input

rising edge of the
control input

STAGE 3 rising edge
( (one LED off at a time) ) of tﬁi:&ntml

Figure 5-9: LED TEST SEQUENCE

k Wait 1 second

842011A1.CDR
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APPLICATION EXAMPLE 1:

Assume one needs to check if any of the LEDs is “burned” through user-programmable pushbutton 1. The following set-
tings should be applied. Configure user-programmable pushbutton 1 by making the following entries in the SETTINGS =
PRODUCT SETUP => { USER-PROGRAMMABLE PUSHBUTTONS = USER PUSHBUTTON 1 menu:

PUSHBUTTON 1 FUNCTION: “Self-reset”
PUSHBTN 1 DROP-OUT TIME: “0.10 s”

Configure the LED test to recognize user-programmable pushbutton 1 by making the following entries in the SETTINGS =
PRODUCT SETUP = { USER-PROGRAMMABLE LEDS = LED TEST menu:

LED TEST FUNCTION: “Enabled”
LED TEST CONTROL: “PUSHBUTTON 1 ON”

The test will be initiated when the user-programmable pushbutton 1 is pressed. The pushbutton should remain pressed for
as long as the LEDs are being visually inspected. When finished, the pushbutton should be released. The relay will then
automatically start stage 2. At this point forward, test may be aborted by pressing the pushbutton.

APPLICATION EXAMPLE 2:

Assume one needs to check if any LEDs are “burned” as well as exercise one LED at a time to check for other failures. This
is to be performed via user-programmable pushbutton 1.

After applying the settings in application example 1, hold down the pushbutton as long as necessary to test all LEDs. Next,
release the pushbutton to automatically start stage 2. Once stage 2 has started, the pushbutton can be released. When
stage 2 is completed, stage 3 will automatically start. The test may be aborted at any time by pressing the pushbutton.

c) TRIP AND ALARM LEDS

PATH: SETTINGS = PRODUCT SETUP = { USER-PROGRAMMABLE LEDS = { TRIP & ALARM LEDS

B TRIP & ALARM LEDS ap TRIP LED INPUT: Range: FlexLogic operand
] Off
ALARM LED INPUT: Range: FlexLogic operand
MESSAGE (&) off

The trip and alarm LEDs are in the first LED column (enhanced faceplate) and on LED panel 1 (standard faceplate). Each
indicator can be programmed to become illuminated when the selected FlexLogic operand is in the logic 1 state.

d) USER-PROGRAMMABLE LED 1(48)
PATH: SETTINGS = PRODUCT SETUP = { USER-PROGRAMMABLE LEDS = { USER-PROGRAMMABLE LED 1(48)

B USER-PROGRAMMABLE KD LED 1 OPERAND: Range: FlexLogic operand
W LED 1 Off
MESSAGE @ LED 1 TYPE: Range: Self-Reset, Latched
Self-Reset

There are 48 amber LEDs across the relay faceplate LED panels. Each of these indicators can be programmed to illumi-
nate when the selected FlexLogic operand is in the logic 1 state.

For the standard faceplate, the LEDs are located as follows.
* LED Panel 2: user-programmable LEDs 1 through 24

* LED Panel 3: user programmable LEDs 25 through 48
For the enhanced faceplate, the LEDs are located as follows.
* LED column 2: user-programmable LEDs 1 through 12

* LED column 3: user-programmable LEDs 13 through 24
*  LED column 4: user-programmable LEDs 25 through 36
*  LED column 5: user-programmable LEDs 37 through 48
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Refer to the LED indicators section in chapter 4 for additional information on the location of these indexed LEDs.

The user-programmable LED settings select the FlexLogic operands that control the LEDs. If the LED 1 TYPE setting is “Self-
Reset” (the default setting), the LED illumination will track the state of the selected LED operand. If the LED 1 TYPE setting is
“Latched”, the LED, once lit, remains so until reset by the faceplate RESET button, from a remote device via a communica-
tions channel, or from any programmed operand, even if the LED operand state de-asserts.

Table 5-8: RECOMMENDED SETTINGS FOR USER-PROGRAMMABLE LEDS

SETTING PARAMETER SETTING PARAMETER
LED 1 operand SETTING GROUP ACT 1 LED 13 operand Off
LED 2 operand SETTING GROUP ACT 2 LED 14 operand Off
LED 3 operand SETTING GROUP ACT 3 LED 15 operand Off
LED 4 operand SETTING GROUP ACT 4 LED 16 operand Off
LED 5 operand SETTING GROUP ACT 5 LED 17 operand Off
LED 6 operand SETTING GROUP ACT 6 LED 18 operand Off
LED 7 operand Off LED 19 operand Off
LED 8 operand Off LED 20 operand Off
LED 9 operand Off LED 21 operand Off
LED 10 operand Off LED 22 operand Off
LED 11 operand Off LED 23 operand Off
LED 12 operand Off LED 24 operand Off

Refer to the Control of setting groups example in the Control elements section of this chapter for group activation.

5.2.11 USER-PROGRAMMABLE SELF TESTS

For user-programmable self-tests for CyberSentry, use the Setup > Security > Supervisory menu instead.

PATH: SETTINGS = PRODUCT SETUP = {! USER-PROGRAMMABLE SELF TESTS

B USER-PROGRAMMABLE ({”}) DIRECT RING BREAK Range: D/:sabled, Enabled. Valid for units equipped with
W SELF TESTS FUNCTION: Enabled Direct Input/Output module.

@ DIRECT DEVICE OFF Range: Disabled, Enabled. Valid for units equipped with
MESSAGE ® |FuncTION: Enabled Direct Input/Output module.

@ REMOTE DEVICE OFF Range: Disabled, Enabled.
MESSAGE

(¥ |FUNCTION: Enabled

@ FIRST ETHERNET FAIL Range: Disabled, Enabled.
MESSAGE

(¥ |FUNCTION: Disabled

@ SEC. ETHERNET FAIL Range: Disabled, Enabled.
MESSAGE

@ |FUNCTION: Disabled

@ THIRD ETHERNET FAIL Range: Disabled, Enabled.
MESSAGE

™ |FUNCTION: Disabled

@ BATTERY FAIL Range: Disabled, Enabled.
MESSAGE

) [|FUNCTION: Enabled

@ SNTP FAIL Range: Disabled, Enabled.
MESSAGE

® |FUNCTION: Enabled

@ IRIG-B FAIL Range: Disabled, Enabled.
MESSAGE

(¥ |FUNCTION: Enabled

@ PTP FAIL Range: Disabled, Enabled.
MESSAGE

@ |FUNCTION: Enabled
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SFP MODULE FAIL Range: Disabled, Enabled.
FUNCTION: Disabled

@
MESSAGE
©

All major self-test alarms are reported automatically with their corresponding FlexLogic operands, events, and targets. Most
of the minor alarms can be disabled if desired.

When in the “Disabled” mode, minor alarms will not assert a FlexLogic operand, write to the event recorder, or display tar-
get messages. Moreover, they will not trigger the ANY MINOR ALARM or ANY SELF-TEST messages. When in the “Enabled”
mode, minor alarms continue to function along with other major and minor alarms. Refer to the Relay self-tests section in
chapter 7 for additional information on major and minor self-test alarms.

5.2.12 CONTROL PUSHBUTTONS

PATH: SETTINGS = PRODUCT SETUP = { CONTROL PUSHBUTTONS = CONTROL PUSHBUTTON 1(7)

H CONTROL ap CONTROL PUSHBUTTON 1 Range: Disabled, Enabled
B PUSHBUTTON 1 FUNCTION: Disabled
CONTROIL PUSHBUTTON 1 Range: Disabled, Enabled
MESSAGE
@ EVENTS: Disabled

There are three standard control pushbuttons, labeled USER 1, USER 2, and USER 3, on the standard and enhanced front
panels. These are user-programmable and can be used for various applications such as performing an LED test, switching
setting groups, and invoking and scrolling though user-programmable displays.

The location of the control pushbuttons are shown in the following figures.

Control pushbuttons
842813A1.CDR

Figure 5-10: CONTROL PUSHBUTTONS (ENHANCED FACEPLATE)

An additional four control pushbuttons are included on the standard faceplate when the T35 is ordered with the twelve user-
programmable pushbutton option.

STATUS EVENT CAUSE
M IN SERVICE W VOLTAGE

W TROUBLE W CURRENT RESET
W TEST MODE W FREQUENCY

TRIP B OTHER USER 1 THREE
B ALARM W PHASEA STANDARD
= PICKUP B PHASEB USER 2

u rrasec CONTROL
PUSHBUTTONS

W NEUTRAL/GROUND USER 3

CONTROL

FOUR EXTRA
OPTIONAL
PUSHBUTTONS

842733A2.CDR

Figure 5-11: CONTROL PUSHBUTTONS (STANDARD FACEPLATE)

Control pushbuttons are not typically used for critical operations and are not protected by the control password. However,
by supervising their output operands, the user can dynamically enable or disable control pushbuttons for security reasons.
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Each control pushbutton asserts its own FlexLogic operand. These operands should be configured appropriately to perform
the desired function. The operand remains asserted as long as the pushbutton is pressed and resets when the pushbutton
is released. A dropout delay of 100 ms is incorporated to ensure fast pushbutton manipulation will be recognized by various
features that may use control pushbuttons as inputs.

An event is logged in the event record (as per user setting) when a control pushbutton is pressed. No event is logged when
the pushbutton is released. The faceplate keys (including control keys) cannot be operated simultaneously — a given key
must be released before the next one can be pressed.

GE Multilin

When applicable

SETTING

CONTROL PUSHBUTTON
1FUNCTION:

Enabled=1

SETTINGS

SYSTEM SETUP/
BREAKERS/BREAKER 1/
BREAKER 1 PUSHBUTTON
CONTROL:

Enabled=1

SYSTEM SETUP/
BREAKERS/BREAKER 2/
BREAKER 2 PUSHBUTTON
CONTROL:

Enabled=1

o

TIMER

100 msec

AND— RUN
g
OFF
o
—a___|

FLEXLOGIC OPERAND
CONTROL PUSHBTN 1 0N

842010A2.CDR

Figure 5-12: CONTROL PUSHBUTTON LOGIC
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5.2.13 USER-PROGRAMMABLE PUSHBUTTONS

PATH: SETTINGS = PRODUCT SETUP = { USER-PROGRAMMABLE PUSHBUTTONS = USER PUSHBUTTON 1(16)

B USER PUSHBUTTON 1 KD PUSHBUTTON 1 Range: Self-Reset, Latched, Disabled
u FUNCTION: Disabled
(@) |PUSHBTN 1 ID TEXT: Range: Up to 20 alphanumeric characters
MESSAGE @
(@) |PUSHBTN 1 ON TEXT: Range: Up to 20 alphanumeric characters
MESSAGE @
(4 |PUSHBIN 1 OFF TEXT: Range: Up to 20 alphanumeric characters
MESSAGE ®
(@ |PUSHBTIN 1 HOLD: Range: 0.0to 10.0 s in steps of 0.1
MESSAGE & lo.os
@ PUSHBTN 1 SET: Range: FlexLogic operand
MESSAGE @ Off
(@) |PUSHBIN 1 RESET: Range: FlexLogic operand
MESSAGE & loss
VESSAGE (@ |PUSHBTIN 1 AUTORST: Range: Disabled, Enabled
™ |pisabled
VESSAGE (@ |PUSHBTN 1 AUTORST Range: 0.2to 600.0 s in steps of 0.1
® |pELAY: 1.0 s
(@) |PUSHBTN 1 REMOTE: Range: FlexLogic operand
MESSAGE @ Off
(4 |PUSHBTIN 1 LOCAL: Range: FlexLogic operand
MESSAGE & loss
(@ |PUSHBTN 1 DROP-OUT Range: 0to 60.00 s in steps of 0.05
MESSAGE
™ |riME: 0.00 s
(@) |PUSHBTN 1 LED CTL: Range: FlexLogic operand
MESSAGE @ Off
VESSAGE @ PUSHBTN 1 MESSAGE: Range: Disabled, Normal, High Priority
™ |pisabled
uEssacE @) PUSHBUTTON 1 Range: Disabled, Enabled
EVENTS: Disabled

The optional user-programmable pushbuttons (specified in the order code) provide an easy and error-free method of enter-
ing digital state (on, off) information. The number of available pushbuttons is dependent on the faceplate module ordered
with the relay.

«  Type P faceplate: standard horizontal faceplate with 12 user-programmable pushbuttons.
+  Type Q faceplate: enhanced horizontal faceplate with 16 user-programmable pushbuttons.

The digital state can be entered locally (by directly pressing the front panel pushbutton) or remotely (via FlexLogic oper-
ands) into FlexLogic equations, protection elements, and control elements. Typical applications include breaker control,
autorecloser blocking, and setting groups changes. The user-programmable pushbuttons are under the control level of
password protection.

The user-configurable pushbuttons for the enhanced faceplate are shown below.
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USER USER USER USER USER USER USER USER USER USER USER USER USER USER USER USER
LABEL 1 LABEL 2 LABEL 3 LABEL 4 LABEL 5 LABEL 6 LABEL 7 LABEL 8 LABEL 9 LABEL 10 LABEL 11 LABEL 12 LABEL 13 LABEL 14 LABEL 15 LABEL 16

el il el el o | v | L | | i | s |

[m] o [m] [m] [m] [m] [m] o [m] [m] [m] [m] [m] o [m] [m]
842814A1COR

Figure 5-13: USER-PROGRAMMABLE PUSHBUTTONS (ENHANCED FACEPLATE)

The user-configurable pushbuttons for the standard faceplate are shown below.

., Il A  IE e

USER LABEL USER LABEL USER LABEL USER LABEL USER LABEL USER LABEL

., /Il I .  IE .

USER LABEL USER LABEL USER LABEL USER LABEL USER LABEL USER LABEL

842779A1CDR

Figure 5-14: USER-PROGRAMMABLE PUSHBUTTONS (STANDARD FACEPLATE)

Both the standard and enhanced faceplate pushbuttons can be custom labeled with a factory-provided template, available
online at http://www.gedigitalenergy.com/multilin. The EnerVista UR Setup software can also be used to create labels for
the enhanced faceplate.

Each pushbutton asserts its own “On” and “Off’ FlexLogic operands (for example, PUSHBUTTON 1 ON and PUSHBUTTON 1
OFF). These operands are available for each pushbutton and are used to program specific actions. If any pushbutton is
active, the ANY PB ON operand will be asserted.

Each pushbutton has an associated LED indicator. By default, this indicator displays the present status of the correspond-
ing pushbutton (on or off). However, each LED indicator can be assigned to any FlexLogic operand through the PUSHBTN 1
LED CTL setting.

The pushbuttons can be automatically controlled by activating the operands assigned to the PUSHBTN 1 SET (for latched and
self-reset mode) and PUSHBTN 1 RESET (for latched mode only) settings. The pushbutton reset status is declared when the
PUSHBUTTON 1 OFF operand is asserted. The activation and deactivation of user-programmable pushbuttons is dependent
on whether latched or self-reset mode is programmed.

« Latched mode: In latched mode, a pushbutton can be set (activated) by asserting the operand assigned to the PUSH-
BTN 1 SET setting or by directly pressing the associated front panel pushbutton. The pushbutton maintains the set state
until deactivated by the reset command or after a user-specified time delay. The state of each pushbutton is stored in
non-volatile memory and maintained through a loss of control power.

The pushbutton is reset (deactivated) in latched mode by asserting the operand assigned to the PUSHBTN 1 RESET set-
ting or by directly pressing the associated active front panel pushbutton.

It can also be programmed to reset automatically through the PUSHBTN 1 AUTORST and PUSHBTN 1 AUTORST DELAY set-
tings. These settings enable the autoreset timer and specify the associated time delay. The autoreset timer can be
used in select-before-operate (SBO) breaker control applications, where the command type (close/open) or breaker
location (feeder number) must be selected prior to command execution. The selection must reset automatically if con-
trol is not executed within a specified time period.

»  Self-reset mode: In self-reset mode, a pushbutton will remain active for the time it is pressed (the pulse duration) plus
the dropout time specified in the PUSHBTN 1 DROP-OUT TIME setting. If the pushbutton is activated via FlexLogic, the
pulse duration is specified by the PUSHBTN 1 DROP-OUT TIME only. The time the operand remains assigned to the PUSH-
BTN 1 SET setting has no effect on the pulse duration.

The pushbutton is reset (deactivated) in self-reset mode when the dropout delay specified in the PUSHBTN 1 DROP-OUT
TIME setting expires.

The pulse duration of the remote set, remote reset, or local pushbutton must be at least 50 ms to operate the push-
button. This allows the user-programmable pushbuttons to properly operate during power cycling events and vari-
NOTE  ous system disturbances that may cause transient assertion of the operating signals.
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The local and remote operation of each user-programmable pushbutton can be inhibited through the PUSHBTN 1 LOCAL and
PUSHBTN 1 REMOTE settings, respectively. If local locking is applied, the pushbutton will ignore set and reset commands
executed through the front panel pushbuttons. If remote locking is applied, the pushbutton will ignore set and reset com-
mands executed through FlexLogic operands.

The locking functions are not applied to the autorestart feature. In this case, the inhibit function can be used in SBO control
operations to prevent the pushbutton function from being activated and ensuring “one-at-a-time” select operation.

The locking functions can also be used to prevent the accidental pressing of the front panel pushbuttons. The separate
inhibit of the local and remote operation simplifies the implementation of local/remote control supervision.

Pushbutton states can be logged by the event recorder and displayed as target messages. In latched mode, user-defined
messages can also be associated with each pushbutton and displayed when the pushbutton is on or changing to off.

+  PUSHBUTTON 1 FUNCTION: This setting selects the characteristic of the pushbutton. If set to “Disabled”, the push-
button is not active and the corresponding FlexLogic operands (both “On” and “Off’) are de-asserted. If set to “Self-
Reset”, the control logic is activated by the pulse (longer than 100 ms) issued when the pushbutton is being physically
pressed or virtually pressed via a FlexLogic operand assigned to the PUSHBTN 1 SET setting.

When in “Self-Reset” mode and activated locally, the pushbutton control logic asserts the “On” corresponding Flex-
Logic operand as long as the pushbutton is being physically pressed, and after being released the deactivation of the
operand is delayed by the drop out timer. The “Off’ operand is asserted when the pushbutton element is deactivated. If
the pushbutton is activated remotely, the control logic of the pushbutton asserts the corresponding “On” FlexLogic
operand only for the time period specified by the PUSHBTN 1 DROP-OUT TIME setting.

If set to “Latched”, the control logic alternates the state of the corresponding FlexLogic operand between “On” and “Off”
on each button press or by virtually activating the pushbutton (assigning set and reset operands). When in the
“Latched” mode, the states of the FlexLogic operands are stored in a non-volatile memory. Should the power supply be
lost, the correct state of the pushbutton is retained upon subsequent power up of the relay.

« PUSHBTN 1 ID TEXT: This setting specifies the top 20-character line of the user-programmable message and is
intended to provide ID information of the pushbutton. Refer to the User-definable displays section for instructions on
how to enter alphanumeric characters from the keypad.

+ PUSHBTN 1 ON TEXT: This setting specifies the bottom 20-character line of the user-programmable message and is
displayed when the pushbutton is in the “on” position. Refer to the User-definable displays section for instructions on
entering alphanumeric characters from the keypad.

+  PUSHBTN 1 OFF TEXT: This setting specifies the bottom 20-character line of the user-programmable message and is
displayed when the pushbutton is activated from the on to the off position and the PUSHBUTTON 1 FUNCTION is
“Latched”. This message is not displayed when the PUSHBUTTON 1 FUNCTION is “Self-reset” as the pushbutton operand
status is implied to be “Off” upon its release. The length of the “Off’ message is configured with the PRODUCT SETUP
= { DISPLAY PROPERTIES => FLASH MESSAGE TIME setting.

+ PUSHBTN 1 HOLD: This setting specifies the time required for a pushbutton to be pressed before it is deemed active.
This timer is reset upon release of the pushbutton. Note that any pushbutton operation will require the pushbutton to be
pressed a minimum of 50 ms. This minimum time is required prior to activating the pushbutton hold timer.

« PUSHBTN 1 SET: This setting assigns the FlexLogic operand serving to operate the pushbutton element and to assert
PUSHBUTTON 1 ON operand. The duration of the incoming set signal must be at least 100 ms.

+ PUSHBTN 1 RESET: This setting assigns the FlexLogic operand serving to reset pushbutton element and to assert
PUSHBUTTON 1 OFF operand. This setting is applicable only if pushbutton is in latched mode. The duration of the
incoming reset signal must be at least 50 ms.

+  PUSHBTN 1 AUTORST: This setting enables the user-programmable pushbutton autoreset feature. This setting is
applicable only if the pushbutton is in the “Latched” mode.

« PUSHBTN 1 AUTORST DELAY: This setting specifies the time delay for automatic reset of the pushbutton when in
the latched mode.

« PUSHBTN 1 REMOTE: This setting assigns the FlexLogic operand serving to inhibit pushbutton operation from the
operand assigned to the PUSHBTN 1 SET or PUSHBTN 1 RESET settings.

+ PUSHBTN 1 LOCAL.: This setting assigns the FlexLogic operand serving to inhibit pushbutton operation from the front
panel pushbuttons. This locking functionality is not applicable to pushbutton autoreset.
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« PUSHBTN 1 DROP-OUT TIME: This setting applies only to “Self-Reset” mode and specifies the duration of the push-
button active status after the pushbutton has been released. When activated remotely, this setting specifies the entire
activation time of the pushbutton status; the length of time the operand remains on has no effect on the pulse duration.
This setting is required to set the duration of the pushbutton operating pulse.

« PUSHBTN 1 LED CTL: This setting assigns the FlexLogic operand serving to drive pushbutton LED. If this setting is
“Off”, then LED operation is directly linked to PUSHBUTTON 1 ON operand.

*+  PUSHBTN 1 MESSAGE: If pushbutton message is set to “High Priority”, the message programmed in the PUSHBTN 1
ID and PUSHBTN 1 ON TEXT settings will be displayed undisturbed as long as PUSHBUTTON 1 ON operand is asserted.
The high priority option is not applicable to the PUSHBTN 1 OFF TEXT setting.

This message can be temporary removed if any front panel keypad button is pressed. However, ten seconds of keypad
inactivity will restore the message if the PUSHBUTTON 1 ON operand is still active.

If the PUSHBTN 1 MESSAGE is set to “Normal”, the message programmed in the PUSHBTN 1 ID and PUSHBTN 1 ON TEXT
settings will be displayed as long as PUSHBUTTON 1 ON operand is asserted, but not longer than time period specified
by FLASH MESSAGE TIME setting. After the flash time is expired, the default message or other active target message is
displayed. The instantaneous reset of the flash message will be executed if any relay front panel button is pressed or
any new target or message becomes active.

The PUSHBTN 1 OFF TEXT setting is linked to PUSHBUTTON 1 OFF operand and will be displayed in conjunction with
PUSHBTN 1 ID only if pushbutton element is in the “Latched” mode. The PUSHBTN 1 OFF TEXT message will be displayed
as “Normal” if the PUSHBTN 1 MESSAGE setting is “High Priority” or “Normal”.

+  PUSHBUTTON 1 EVENTS: If this setting is enabled, each pushbutton state change will be logged as an event into
event recorder.
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The user-programmable pushbutton logic is shown below.

TIMER
FLEXLOGIC OPERAND 200 ms
PUSHBUTTON 1 OFF

SETTING

Function
LATCHED To user-programmable

= Enabled pushbuttons logic

~ Latched
e L ATCHED/SELF-RESET sheet 2, 8420242

= Self-Reset

2]

SETTING
Local Lock

Off =0 Non-volatile latch

TIMER

Latch
SETTING S0mms

Remote Lock

Off =0 AND 0

SETTING TIMER

Hold 50 ms
. Tekp

0
0
SETTING
Set AND
Off =0
To user-programmable
OR PUSHBUTTON ON pushbuttons logic

SETTING sheet 2, 842024A2
Reset AND

[ on0] |

SETTING
Autoreset Delay

SETTING
Autoreset Function

= Enabled Tekp
AND
= Disabled 0

SETTING
Drop-Out Timer
TIMER 0
FLEXLOGIC OPERAND 200 ms TrsT
PUSHBUTTON 1 ON

842021A3.CDR

Figure 5-15: USER-PROGRAMMABLE PUSHBUTTON LOGIC (Sheet 1 of 2)
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0
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TRsT
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1. If pushbutton 1 LED control is set to off.
Pushbutton 1
ED

FLEXLOGIC OPERAND L
FLEXLOGIC OPERAND PUSHBUTTON 1 ON =;
PUSHBUTTON 1 ON

zﬁi:gﬁggz i g: FLEXLOGIC OPERAND
- ANY PB ON

2. If pushbutton 1 LED control is not set to off.

SETTING Pushbutton 1
PUSHBTN 1 LED CTL LED

= any FlexLogic operand —@

PUSHBUTTON 16 ON

The enhanced front panel has 16 operands;
the standard front panel has 12 842024A2.CDR

Figure 5-16: USER-PROGRAMMABLE PUSHBUTTON LOGIC (Sheet 2 of 2)

User-programmable pushbuttons require a type HP or HQ faceplate. If an HP or HQ type faceplate was ordered
separately, the relay order code must be changed to indicate the correct faceplate option. This can be done via
EnerVista UR Setup with the Maintenance > Enable Pushbutton command.

NOTE

5.2.14 FLEX STATE PARAMETERS

PATH: SETTINGS = PRODUCT SETUP = { FLEX STATE PARAMETERS

H FLEX STATE @D PARAMETER 1: Range: FlexLogic operand
B PARAMETERS Off
@ PARAMETER 2: Range: FlexLogic operand
MESSAGE S Off
@ PARAMETER 3: Range: FlexLogic operand
MESSAGE @ Off

\

PARAMETER 256: Range: FlexLogic operand
Off

MESSAGE (&)
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This feature provides a mechanism where any of 256 selected FlexLogic operand states can be used for efficient monitor-
ing. The feature allows user-customized access to the FlexLogic operand states in the relay. The state bits are packed so
that 16 states may be read out in a single Modbus register. The state bits can be configured so that all of the states which
are of interest to the user are available in a minimum number of Modbus registers.

The state bits may be read out in the “Flex States” register array beginning at Modbus address 0900h. Sixteen states are
packed into each register, with the lowest-numbered state in the lowest-order bit. There are sixteen registers to accommo-
date the 256 state bits.

5.2.15 USER-DEFINABLE DISPLAYS

a) MAIN MENU
PATH: SETTINGS = PRODUCT SETUP = { USER-DEFINABLE DISPLAYS
B USER-DEFINABLE KD INVOKE AND SCROLL: Range: FlexLogic operand
B DISPLAYS Off
@ B USER DISPLAY 1 Range: up to 20 alphanumeric characters
MESSAGE
& =
@ B USER DISPLAY 3 Range: up to 20 alphanumeric characters
MESSAGE
& =
@ B USER DISPLAY 2 Range: up to 20 alphanumeric characters
MESSAGE
& |m
{
B USER DISPLAY 16 Range: up to 20 alphanumeric characters
MESSAGE (&) -

This menu provides a mechanism for manually creating up to 16 user-defined information displays in a convenient viewing
sequence in the USER DISPLAYS menu (between the TARGETS and ACTUAL VALUES top-level menus). The sub-menus facili-
tate text entry and Modbus register data pointer options for defining the user display content.

Once programmed, the user-definable displays can be viewed in two ways.

»  KEYPAD: Use the MENU key to select the USER DISPLAYS menu item to access the first user-definable display (note
that only the programmed screens are displayed). The screens can be scrolled using the UP and DOWN keys. The
display disappears after the default message time-out period specified by the PRODUCT SETUP = { DISPLAY PROPER-
TIES = { DEFAULT MESSAGE TIMEOUT setting.

+ USER-PROGRAMMABLE CONTROL INPUT: The user-definable displays also respond to the INVOKE AND SCROLL
setting. Any FlexLogic operand (in particular, the user-programmable pushbutton operands), can be used to navigate
the programmed displays.

On the rising edge of the configured operand (such as when the pushbutton is pressed), the displays are invoked by
showing the last user-definable display shown during the previous activity. From this moment onward, the operand
acts exactly as the down key and allows scrolling through the configured displays. The last display wraps up to the first
one. The INVOKE AND SCROLL input and the DOWN key operate concurrently.

When the default timer expires (set by the DEFAULT MESSAGE TIMEOUT setting), the relay will start to cycle through the
user displays. The next activity of the INVOKE AND SCROLL input stops the cycling at the currently displayed user dis-
play, not at the first user-defined display. The INVOKE AND SCROLL pulses must last for at least 250 ms to take effect.
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b) USER DISPLAY 1(16)
PATH: SETTINGS = PRODUCT SETUP = { USER-DEFINABLE DISPLAYS = USER DISPLAY 1(16)

H USER DISPILAY 1 @D DISP 1 TOP LINE: Range: up to 20 alphanumeric characters
]
@ DISP 1 BOTTOM LINE: Range: up to 20 alphanumeric characters
MESSAGE @
@ DISP 1 ITEM 1 Range: 0 to 65535 in steps of 1
MESSAGE S 0
N DISP 1 ITEM 2 Range: 0 to 65535 in steps of 1
MESSAGE @ 0
@ DISP 1 ITEM 3 Range: 0 to 65535 in steps of 1
MESSAGE @ 0
(4 |DISP 1 ITEM 4 Range: 0 to 65535 in steps of 1
MESSAGE S 0
DISP 1 ITEM 5: Range: 0 to 65535 in steps of 1
MESSAGE (&) 0

Any existing system display can be automatically copied into an available user display by selecting the existing display and
pressing the ENTER key. The display will then prompt ADD TO USER DISPLAY LIST?. After selecting “Yes”, a message indi-
cates that the selected display has been added to the user display list. When this type of entry occurs, the sub-menus are
automatically configured with the proper content — this content may subsequently be edited.

This menu is used to enter user-defined text and user-selected Modbus-registered data fields into the particular user dis-
play. Each user display consists of two 20-character lines (top and bottom). The tilde (~) character is used to mark the start
of a data field — the length of the data field needs to be accounted for. Up to five separate data fields can be entered in a
user display — the nth tilde (~) refers to the nth item.

A user display may be entered from the faceplate keypad or the EnerVista UR Setup interface (preferred for convenience).
The following procedure shows how to enter text characters in the top and bottom lines from the faceplate keypad:

1. Select the line to be edited.
Press the decimal key to enter text edit mode.

Use either VALUE key to scroll through the characters. A space is selected like a character.

Repeat step 3 and continue entering characters until the desired text is displayed.

2

3

4. Press the decimal key to advance the cursor to the next position.

5

6. The HELP key may be pressed at any time for context sensitive help information.
7

Press the ENTER key to store the new settings.

To enter a numerical value for any of the five items (the decimal form of the selected Modbus address) from the faceplate
keypad, use the number keypad. Use the value of “0” for any items not being used. Use the HELP key at any selected sys-
tem display (setting, actual value, or command) which has a Modbus address, to view the hexadecimal form of the Modbus
address, then manually convert it to decimal form before entering it (EnerVista UR Setup usage conveniently facilitates this
conversion).

Use the MENU key to go to the user displays menu to view the user-defined content. The current user displays will show in
sequence, changing every four seconds. While viewing a user display, press the ENTER key and then select the ‘Yes”
option to remove the display from the user display list. Use the MENU key again to exit the user displays menu.
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An example user display setup and result is shown below:

B USER DISPLAY 1

DISP 1 TOP LINE:

] @ Current X ~ A
@ DISP 1 BOTTOM LINE:
MESSAGE
@ Current ¥ ~ A
MESSAGE @ DISP 1 ITEM 1:
7 6016
MESSACE @ DISP 1 ITEM 2:
7 6357
VESSAGE @ DISP 1 ITEM 3:
7 0
@ DISP 1 ITEM 4:
MESSAGE
7 0
DISP 1 ITEM 5:
MESSAGE (&) 0
USER DISPLAYS N Current X 0.850

Current Y 0.327 A

Shows user-defined text with first tilde marker.

Shows user-defined text with second tilde marker.

Shows decimal form of user-selected Modbus register
address, corresponding to first tilde marker.

Shows decimal form of user-selected Modbus register
address, corresponding to second tilde marker.

This item is not being used. There is no corresponding
tilde marker in top or bottom lines.

This item is not being used. There is no corresponding
tilde marker in top or bottom lines.

This item is not being used. There is no corresponding
tilde marker in top or bottom lines.

Shows the resultant display content.

If the parameters for the top line and the bottom line items have the same units, then the unit is displayed on the
bottom line only. The units are only displayed on both lines if the units specified both the top and bottom line items

NOTE  gre different.

5.2.16 DIRECT INPUTS/OUTPUTS

a) MAIN MENU
PATH: SETTINGS = PRODUCT SETUP => { DIRECT l/O
B DIRECT I/0 D DIRECT OUTPUT
] DEVICE ID: 1
(@ |PIRECT I/O CH1 RING
MESSAGE
(¥ |CONFIGURATION: Yes
(@ |PIRECT I/O CH2 RING
MESSAGE
®) |CONFIGURATION: Yes
(4 [DIRECT I/O DATA
MESSAGE
® |RATE: 64 kbps
@ [DIRECT I/O CHANNEL
MESSAGE R
® |CROSSOVER: Disabled
(@) [® CRC ALARM CH1
MESSAGE
& =
(@ [® CRC ALARM CH2
MESSAGE
& =
() |® UNRETURNED
MESSAGE
@ |m MESSAGES ALARM CH1
B UNRETURNED
MESSAGE (&) -

5-80
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Range: Yes, No
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See page

See page
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Direct inputs and outputs are intended for exchange of status information (inputs and outputs) between UR-series relays
connected directly via type 7 digital communications cards. The mechanism is very similar to IEC 61850 GSSE, except that
communications takes place over a non-switchable isolated network and is optimized for speed. On type 7 cards that sup-
port two channels, direct output messages are sent from both channels simultaneously. This effectively sends direct output
messages both ways around a ring configuration. On type 7 cards that support one channel, direct output messages are
sent only in one direction. Messages will be resent (forwarded) when it is determined that the message did not originate at
the receiver.

Direct output message timing is similar to GSSE message timing. Integrity messages (with no state changes) are sent at
least every 1000 ms. Messages with state changes are sent within the main pass scanning the inputs and asserting the
outputs unless the communication channel bandwidth has been exceeded. Two self-tests are performed and signaled by
the following FlexLogic operands:

1. DIRECT RING BREAK (direct input/output ring break). This FlexLogic operand indicates that direct output messages
sent from a UR-series relay are not being received back by the relay.

2. DIRECT DEVICE 1 OFF to DIRECT DEVICE 16 OFF (direct device offline). These FlexLogic operands indicate that direct
output messages from at least one direct device are not being received.

Direct input and output settings are similar to remote input and output settings. The equivalent of the remote device name
strings for direct inputs and outputs is the DIRECT OUTPUT DEVICE ID. The DIRECT OUTPUT DEVICE ID setting identifies the
relay in all direct output messages. All UR-series IEDs in a ring should have unique numbers assigned. The IED ID is used
to identify the sender of the direct input and output message.

If the direct input and output scheme is configured to operate in a ring (DIRECT I/O CH1 RING CONFIGURATION or DIRECT I/O
CH2 RING CONFIGURATION is “Yes”), all direct output messages should be received back. If not, the direct input/output ring
break self-test is triggered. The self-test error is signaled by the DIRECT RING BREAK FlexLogic operand.

Select the DIRECT I/0 DATA RATE to match the data capabilities of the communications channel. All IEDs communicating
over direct inputs and outputs must be set to the same data rate. UR-series IEDs equipped with dual-channel communica-
tions cards apply the same data rate to both channels. Delivery time for direct input and output messages is approximately
0.2 of a power system cycle at 128 kbps and 0.4 of a power system cycle at 64 kbps, per each ‘bridge’.
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Table 5-9: DIRECT INPUT AND OUTPUT DATA RATES

MODULE CHANNEL SUPPORTED DATA RATES
74 Channel 1 64 kbps
Channel 2 64 kbps
7L Channel 1 64 kbps, 128 kbps
Channel 2 64 kbps, 128 kbps
™ Channel 1 64 kbps, 128 kbps
Channel 2 64 kbps, 128 kbps
7P Channel 1 64 kbps, 128 kbps
Channel 2 64 kbps, 128 kbps
T Channel 1 64 kbps, 128 kbps
™ Channel 1 64 kbps, 128 kbps
Channel 2 64 kbps, 128 kbps
v Channel 1 64 kbps, 128 kbps
Channel 2 64 kbps, 128 kbps
2A Channel 1 64 kbps
2B Channel 1 64 kbps
Channel 2 64 kbps
2G Channel 1 128 kbps
2H Channel 1 128 kbps
76 Channel 1 64 kbps
77 Channel 1 64 kbps
Channel 2 64 kbps
75 Channel 1 64 kbps
Channel 2 64 kbps
7E Channel 1 64 kbps
Channel 2 64 kbps
7F Channel 1 64 kbps
Channel 2 64 kbps
7G Channel 1 64 kbps
Channel 2 64 kbps
7Q Channel 1 64 kbps
Channel 2 64 kbps
7R Channel 1 64 kbps
7S Channel 1 64 kbps
Channel 2 64 kbps

1"7 The G.703 modules are fixed at 64 kbps. The DIRECT I/0O DATA RATE setting is not applicable to these modules.
NOTE

The DIRECT /0 CHANNEL CROSSOVER setting applies to T35s with dual-channel communication cards and allows crossing
over messages from channel 1 to channel 2. This places all UR-series IEDs into one direct input and output network
regardless of the physical media of the two communication channels.

The following application examples illustrate the basic concepts for direct input and output configuration. Please refer to the
Inputs and outputs section in this chapter for information on configuring FlexLogic operands (flags, bits) to be exchanged.
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EXAMPLE 1: EXTENDING THE INPUT/OUTPUT CAPABILITIES OF A UR-SERIES RELAY

Consider an application that requires additional quantities of digital inputs or output contacts or lines of programmable logic
that exceed the capabilities of a single UR-series chassis. The problem is solved by adding an extra UR-series IED, such
as the C30, to satisfy the additional input and output and programmable logic requirements. The two IEDs are connected
via single-channel digital communication cards as shown in the figure below.

X1
URIED 1

RX1

X1 }
URIED 2

RX1

842711A1.CDR

Figure 5-17: INPUT AND OUTPUT EXTENSION VIA DIRECT INPUTS AND OUTPUTS
In the above application, the following settings should be applied. For UR-series IED 1:

DIRECT OUTPUT DEVICE ID: “1”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O DATA RATE: “128 kbps”

For UR-series IED 2:

DIRECT OUTPUT DEVICE ID: “2”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT I/O DATA RATE: “128 kbps”

The message delivery time is about 0.2 of power cycle in both ways (at 128 kbps); that is, from device 1 to device 2, and
from device 2 to device 1. Different communications cards can be selected by the user for this back-to-back connection (for
example: fiber, G.703, or RS422).

EXAMPLE 2: INTERLOCKING BUSBAR PROTECTION

A simple interlocking busbar protection scheme could be accomplished by sending a blocking signal from downstream
devices, say 2, 3, and 4, to the upstream device that monitors a single incomer of the busbar, as shown below.

A

URIED2| |URIED3|

\/
Figure 5-18: SAMPLE INTERLOCKING BUSBAR PROTECTION SCHEME

For increased reliability, a dual-ring configuration (shown below) is recommended for this application.

842712A1.CR
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X1 RX1 |
URIED 1
RX2 ™2
Y l
RX1 ™>2 RX2 X1
URIED 2 UR IED 4
TX1 RX2 ™2 RX1
A A
T™>2 RX2 |
URIED 3
»{ RX1 X1

842716A1.CDR
Figure 5-19: INTERLOCKING BUS PROTECTION SCHEME VIA DIRECT INPUTS/OUTPUTS
In the above application, the following settings should be applied. For UR-series IED 1:

DIRECT OUTPUT DEVICE ID: “1”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 2:

DIRECT OUTPUT DEVICE ID: “2”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 3:

DIRECT OUTPUT DEVICE ID: “3”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 4:

DIRECT OUTPUT DEVICE ID: “4”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

Message delivery time is approximately 0.2 of power system cycle (at 128 kbps) times number of ‘bridges’ between the ori-
gin and destination. Dual-ring configuration effectively reduces the maximum ‘communications distance’ by a factor of two.

In this configuration the following delivery times are expected (at 128 kbps) if both rings are healthy:

IED 1 to IED 2: 0.2 of power system cycle;
IED 1 to IED 3: 0.4 of power system cycle;
IED 1 to IED 4: 0.2 of power system cycle;
IED 2 to IED 3: 0.2 of power system cycle;
IED 2 to IED 4: 0.4 of power system cycle;
IED 3 to IED 4: 0.2 of power system cycle.

If one ring is broken (say TX2-RX2) the delivery times are as follows:

IED 1 to IED 2: 0.2 of power system cycle;
IED 1 to IED 3: 0.4 of power system cycle;
IED 1 to IED 4: 0.6 of power system cycle;
IED 2 to IED 3: 0.2 of power system cycle;
IED 2 to IED 4: 0.4 of power system cycle;
IED 3 to IED 4: 0.2 of power system cycle.

A coordinating timer for this bus protection scheme could be selected to cover the worst case scenario (0.4 of a power sys-
tem cycle). Upon detecting a broken ring, the coordination time should be adaptively increased to 0.6 of a power system
cycle. The complete application requires addressing a number of issues such as failure of both the communications rings,
failure or out-of-service conditions of one of the relays, etc. Self-monitoring flags of the direct inputs and outputs feature
would be primarily used to address these concerns.
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EXAMPLE 3: PILOT-AIDED SCHEMES

Consider the three-terminal line protection application shown below:

[T E=a

A )

842713A1.CDR

Figure 5-20: THREE-TERMINAL LINE APPLICATION

A permissive pilot-aided scheme could be implemented in a two-ring configuration as shown below (IEDs 1 and 2 constitute
a first ring, while IEDs 2 and 3 constitute a second ring):

X1 RX1 RX2 |—
URIED 1 URIED 2
RX1 X1 ™2

\

A

RX1

A

URIED 3

X1

842714A1.CDR

Figure 5-21: SINGLE-CHANNEL OPEN LOOP CONFIGURATION
In the above application, the following settings should be applied. For UR-series IED 1:

DIRECT OUTPUT DEVICE ID: “1”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 2:

DIRECT OUTPUT DEVICE ID: “2”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 3:

DIRECT OUTPUT DEVICE ID: “3”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

In this configuration the following delivery times are expected (at 128 kbps):

IED 1 to IED 2: 0.2 of power system cycle;
IED 1 to IED 3: 0.5 of power system cycle;
IED 2 to IED 3: 0.2 of power system cycle.

In the above scheme, IEDs 1 and 3 do not communicate directly. IED 2 must be configured to forward the messages as
explained in the Inputs and outputs section. A blocking pilot-aided scheme should be implemented with more security and,
ideally, faster message delivery time. This could be accomplished using a dual-ring configuration as shown below.
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— TX2 X1 RX1 RX2

URIED 1 URIED 2
RX1 RX2 ™>2 X1

t

Y

A

X1 RX1

URIED 3
»| RX2 ™2

A

842715A1.CDR

Figure 5-22: DUAL-CHANNEL CLOSED LOOP (DUAL-RING) CONFIGURATION
In the above application, the following settings should be applied. For UR-series IED 1:

DIRECT OUTPUT DEVICE ID: “1”
DIRECT I/O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 2:

DIRECT OUTPUT DEVICE ID: “2”
DIRECT /O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

For UR-series IED 3:

DIRECT OUTPUT DEVICE ID: “3”
DIRECT /O CH1 RING CONFIGURATION: “Yes”
DIRECT /O CH2 RING CONFIGURATION: “Yes”

In this configuration the following delivery times are expected (at 128 kbps) if both the rings are healthy:

IED 1 to IED 2: 0.2 of power system cycle;
IED 1 to IED 3: 0.2 of power system cycle;
IED 2 to IED 3: 0.2 of power system cycle.

The two communications configurations could be applied to both permissive and blocking schemes. Speed, reliability and
cost should be taken into account when selecting the required architecture.

b) CRC ALARM CH1(2)

PATH: SETTINGS = PRODUCT SETUP = J DIRECT I/O = { CRC ALARM CH1(2)

H CRC ALARM CH1 KD CRC ALARM CH1 Range: Enabled, Disabled
| ] FUNCTION: Disabled
VESSAGE N CRC ALARM CH1 Range: 100 to 10000 in steps of 1
) |MESSAGE COUNT: 600
[N CRC ALARM CH1 Range: 1to 1000 in steps of 1
MESSAGE
& |THRESHOLD: 10

CRC ALARM CH1 Range: Enabled, Disabled

MESSAGE
@ EVENTS: Disabled

The T35 checks integrity of the incoming direct input and output messages using a 32-bit CRC. The CRC alarm function is
available for monitoring the communication medium noise by tracking the rate of messages failing the CRC check. The
monitoring function counts all incoming messages, including messages that failed the CRC check. A separate counter adds
up messages that failed the CRC check. When the failed CRC counter reaches the user-defined level specified by the CRC
ALARM CH1 THRESHOLD setting within the user-defined message count CRC ALARM 1 CH1 COUNT, the DIR 10 CH1 CRC ALARM
FlexLogic operand is set.

When the total message counter reaches the user-defined maximum specified by the CRC ALARM CH1 MESSAGE COUNT set-
ting, both the counters reset and the monitoring process is restarted.
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The operand shall be configured to drive an output contact, user-programmable LED, or selected communication-based
output. Latching and acknowledging conditions - if required - should be programmed accordingly.

The CRC alarm function is available on a per-channel basis. The total number of direct input and output messages that
failed the CRC check is available as the ACTUAL VALUES = STATUS = { DIRECT INPUTS = { CRC FAIL COUNT CH1 actual
value.

»  Message count and length of the monitoring window: To monitor communications integrity, the relay sends 1 message
per second (at 64 kbps) or 2 messages per second (128 kbps) even if there is no change in the direct outputs. For
example, setting the CRC ALARM CH1 MESSAGE COUNT to “10000”, corresponds a time window of about 160 minutes at
64 kbps and 80 minutes at 128 kbps. If the messages are sent faster as a result of direct outputs activity, the monitor-
ing time interval will shorten. This should be taken into account when determining the CRC ALARM CH1 MESSAGE COUNT
setting. For example, if the requirement is a maximum monitoring time interval of 10 minutes at 64 kbps, then the CRC
ALARM CH1 MESSAGE COUNT should be set to 10 x 60 x 1 = 600.

»  Correlation of failed CRC and bit error rate (BER): The CRC check may fail if one or more bits in a packet are cor-
rupted. Therefore, an exact correlation between the CRC fail rate and the BER is not possible. Under certain assump-
tions an approximation can be made as follows. A direct input and output packet containing 20 bytes results in 160 bits
of data being sent and therefore, a transmission of 63 packets is equivalent to 10,000 bits. A BER of 1074 implies 1 bit
error for every 10000 bits sent or received. Assuming the best case of only 1 bit error in a failed packet, having 1 failed
packet for every 63 received is about equal to a BER of 1074,

c) UNRETURNED MESSAGES ALARM CH1(2)
PATH: SETTINGS = PRODUCT SETUP = { DIRECT I/O = UNRETURNED MESSAGES ALARM CH1(2)

H UNRETURNED D) UNRET MSGS ALARM CH1 Range: Enabled, Disabled
B MESSAGES ALARM CH1 FUNCTION: Disabled
@ UNRET MSGS ALARM CH1 Range: 100 to 10000 in steps of 1
MESSAGE
) [|MESSAGE COUNT: 600
@ UNRET MSGS ALARM CH1 Range: 1 to 1000 in steps of 1
MESSAGE
& |THRESHOLD: 10

UNRET MSGS ALARM CH1 Range: Enabled, Disabled

MESSAGE
@ EVENTS: Disabled

The T35 checks integrity of the direct input and output communication ring by counting unreturned messages. In the ring
configuration, all messages originating at a given device should return within a pre-defined period of time. The unreturned
messages alarm function is available for monitoring the integrity of the communication ring by tracking the rate of unre-
turned messages. This function counts all the outgoing messages and a separate counter adds the messages have failed
to return. When the unreturned messages counter reaches the user-definable level specified by the UNRET MSGS ALARM
CH1 THRESHOLD setting and within the user-defined message count UNRET MSGS ALARM CH1 COUNT, the DIR IO CH1 UNRET
ALM FlexLogic operand is set.

When the total message counter reaches the user-defined maximum specified by the UNRET MSGS ALARM CH1 MESSAGE
COUNT setting, both the counters reset and the monitoring process is restarted.

The operand shall be configured to drive an output contact, user-programmable LED, or selected communication-based
output. Latching and acknowledging conditions, if required, should be programmed accordingly.

The unreturned messages alarm function is available on a per-channel basis and is active only in the ring configuration.
The total number of unreturned input and output messages is available as the ACTUAL VALUES = STATUS = { DIRECT
INPUTS = { UNRETURNED MSG COUNT CH1 actual value.
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5.2.17 TELEPROTECTION

PATH: SETTINGS = PRODUCT SETUP = { TELEPROTECTION

B TELEPROTECTION @D TELEPROTECTION Range: Disabled, Enabled
u FUNCTION: Disabled
(4] [NUMBER OF TERMINALS: Range: 2,3
MESSAGE @ 2
N NUMBER OF COMM Range: 1,2
VESSAGE & |cuannELS: 1
(4 |JLOCAL RELAY ID Range: 0 to 255 in steps of 1
MESSAGE S N ER: 0
@ TERMINAL 1 RELAY ID Range: 0 to 255 in steps of 1
MESSAGE S N ER: 0
TERMINAL 2 RELAY ID Range: 0 to 255 in steps of 1
MESSAGE (&) N ER: O

Digital teleprotection functionality is designed to transfer protection commands between two or three relays in a secure,
fast, dependable, and deterministic fashion. Possible applications are permissive or blocking pilot schemes and direct
transfer trip (DTT). Teleprotection can be applied over any analog or digital channels and any communications media, such
as direct fiber, copper wires, optical networks, or microwave radio links. A mixture of communication media is possible.

Once teleprotection is enabled and the teleprotection input/outputs are configured, data packets are transmitted continu-
ously every 1/4 cycle (3/8 cycle if using C37.94 modules) from peer-to-peer. Security of communication channel data is
achieved by using CRC-32 on the data packet.

Teleprotection inputs/outputs and direct inputs/outputs are mutually exclusive — as such, they cannot be used
simultaneously. Once teleprotection inputs and outputs are enabled, direct inputs and outputs are blocked, and vice
NOTE  yersa.

« NUMBER OF TERMINALS: Specifies whether the teleprotection system operates between two peers or three peers.

»+  NUMBER OF CHANNELS: Specifies how many channels are used. If the NUMBER OF TERMINALS is “3” (three-terminal
system), set the NUMBER OF CHANNELS to “2”. For a two-terminal system, the NUMBER OF CHANNELS can set to “1” or
“2” (redundant channels).

+ LOCAL RELAY ID NUMBER, TERMINAL 1 RELAY ID NUMBER, and TERMINAL 2 RELAY ID NUMBER: In installa-
tions that use multiplexers or modems, it is desirable to ensure that the data used by the relays protecting a given line
is from the correct relays. The teleprotection function performs this check by reading the message ID sent by transmit-
ting relays and comparing it to the programmed ID in the receiving relay. This check is also used to block inputs if inad-
vertently set to loopback mode or data is being received from a wrong relay by checking the ID on a received channel.
If an incorrect ID is found on a channel during normal operation, the TELEPROT CH1 ID FAIL or TELEPROT CH2 ID FAIL
FlexLogic operand is set, driving the event with the same name and blocking the teleprotection inputs. For commis-
sioning purposes, the result of channel identification is also shown in the STATUS = CHANNEL TESTS = { VALIDITY OF
CHANNEL CONFIGURATION actual value. The default value of “0” for the LOCAL RELAY ID NUMBER indicates that relay 1D
is not to be checked. On two- terminals two-channel systems, the same LOCAL RELAY ID NUMBER is transmitted over
both channels; as such, only the TERMINAL 1 ID NUMBER has to be programmed on the receiving end.
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5.2.18 INSTALLATION

PATH: SETTINGS = PRODUCT SETUP = J INSTALLATION

B INSTALLATION
|

MESSAGE

KiD)

@

RELAY SETTINGS:
Not Programmed

RELAY NAME:
Relay-1

Range: Not Programmed, Programmed

Range: up to 20 alphanumeric characters

To safeguard against the installation of a relay without any entered settings, the unit will not allow signaling of any output
relay until RELAY SETTINGS is set to "Programmed". This setting is defaulted to "Not Programmed" when at the factory. The
UNIT NOT PROGRAMMED self-test error message is displayed until the relay is put into the "Programmed" state.

The RELAY NAME setting allows the user to uniquely identify a relay. This name will appear on generated reports.

GE Multilin
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5.3.1 REMOTE RESOURCES CONFIGURATION

When T35 is ordered with a process card module as a part of HardFiber system, then an additional Remote Resources
menu tree is available in EnerVista UR Setup software to allow configuration of the HardFiber system.

- HardFiber Setting Dema File.urs : D:\Da
+- Device Definition
+ Product Setup
- Remote Resources
Field Uritz AC Banks S ources
Field Contact Inputs
Field Contact Outputs
Field Latching Outputs
Shared Inputs
Shared Outputs
RTDs
Transducers
Syztem Setup
FlexLogic
Grouped Elements
Control Elements
Inputz/Outputs
Front Panel Report
Frotection Summary

Figure 5-23: REMOTE RESOURCES CONFIGURATION MENU

The remote resources settings configure a T35 with a process bus module to work with HardFiber Bricks. Remote
resources configuration is only available through the EnerVista UR Setup software, and is not available through the T35
front panel. A Brick provides eight AC measurements, along with contact inputs, DC analog inputs, and contact outputs, to
be the remote interface to field equipment such as circuit breakers and transformers. The T35 with a process bus module
has access to all of the capabilities of up to eight Bricks. Remote resources settings configure the point-to-point connection
between specific fiber optic ports on the T35 process card and specific Brick. The relay is then configured to measure spe-
cific currents, voltages and contact inputs from those Bricks, and to control specific outputs.

[ [

The configuration process for remote resources is straightforward and consists of the following steps.

»  Configure the field units. This establishes the point-to-point connection between a specific port on the relay process
bus module, and a specific digital core on a specific Brick. This is a necessary first step in configuring a process bus
relay.

*  Configure the AC banks. This sets the primary and secondary quantities and connections for currents and voltages.
AC bank configuration also provides a provision for redundant measurements for currents and voltages, a powerful
reliability improvement possible with process bus.

»  Configure signal sources. This functionality of the T35 has not changed other than the requirement to use currents and
voltages established by AC bank configuration under the remote resources menu.

«  Configure field contact inputs, field contact outputs, RTDs, and transducers as required for the application's functional-
ity. These inputs and outputs are the physical interface to circuit breakers, transformers, and other equipment. They
replace the traditional contact inputs and outputs located at the relay to virtually eliminate copper wiring.

»  Configure shared inputs and outputs as required for the application’s functionality. Shared inputs and outputs are dis-
tinct binary channels that provide high-speed protection quality signaling between relays through a Brick.

For additional information on how to configure a relay with a process bus module, see GE publication number GEK-113658:
HardFiber Process Bus System Instruction Manual.
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5.4.1 AC INPUTS

a) CURRENT BANKS
PATH: SETTINGS = {} SYSTEM SETUP = AC INPUTS = CURRENT BANK F1(U5)

H CURRENT BANK F1 D PHASE CT F1 Range: 1 to 65000 A in steps of 1
] PRIMARY: 1A
vessace (@ |PHASE CT F1 Range: 1A, 5A
& |sEcoNDaRY: 1 2
VESSAGE @ GROUND CT F1 Range: 1 to 65000 A in steps of 1
& |pPriMARY: 1A
GROUND CT F1 Range: 1A,5A

MESSAGE
@ SECONDARY: 1 A

Six banks of phase and ground CTs can be set, where the current banks are denoted in the following format (X represents
the module slot position letter):

Xa, where X={F, M, U} and a = {1, 5}.
See the Infroduction to AC Sources section at the beginning of this chapter for additional details.

These settings are critical for all features that have settings dependent on current measurements. When the relay is
ordered, the CT module must be specified to include a standard or sensitive ground input. As the phase CTs are connected
in wye (star), the calculated phasor sum of the three phase currents (IA + IB + IC = neutral current = 3lo) is used as the
input for the neutral overcurrent elements. In addition, a zero-sequence (core balance) CT which senses current in all of the
circuit primary conductors, or a CT in a neutral grounding conductor may also be used. For this configuration, the ground
CT primary rating must be entered. To detect low level ground fault currents, the sensitive ground input may be used. In this
case, the sensitive ground CT primary rating must be entered. Refer to chapter 3 for more details on CT connections.

Enter the rated CT primary current values. For both 1000:5 and 1000:1 CTs, the entry would be 1000. For correct opera-
tion, the CT secondary rating must match the setting (which must also correspond to the specific CT connections used).

The following example illustrates how multiple CT inputs (current banks) are summed as one source current. Given the fol-
lowing current banks:

*  F1: CT bank with 500:1 ratio.
*  F5: CT bank with 1000:1 ratio.
+  M1: CT bank with 800:1 ratio.
The following rule applies:
SRC1 =F1+F5+M1 (EQ 5.6)

1 pu is the highest primary current. In this case, 1000 is entered and the secondary current from the 500:1 ratio CT will be
adjusted to that created by a 1000:1 CT before summation. If a protection element is set up to act on SRC 1 currents, then
a pickup level of 1 pu will operate on 1000 A primary.

The same rule applies for current sums from CTs with different secondary taps (5 A and 1 A).
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b) VOLTAGE BANKS
PATH: SETTINGS = { SYSTEM SETUP = AC INPUTS = { VOLTAGE BANK F5(U5)

B VOLTAGE BANK F5 KD PHASE VT F5 Range: Wye, Delta
u CONNECTION: Wye
VESSAGE (@ [PHASE VT F5 Range: 25.0to 240.0 V in steps of 0.1
(¥ |SECONDARY: 66.4 V
MESSAGE @ PHASE VT F5 Range: 1.00 to 24000.00 in steps of 0.01
™ |raTIO: 1.00 :1
(@ [|AUXILIARY VT F5 Range: Vn, Vag, Vbg, Vcg, Vab, Vbc, Vca
MESSAGE
@ |coNNECTION: Vag
@ AUXILIARY VT F5 Range: 25.0to 240.0 V in steps of 0.1
MESSAGE
¥ |SECONDARY: 66.4 V
AUXILIARY VT F5 Range: 1.00 to 24000.00 in steps of 0.01
MESSAGE (@ lparTo: 1.00 :1

Three banks of phase/auxiliary VTs can be set, where voltage banks are denoted in the following format (X represents the
module slot position letter):

Xa, where X = {F, M, U} and a = {5}.
See the Introduction to AC sources section at the beginning of this chapter for additional details.

With VTs installed, the relay can perform voltage measurements as well as power calculations. Enter the PHASE VT F5 CON-
NECTION made to the system as “Wye” or “Delta”. An open-delta source VT connection would be entered as “Delta”.

The nominal PHASE VT F5 SECONDARY Vvoltage setting is the voltage across the relay input terminals when nominal
voltage is applied to the VT primary.

NOTE
For example, on a system with a 13.8 kV nominal primary voltage and with a 14400:120 volt VT in a delta connec-

tion, the secondary voltage would be 115; that is, (13800 / 14400) x 120. For a wye connection, the voltage value
entered must be the phase to neutral voltage which would be 115/ /3 = 66.4.

On a 14.4 kV system with a delta connection and a VT primary to secondary turns ratio of 14400:120, the voltage
value entered would be 120; that is, 14400/ 120.

1"7 Any ordered module banks containing VTs must be plugged into slot F.

NOTE
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5.4.2 POWER SYSTEM

PATH: SETTINGS = { SYSTEM SETUP = { POWER SYSTEM

B POWER SYSTEM ap NOMINAL FREQUENCY: Range: 25 to 60 Hz in steps of 1
u 60 Hz
(4 |PHASE ROTATION: Range: ABC, ACB
MESSAGE @ ARC
VESSAGE (4l |FREQUENCY AND PHASE Range: SRC 1, SRC 2, SRC 3, SRC 4, SRC 5, SRC 6
) |REFERENCE: SRC 1
FREQUENCY TRACKING: Range: Disabled, Enabled
MESSAGE ([« Enabled
n e

The power system NOMINAL FREQUENCY value is used as a default to set the digital sampling rate if the system frequency
cannot be measured from available signals. This may happen if the signals are not present or are heavily distorted. Before
reverting to the nominal frequency, the frequency tracking algorithm holds the last valid frequency measurement for a safe
period of time while waiting for the signals to reappear or for the distortions to decay.

The phase sequence of the power system is required to properly calculate sequence components and power parameters.
The PHASE ROTATION setting matches the power system phase sequence. Note that this setting informs the relay of the
actual system phase sequence, either ABC or ACB. CT and VT inputs on the relay, labeled as A, B, and C, must be con-
nected to system phases A, B, and C for correct operation.

The FREQUENCY AND PHASE REFERENCE setting determines which signal source is used (and hence which AC signal) for
phase angle reference. The AC signal used is prioritized based on the AC inputs that are configured for the signal source:
phase voltages takes precedence, followed by auxiliary voltage, then phase currents, and finally ground current.

For three phase selection, phase A is used for angle referencing (VygLe rer = V4 ), While Clarke transformation of the
phase signals is used for frequency metering and tracking (Vergquency = (2V4— Vg — V)/3) for better performance dur-
ing fault, open pole, and VT and CT fail conditions.

The phase reference and frequency tracking AC signals are selected based upon the Source configuration, regardless of
whether or not a particular signal is actually applied to the relay.

Phase angle of the reference signal will always display zero degrees and all other phase angles will be relative to this sig-
nal. If the pre-selected reference signal is not measurable at a given time, the phase angles are not referenced.

The phase angle referencing is done via a phase locked loop, which can synchronize independent UR-series relays if they
have the same AC signal reference. This results in very precise correlation of phase angle indications between different
UR-series relays.

FREQUENCY TRACKING is set to “Disabled” only in unusual circumstances; consult the factory for special variable-

frequency applications.
NOTE

j? The frequency tracking feature functions only when the T35 is in the “Programmed” mode. If the T35 is “Not Pro-

grammed”, then metering values are available but can exhibit significant errors.
NOTE

iv Systems with an ACB phase sequence require special consideration. Refer to the Phase relationships of

three-phase transformers sub-section of chapter 5.
NOTE

GE Multilin T35 Transformer Protection System 5-93




5.4 SYSTEM SETUP 5 SETTINGS

5.4.3 SIGNAL SOURCES

PATH: SETTINGS = { SYSTEM SETUP = { SIGNAL SOURCES => SOURCE 1(6)

B SOURCE 1 KD SOURCE 1 NAME: Range: up to six alphanumeric characters
] SRC 1
@ SOURCE 1 PHASE CT: Range: None, F1, F5, F1+F5,... up to a combination of
MESSAGE @ None any 6 CTs. Only Phase CT inputs are displayed.
@ SOURCE 1 GROUND CT: Range: None, F1, F5, F1+F5,... up to a combination of
MESSAGE @ None any 6 CTs. Only Ground CT inputs are displayed.
@ |sourcE 1 PHASE vT: Range: None, F5, M5, U5
MESSAGE & |vone Only phase voltage inputs will be displayed.
SOURCE 1 AUX VT: Range: None, F5, M5, U5
MESSAGE @ None Only auxiliary voltage inputs will be displayed.

Identical menus are available for each source. The "SRC 1" text can be replaced by with a user-defined name appropriate
for the associated source.

The first letter in the source identifier represents the module slot position. The number directly following this letter repre-
sents either the first bank of four channels (1, 2, 3, 4) called “1” or the second bank of four channels (5, 6, 7, 8) called “5” in
a particular CT/VT module. Refer to the Introduction to AC sources section at the beginning of this chapter for additional
details on this concept.

It is possible to select the sum of all CT combinations. The first channel displayed is the CT to which all others will be
referred. For example, the selection “F1+F5” indicates the sum of each phase from channels “F1” and “F5”, scaled to
whichever CT has the higher ratio. Selecting “None” hides the associated actual values.

The approach used to configure the AC sources consists of several steps; first step is to specify the information about each
CT and VT input. For CT inputs, this is the nominal primary and secondary current. For VTs, this is the connection type,
ratio and nominal secondary voltage. Once the inputs have been specified, the configuration for each source is entered,
including specifying which CTs will be summed together.

User selection of AC parameters for comparator elements:

CT/VT modules automatically calculate all current and voltage parameters from the available inputs. Users must select the
specific input parameters to be measured by every element in the relevant settings menu. The internal design of the ele-
ment specifies which type of parameter to use and provides a setting for source selection. In elements where the parameter
may be either fundamental or RMS magnitude, such as phase time overcurrent, two settings are provided. One setting
specifies the source, the second setting selects between fundamental phasor and RMS.

AC input actual values:

The calculated parameters associated with the configured voltage and current inputs are displayed in the current and volt-
age sections of actual values. Only the phasor quantities associated with the actual AC physical input channels will be dis-
played here. All parameters contained within a configured source are displayed in the sources section of the actual values.

DISTURBANCE DETECTORS (INTERNAL):

The disturbance detector (ANSI 50DD) element is a sensitive current disturbance detector that detects any disturbance on
the protected system. The 50DD function is used directly in some elements in the relay, for example VT Fuse Failure detec-
tor or Fault Report. It can also be used to supervise current-based elements to prevent maloperation as a result of the
wrong settings or external CT wiring problem. A disturbance detector is provided for each source.

The 50DD function responds to the changes in magnitude of the sequence currents. The disturbance detector scheme
logic is as follows:
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SETTING
ACTUAL PRODUCT SETUP/DISPLAY
SOURCE 1 PROPERTIES/CURRENT
CURRENT PHASOR CUT-OFF LEVEL

I 1] - [1L1]|>2°CUT-0FF FLEXLOGIC OPERAND |
I T, w-[[12] - |12 [[>2*CUT-OFF n SRC 150DD OP |
T - [10] - [1_0'[[>2*CUT-OFF

Where I'is 2 cycles old

SETTING
ACTUAR PRODUCT SETUP/DISPLAY
SOURCE 2 PROPERTIES/CURRENT
CURRENT PHASOR CUT-OFF LEVEL
[ -1 - 1T |[>2° CUT-0FF FLEXLOGIC OPERAND
[ . |17 - [1_2][>2*CUT-0FF H SRC 2 500D OP |
[ S - [10] - |10 |[>Z°CUT-0FF
Where I' is 2 cycles old
[ ]
[ ]
[ ]
SETTING
ACTUAL PRODUCT SETUP/DISPLAY
SOURCE § PROPERTIES/CURRENT
CURRENT PHASOR CUT-OFF LEVEL

1
12
1.0

1] - |I_1'|[>2"CUT-OFF FLEXLOGIC OPERAND |
1.7 - [12]|>2°CUT-0FF n SRC 6 500D 0P |
1.0 - [10||>2"CUT-0FF

Where I' is 2 cycles old

827092A3.CDR

Figure 5-24: DISTURBANCE DETECTOR LOGIC DIAGRAM

The disturbance detector responds to the change in currents of twice the current cut-off level. The default cut-off threshold

is 0.02 pu; thus by default the disturbance detector responds to a change of 0.04 pu. The metering sensitivity setting (PROD-
UCT SETUP = U DISPLAY PROPERTIES ={ CURRENT CUT-OFF LEVEL) controls the sensitivity of the disturbance detector

accordingly.

EXAMPLE USE OF SOURCES:

An example of the use of sources is shown in the diagram below. A relay could have the following hardware configuration:

INCREASING SLOT POSITION LETTER -->

CT/VT MODULE 1

CT/VT MODULE 2 CT/VT MODULE 3

8 CTs

4 CTs, 4 VTs 4 CTs, 4 VTs

This configuration could be used on a two-winding transformer, with one winding connected into a breaker-and-a-half sys-
tem. The following figure shows the arrangement of sources used to provide the functions required in this application, and
the CT/VT inputs that are used to provide the data.
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Figure 5-25: EXAMPLE USE OF SOURCES
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YLV D HV AUX
SRC 1 SRC 2 SRC 3
Phase CT M1 F1+F5 None
Ground CT M1 None None
Phase VT M5 None None
Aux VT None None U1
5.4.4 TRANSFORMER
a) MAIN MENU
PATH: SETTINGS = { SYSTEM SETUP = { TRANSFORMER
H TRANSFORMER B GENERAL
- SFO «» - ¢ See page 5-96.
|
MESSAGE @ WINDING 1 See page 5-98.
& |m
u
MESSAGE @ WINDING 2 See page 5-98.
& |m
||
MESSAGE @ WINDING 3 See page 5-98.
~ |m
B WINDING 4
MESSAGE @ ¢ See page 5-98.
& =
|
MESSAGE @ WINDING 5 See page 5-98.
& |m
u
MESSAGE (&) - WINDING 6 See page 5-98.

The T35 Transformer Protection System has been designed to provide primary protection for medium to high voltage
power transformers. It performs this function on a variety of power transformer configurations with up to six sets of three
phase inputs available.

b) GENERAL TRANSFORMER SETTINGS

PATH: SETTINGS = {! SYSTEM SETUP = { TRANSFORMER => GENERAL

B GENERAL @ap NUMBER OF WINDINGS: Range: 2to 6 in steps of 1
| 2
@ REFERENCE WINDING: Range: Automatic Selection, Winding 1, Winding 2,...,
MESSAGE indi
™ |automatic Selection Winding 6
N PHASE COMPENSATION : Range: Internal (software), External (with CTs)
MESSAGE
™ Internal (software)
N L.OAD 1OSS AT RATED Range: 1 to 20000 kW in steps of 1
MESSAGE
@ |JroaD: 100 kw
(@ |RATED WINDING TEMP Range: 55°C (oil), 65°C (ofl), 80°C (dry), 115°C (dry),
VESSAGE @ |risE: 65°C (o0il) 150°C (dry)
@ |No LOAD LOSS: Range: 1 to 20000 kW in steps of 1
MESSAGE @ 10 kW
N TYPE OF COOLING: Range: OA, FA, Non-directed FOA/FOW, Directed FOA/
MESSAGE & |loa Fow
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VESSAGE @ TOP-OIL RISE OVER Range: 1to 200°C in steps of 1
® |aMBIENT: 35°C

VESSAGE @ THERMAL CAPACITY: Range: 0.00 to 200.00 kWh/°C in steps of 0.01
™ |100.00 kwh/°C

WINDING THERMAIL TIME Range: 0.25to 15.00 min. in steps of 0.01

MESSAGE
@ CONSTANT: 2.00 min

The general transformer settings apply to all windings. Settings specific to each winding are shown in the following section.
+ NUMBER OF WINDINGS: Selects the number of windings for transformer setup.

. REFERENCE WINDING: When set to Automatic Selection, a CT ratio mismatch can occur in firmware versions up to
7.1x that can cause signal clamping and misoperation on the differential element. To avoid this, manually select the
winding as outlined in the T35/T60 Reference Winding Selection and CT Ratio Mismatch Application Note (document
GET-8548). For releases subsequent to 7.1x, contact GE Digital Energy to inquire if this applies.

« PHASE COMPENSATION: Selects the type of phase compensation to be performed by the relay. If set to “Internal
(software)”, the transformer phase shift is compensated internally by the relay algorithm. If set to “External (with CTs)”,
the transformer phase shift is externally compensated by the CT connections.

+ LOAD LOSS AT RATED LOAD: This setting should be taken from the transformer nameplate. If not available from the
. 2 . . .
nameplate, the setting value can be computed as Pg = [, x R, where 1, is the winding rated current and R is
the three-phase series resistance. The setting is used as an input for the calculation of the hottest-spot winding tem-
perature.

* RATED WINDING TEMP RISE: This setting defines the winding temperature rise over 30°C ambient temperature. The
setting is automatically selected for the transformer type as shown in the table below.

The loss of life function calculates the insulation aging acceleration factor using the settings entered in this section, by
following equation:

(0] 273 © 27
Faa(t) = e "7 Ho ¥ (EQ5.7)

( 15000 15000

where @ g is the rated hottest-spot temperature as per the table below,
and ®H(t) ‘is the actual computed winding hottest-spot temperature.

The aging acceleration factor is computed every minute. It has a value of 1.0 when the actual winding hottest spot tem-
perature is equal to the rated temperature, is greater than 1 if the actual temperature is above the rated temperature,
and less than 1 if the actual temperature is below the rated temperature.

RATED WINDING POWER NORMAL LIFE AT Oy R
TEMPERATURE CAPACITY EXPECTANCY -
Oil 55°C <500 kVA 180000 hrs 95°C
<100 MVA 6.5 x 10* hrs 95°C
65°C <500 kVA 20 years 110°C
<100 MVA 6.5 x 10% hrs 110°C
> 100 MVA 6.5 x 10% hrs 110°C
Dry 80°C Any 20 years 140°C
115°C Any 20 years 175°C
150°C Any 20 years 210°C

+ NO LOAD LOSS: This setting is obtained from the transformer data and is used to calculate the aging acceleration
factor.

* TYPE OF COOLING: The setting defines the type of transformer cooling and is used to calculate the aging accelera-
tion factor. The values and their description for this setting are as follows:
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“OA”: oil-air

“FA”: forced air

“Non-directed FOA/FOW”: non-directed forced-oil-air/forced-oil-water
“Directed FOA/FOW”: directed forced-oil-air/forced-oil-water

+ TOP OIL RISE OVER AMBIENT: This setting should be available from the transformer nameplate data

+  THERMAL CAPACITY: The setting should be available from the transformer nameplate data. If not, refer to the follow-
ing calculations. For the “OA” and “FA” cooling types:

C =0.06 (core and coil assembly in Ibs.) + 0.04 (tank and fittings in Ibs.) +1.33 (gallons of oil), Wh/°C; or
C =0.0272 (core and coil assembly in kg) + 0.01814 (tank and fittings in kg) + 5.034 (L of oil), Wh/°C

For the “Non-directed FOA/FOW” (non-directed forced-oil-air/forced-oil-water) or “Directed FOA/FOW” (directed
forced-oil-air/forced-oil-water) cooling types, the thermal capacity is given by:

C =0.06 (core and coil assembly in Ibs.) + 0.06 (tank and fittings in Ibs.) + 1.93 (gallons of oil), Wh/°C; or
C =0.0272 (weight of core and coil assembly in kg) + 0.0272 (weight of tank and fittings in kg) + 7.305 (L of oil), Wh/°C

For dry-type power transformers:

C =0.048 x (weight of copper winding); or

C =0.015 x (weight of core and copper windings from the nameplate); or
C =0.12 x (weight of aluminum windings); or

C =0.02 x (weight of core and aluminum coils from the nameplate)

+  WINDING THERMAL TIME CONSTANT: Required for insulation aging calculation. If this value is not available from
the transformer data, select “2 min.”.

c) WINDINGS 1 TO 6

PATH: SETTINGS = {! SYSTEM SETUP = { TRANSFORMER = {; WINDING 1(6)

B WINDING 1 WINDING 1 SOURCE: Range: SRC 1, SRC 2, SRC 3, SRC 4, SRC 5, SRC 6
n «» SRC 1 (or the user-defined name)
(@ [WINDING 1 RATED MVA: Range: 0.001 to 2000.000 MVA in steps of 0.001
MESSAGE
™ 100.000 MVA
(@ |WINDING 1 NOM ¢-¢ Range: 0.001 to 2000.000 kV in steps of 0.001
MESSAGE
@ |voLTAGE: 220.000 kv
@ WINDING 1 Range: Woye, Delta, Zig-zag
MESSAGE
@ |cONNECTION: Wye
@ WINDING 1 GROUNDING: Range: Not within zone, Within zone
MESSAGE
@ |[Not within zone
@ WINDING ~ ANGLE WRT Range: -359.9 to 0.0° in steps of 0.1, (~"> 1)
MESSAGE & |winpine 1: 0.0° (shown when viewed Winding is not Winding 1)
vEssAGE @ WINDING 1 RESISTANCE Range: 0.0001 to 100.0000 ohms in steps of 0.0001
3¢: 10.0000 ohms

The settings specific to each winding are shown above.

Transformer differential protection uses the following calculated quantities (per phase): fundamental, second harmonic, and
fifth harmonic differential current phasors, and restraint current phasors. This information is extracted from the current
transformers (CTs) connected to the relay by correcting the magnitude and phase relationships of the currents for each
winding, so as to obtain zero (or near zero) differential currents under normal operating conditions. Traditionally, these cor-
rections were accomplished by interposing CTs and tapped relay windings with some combination of CT connections.

The T35 simplifies these configuration issues. All CTs at the transformer are connected wye (polarity markings pointing
away from the transformer). User-entered settings in the relay characterizing the transformer being protected and allow the
relay to automatically perform all necessary magnitude, phase angle, and zero-sequence compensation.
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This section describes the algorithms in the relay that perform this compensation and produce the required calculated
quantities for transformer differential protection, by means of the following example of a delta-wye (A-Y) connected power
transformer with the following data:

Table 5-10: EXAMPLE DELTA-WYE CONNECTED POWER TRANSFORMER DATA

DATA WINDING 1 WINDING 2

A (DELTA) CONNECTION Y (WYE) CONNECTION
Voltage Phasor Diagram t 7

/\ ~
Phase Shift 0° 30° lag (i.e. phases of wye winding lag
corresponding phases of delta winding by 30°)

Grounding In-zone grounding bank Ungrounded
Rated MVA 100/133/166 MVA 100/133/166 MVA
Nominal ¢-¢ Voltage 220 kv 69 kV
CT Connection Wye Wye
CT Ratio 500/5 1500/5
Auxiliary Cooling Two stages of forced air Two stages of forced air

The abbreviated nomenclature for applicable relay settings is as follows:

Rotation = SETTINGS = { SYSTEM SETUP = { POWER SYSTEM = { PHASE ROTATION

Wiotal = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { GENERAL = NUMBER OF WINDINGS
Compensation = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { GENERAL = { PHASE COMPENSATION

Source [w] = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { WINDING w = WINDING w SOURCE

Prated (W] = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { WINDING w = { WINDING w RATED MVA

Vhominal [W] = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { WINDING w = {/ WINDING w NOM &-®» VOLTAGE
Connection [w] = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { WINDING w = J WINDING w CONNECTION
Grounding [w] = SETTINGS = { SYSTEM SETUP = { TRANSFORMER = { WINDING w = { WINDING w GROUNDING

O[w] = SETTINGS = { SYSTEM SETUP = I} TRANSFORMER = { WINDING w = { WINDING w ANGLE WRT WINDING 1

CT primary [w] = the phase CT primary associated with Source [w]
Note that w = winding number, 1 to wyyo;
The following transformer setup rules must be observed:

1. The angle for the first winding from the transformer setup must be 0° and the angles for the following windings must be
entered as negative (lagging) with respect to (WRT) the winding 1 angle.

2. The “Within zone” and “Not within zone” setting values refer to whether the winding is grounded. Select “Within zone” if
a neutral of a wye type winding, or a corner of a delta winding, is grounded within the zone, or whenever a grounding
transformer falls into the zone of protection.

d) PHASE RELATIONSHIPS OF THREE-PHASE TRANSFORMERS

Power transformers that are built in accordance with ANSI and IEC standards are required to identify winding terminals and
phase relationships among the windings of the transformer.

ANSI standard C.37.12.70 requires that the terminal labels include the characters 1, 2, 3 to represent the names of the indi-
vidual phases. The phase relationship among the windings must be shown as a phasor diagram on the nameplate, with the
winding terminals clearly labeled. This standard specifically states that the phase relationships are established for a condi-
tion where the source phase sequence of 1-2-3 is connected to transformer windings labeled 1, 2 and 3 respectively.

IEC standard 60076-1 (1993) states that the terminal markings of the three phases follow national practice. The phase rela-
tionship among the windings is shown as a specified notation on the nameplate, and there may be a phasor diagram. In this
standard the arbitrary labeling of the windings is shown as |, Il and Ill. This standard specifically states that the phase rela-
tionships are established for a condition where a source phase sequence of I-lI-lll is connected to transformer windings
labeled I, Il and Il respectively.

The reason the source phase sequence must be stated when describing the winding phase relationships is that these rela-
tionships change when the phase sequence changes. The example shown below shows why this happens, using a trans-
former described in IEC nomenclature as a type “Yd1” or in GE Multilin nomenclature as a “Y/d30.”
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Figure 5-26: EXAMPLE TRANSFORMER

The above diagram shows the physical connections within the transformer that produce a phase angle in the delta winding
that lag the respective wye winding by 30°. The currents in the windings are also identified. Note that the total current out of
the delta winding is described by an equation. Now assume that a source, with a sequence of ABC, is connected to trans-
former terminals ABC respectively. The currents that would be present for a balanced load are shown the diagram below.

/TA\

Ic Ig

Figure 5-27: PHASORS FOR ABC SEQUENCE
Note that the delta winding currents lag the wye winding currents by 30° (in agreement with the transformer nameplate).

Now assume that a source, with a sequence of ACB is connected to transformer terminals A, C, and B, respectively. The
currents present for a balanced load are shown in the Phasors for ACB Phase Sequence diagram.

L

Ib 828718A1.CDR

Figure 5-28: PHASORS FOR ACB SEQUENCE

Note that the delta winding currents leads the wye winding currents by 30°, (which is a type Yd11 in IEC nomenclature and
a type Y/d330 in GE Multilin nomenclature) which is in disagreement with the transformer nameplate. This is because the
physical connections and hence the equations used to calculate current for the delta winding have not changed. The trans-
former nameplate phase relationship information is only correct for a stated phase sequence.
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It may be suggested that phase relationship for the ACB sequence can be returned the transformer nameplate values by
connecting source phases A, B and C to transformer terminals A, C, and B respectively. Although this restores the name-
plate phase shifts, it causes incorrect identification of phases B and C within the relay, and is therefore not recommended.

All information presented in this manual is based on connecting the relay phase A, B and C terminals to the power system
phases A, B, and C respectively. The transformer types and phase relationships presented are for a system phase
sequence of ABC, in accordance with the standards for power transformers. Users with a system phase sequence of ACB
must determine the transformer type for this sequence.

If a power system with ACB rotation is connected to the Wye winding terminals 1, 2, and 3, respectively, from a Y/d30 trans-
former, select a Power Rotation setting of ACB into the relay and enter data for the Y/d330 transformer type.

e) MAGNITUDE COMPENSATION

Transformer protection presents problems in the application of current transformers. CTs should be matched to the current
rating of each transformer winding, so that normal current through the power transformer is equal on the secondary side of
the CT on different windings. However, because only standard CT ratios are available, this matching may not be exact.

In our example, the transformer has a voltage ratio of 220 kV / 69 kV (i.e. about 3.188 to 1) and a compensating CT ratio is
500 A to 1500 A (i.e. 1 to 3). Historically, this would have resulted in a steady state current at the differential relay. Interpos-
ing CTs or tapped relay windings were used to minimize this error.

The T35 automatically corrects for CT mismatch errors. All currents are magnitude compensated to be in units of the CTs of
one winding before the calculation of differential and restraint quantities.

The reference winding (w,¢y) is the winding to which all currents are referred. This means that the differential and restraint
currents will be in per unit of nominal of the CTs on the reference winding. This is important to know, because the settings of
the operate characteristic of the percent differential element (pickup, breakpoints 1 and 2) are entered in terms of the same
per unit of nominal.

The reference winding is chosen by the relay to be the winding which has the smallest margin of CT primary current with
respect to winding rated current, meaning that the CTs on the reference winding will most likely begin to saturate before
those on other windings with heavy through currents. The characteristics of the reference winding CTs determine how the
percent differential element operate characteristic should be set.

The T35 determines the reference winding as follows:

1. Calculate the rated current (/,4454) for each winding:

P w
liateqlW] = L"[], where w = 1,2, ...W;,, (EQ5.8)

S BxV,, W]

Note: enter the self-cooled MVA rating for the P, .4 setting.

2. Calculate the CT margin (/pmargin) for each winding:

_ CT primary[w]

| L=
margin
g Irated[W]

, Where w = 1,2, ... W, (EQ 5.9)

3. Choose the winding with the lowest CT margin:
In our example, the reference winding is chosen as follows.

1. Calculate the rated current for windings 1 and 2:

Prateql 1] 100 MVA Prateal 2] 100 MVA
I 1] = —rated - = 2624 A, | 2] = —1ate =
rateal 1] = 725 Vooml11 /3% 220 kV rateal 2] = = Vooml2] /3% 69 kV

= 836.7A (EQ5.10)

2. With these rated currents, calculate the CT margin for windings 1 and 2:

_ CT primary[1] _ 500 A _ _ CT primary[2] _ 1500 A _
Imarginl 11 = a1l " 2624A " 191, Ipaginl2] = I g2l " B367A 1.79 (EQ 5.11)
3. Since /parginl 2] < Imarginl 11, the reference winding wier is winding 2.

The reference winding is shown in ACTUAL VALUES = { METERING = TRANSFORMER = { DIFFERENTIAL AND RESTRAINT =&
REFERENCE WINDING.
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The unit for calculation of the differential and restraint currents and base for the differential restraint settings is the CT pri-
mary associated with the reference winding. In this example, the unit CT is 1500:5 on winding 2.

Magnitude compensation factors (M) are the scaling values by which each winding current is multiplied to refer it to the ref-
erence winding. The T35 calculates magnitude compensation factors for each winding as follows:

Iprimary[ W] x Vi omW]

M[w] = where w = 1,2, ...W,, (EQ5.12)

Iprimary[ Wref] X nom[ Wref]

In our example, the magnitude compensation factors are calculated as follows:

Iprimary[1] *Vooml1] _ 500 A x 220 kV
I 2]x V, 2] ~ 1500 A x 69 kV

nom[

M[1] =

= 1.0628 (EQ 5.13)

primary[

Iprimary[z] x Voml2] _ 1500 A x 69 kV

Mi2] = Lorimarg 2] X Voom[2] ~ 1500 A x 69 KV

= 1.0000 (EQ 5.14)

The maximum allowed magnitude compensation factor (and hence the maximum allowed CT ratio mismatch) is 32.

f) PHASE AND ZERO SEQUENCE COMPENSATION

Power transformers may be connected to provide phase shift, such as the common A-Y connection with its 30° phase shift.
Historically, CT connections were arranged to compensate for this phase error so that the relaying could operate correctly.

In our example, the transformer has the A-Y connection. Traditionally, CTs on the Wye connected transformer winding
(winding 2) would be connected in a delta arrangement, which compensates for the phase angle lag introduced in the Delta
connected winding (winding 1), so that line currents from both windings can be compared at the relay. The Delta connection
of CTs, however, inherently has the effect of removing the zero sequence components of the phase currents. If there were
a grounding bank on the Delta winding of the power transformer within the zone of protection, a ground fault would result in
differential (zero sequence) current and false trips. In such a case, it would be necessary to insert a zero sequence current
trap with the Wye connected CTs on the Delta winding of the transformer.

In general, zero sequence removal is necessary if zero sequence can flow into and out of one transformer winding but not
the other winding. Transformer windings that are grounded inside the zone of protection allow zero sequence current flow
in that winding, and therefore it is from these windings that zero sequence removal is necessary.

The T35 performs this phase angle compensation and zero sequence removal automatically, based on the settings entered
for the transformer. All CTs are connected Wye (polarity markings pointing away from the transformer). All currents are
phase and zero sequence compensated internally before the calculation of differential and restraint quantities.

The phase reference winding (wy) is the winding which will have a phase shift of 0° applied to it. The phase reference wind-
ing is chosen to be the delta or zigzag (non-wye) winding with the lowest winding index, if one exists. For a transformer that
has no delta or zigzag windings, the first winding is chosen.

The phase compensation angle (®¢omp), the angle by which a winding current is shifted to refer it to the phase reference
winding, is calculated by the T60 for each winding as follows:

Dcomplw] = | ®[ws] — ®[w] | where Rotation = “ABC”
Dgomplw] = | ®[w] — D[w] | where Rotation = “ACB”

In our example, the phase reference winding would be winding 1, the first delta winding (i.e. wg= 1). The phase compensa-
tion angle for each winding would then be calculated as follows (assuming Rotation = “ABC”):

Deompl1] =0°—0°=0°
(Dcomp[z] =0° - (-30°) = 30° = 330° lag

The following table shows the linear combination of phases of a transformer winding that achieves the phase shift and zero
sequence removal for typical values of ®¢,pp:

where: I4[w] = uncompensated winding ‘w’ phase A current
14P[w] = phase and zero sequence compensated winding ‘w’ phase A current
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Table 5-11: PHASE AND ZERO SEQUENCE COMPENSATION FOR TYPICAL VALUES OF @,

(Dcom_p[w] Grounding[w] = “Not within zone” Grounding[w] = “Within zone”
0° Prl = 2 1 1
IAp[W] = I,[w] 14°[w] = 3/A[W]—3IB[W]—3/0[W]
1PIW] = Igw] 11w = %lB[w]—%IA[W]—%IC[w]
Pro —
e’ lwl = lolw] 18 = 21wl ptw1 - Ligw
30° |
1 1 1 1
15°[w] = ﬁIB[w]—ﬁIA[W] 15°[w] = ﬁIB[w]—ﬁIA[W]
1 1 1 1
I[w] = T5lolwl = lslw] I[w] = T5lolwl = lslw]
60° lag Proq 2 1 1
/Ap[W] - igiw], 17 [w] = —slc[w]+3lA[w]+3IB[w]
I 1w] = pw], 1 1w) = ~21,0w)+ 5 lglw] + Slclw)
I&°[w] = ~Igw) 1 w] = ‘ng[W]’f%’A[W]JF%’c[W]
90° |
ag LPIw] = %IB[W]—%IC[W] LPIw] = %IB[W]—%IC[W]
1 1 1 1
1 Iw] = ﬁlc[w]—ﬁlA[w] 1 w] = ﬁlc[w]—ﬁlA[w]
1 1 1 1
1l w] = ﬁlA[w]—%IB[w] 1l w] = ﬁlA[w]—ﬁIB[w]
120° lag P _ 2 1 1
/Ap[W] = Ig[w] 14 [w] = 3’B[W]—3/A[W]—3’c[w]
P IW] = lolw] 1w = 21wl - 13wl - gty
Prat —
e Wl = 1alw] 18] = 21wl - 1wl - Sl
150° lag 1 1 1 1
1PIw] = —ﬁ/B[w]-ﬁ/A[w] 1PIw) = —ﬁ/B[w]-ﬁ/A[w]
1 1 1 1
1 Iw] = ﬁlc[w]—ﬁIB[w] 1 Iw] = ﬁlc[w]—ﬁIB[w]
1 1 1 1
1w = ﬁ/A[w]—ﬁ/C[w] 1w = ﬁ/A[w]_ﬁ/C[w]
180° lag o 2 1 1
IAp[W] —— 17 [w] = —§/A[W]+§IB[W]+§IC[W]
15 TW] = ~Igiw] 11w = ~21gtwl + 21wl + 1wy
Iw) = llw] I w] = ‘%Ic[W]Jf%IA[W]’f%IB[W]
210° lag 1 1 1 1
LPIw] = Tglc[w]—ﬁlA[w] IPIw] = ﬁlc[w]—ﬁl/\[w]
1 1 1 1
18 w] = —ﬁ/A[w]-ﬁ/B[w] 15 w] = —ﬁ/A[w]-ﬁ/B[w]
1 1 1 1
1w = ﬁls[w]—ﬁlc[w] 1w = ﬁls[w]_ﬁlc[w]
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Table 5-11: PHASE AND ZERO SEQUENCE COMPENSATION FOR TYPICAL VALUES OF @4,

‘Dcom_p[W] Grounding[w] = “Not within zone” Grounding[w] = “Within zone”
240° lag P _2 1 1
/Ap[W] = Ig[w] 14 [w] = 3’c[W]—3IA[W]—SIB[W]
2 1 1
1w = 1,[w] 157 IW] = 5/alwl = 3/5lWl - 3/c[W]
Prul —
lo'twl = Iglw] 1L = Zlgiwl - 11,0w1 - 2wl
270° lag 1 1 1 1
LPIw] = —-ﬁlc[w]——ﬁIB[w] IPIw] = —-ﬁlc[w]——ﬁIB[w]
1 1 1 1
1 Iw] = 7_EIA[w]—]_g/c[w] 1w = 7_EIA[w]—]_g/C[w]
1 1 1 1
1w = EIB[W]—ﬁIA[w] 1w = ﬁls[w]—ﬁlA[w]
300° lag o _2 1 1
LPIW] = —lgiw] 17 [w] = —SIB[W]+3IA[W]+3IC[W]
17 IW] = ~low] 11w = —glc[w]+1lA[w]+1IB[w]
1STW] = ~aIW] Fwl = ——IA[W]+ /B[w]+ Liotw)
330° lag 1 1 1 1
1PIw] = —J_SIA[W]——J%IB[W] 1PIw] = 7_EIA[w]-y_g/B[w]
1 1 1 1
1 w] = —ﬁls[w]—ﬁlc[w] 1 w] = —ﬁls[w]—ﬁlc[w]
1 1 1 1
1wl = T5lolWl = = lalw] 1wl = T5lolWl = = lalw]

In our example, the following phase and zero-sequence compensation equations would be used:
For Winding 1:

IAp[’I] = %IA[’I] IB[’I] IC[1] [’I] = —IB[’I] IA[1] IC[1] ICp[‘l] = %IC[”_%IA“]_%IB[” (EQ 5.15)

For Winding 2:
LPIw] = -1-/A[2]--1-/B[2]; 1£w] = -1-/5[2]-—1-10[2]; 1L[w] = —1—IC[2]——-1—IA[2] (EQ 5.16)
3 3 3 3 3 3

d) MAGNITUDE, PHASE ANGLE, AND ZERO SEQUENCE COMPENSATION

Complete magnitude, phase angle, and zero sequence compensation is as follows:
I5Iw] = Mw] x 1P [w], where w = 1,2, ..., W, (EQ 5.17)
IgIw] = M[w]x I [w], where w = 1,2, ..., W, (EQ 5.18)
Igtw] = M[w] x I [w], where w = 1,2,..., W, (EQ 5.19)

where: [w] Ig [ w], and ICC[ w] = magnitude, phase and zero sequence compensated winding w phase currents

M [W] = magnitude compensatlon factor for winding w (see previous sections)
IA [w], /BC[W] , and lc [w] = phase and zero sequence compensated winding w phase currents (see earlier)
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h) DIFFERENTIAL AND RESTRAINT CURRENT CALCULATIONS

Differential and restraint currents are calculated as follows:

Idy = 1T+ 1002] 4 oo+ 1, [Wygpa] (EQ 5.20)
Idg = Ig 11+ 15121+ ... + 15 [Wypp,] (EQ 5.21)
Ide = 15111+ 1612] + o + 15 [Wyipga/) (EQ 5.22)
ry = max([L] 121 o 15 TWeogarl) (EQ 5.23)
rg = max([1511], [15T121]s s 18 TWeogarl) (EQ 5.24)
irg = max([IE1], 1121, s IS TWioga)) (EQ 5.25)

where Id,, Idg, and Id are the phase differential currents and Ir, , Irg , and Ir, are the phase restraint currents.

i) TRANSFORMER WINDINGS BETWEEN TWO BREAKERS

When the relay is to protect a transformer with windings connected between two breakers, such as in a ring bus or breaker-
and-a-half station configuration, one of the methods for configuring currents into the relay presented below should be used
(see the Breaker-and-a-Half Scheme diagram in the Overview section of this chapter).

For this example it is assumed that winding 1 is connected between two breakers and winding 2 is connected to a single
breaker. The CTs associated with winding 1 are CTX, at 1200/5 A and CTY, at 1000/5 A. CTX is connected to current input
channels 1 through 3 inclusive and CTY is connected to current input channels 5 through 7 inclusive on a type 8H CT/VT
module in relay slot “F.” The CT2 on winding 2 is 5000/5 A and is connected to current input channels 1 through 4 inclusive
on a type 8F CT/VT module in relay slot “M”.

SETUP METHOD A (PREFERRED)

This approach is preferred because it provides increased sensitivity as the current from each individual set of CTs partici-
pates directly in the calculation of CT ratio mismatch, phase compensation, zero-sequence removal (if required) and the
differential restraint current. The concept used in this approach is to consider that each set of CTs connected to winding 1
represents a connection to an individual winding. For our example we consider the two-winding transformer to be a three-
winding transformer.

1. Enter the settings for each set of CTs in the SYSTEM SETUP => AC INPUTS = CURRENT BANK settings menu.

PHASE CT F1 PRIMARY: “1200 A”

PHASE CT F1 SECONDARY: “5 A”

GROUND CT F1 PRIMARY: “1 A” (default value)
GROUND CT F1 SECONDARY: “1 A” (default value)

PHASE CT F5 PRIMARY: “1000 A”

PHASE CT F5 SECONDARY: “5 A”

GROUND CT F5 PRIMARY: “1 A” (default value)
GROUND CT F5 SECONDARY: “1 A” (default value)

PHASE CT M1 PRIMARY: “5000 A”
PHASE CT M1 SECONDARY: “5 A”
GROUND CT M5 PRIMARY: “5000 A”
GROUND CT M5 SECONDARY: “5 A”

2. Configure source n (source 1 for this example) as the current from CTX in Winding 1 in the SYSTEM SETUP = { SIGNAL
SOURCES = {} SOURCE 1(6) settings menu.

SOURCE 1 NAME: “WDG 1X”
SOURCE 1 PHASE CT: “F1”
SOURCE 1 GROUND CT: “None”
SOURCE 1 PHASE VT: “None”
SOURCE 1 AUX VT: “None”

GE Multilin T35 Transformer Protection System 5-105




5.4 SYSTEM SETUP 5 SETTINGS

3.

Configure source n (source 2 for this example) as the current from CTY in Winding 1 in the SYSTEM SETUP = { SIGNAL
SOURCES = {} SOURCE 1(6) settings menu.

SOURCE 2 NAME: “WDG 1Y”
SOURCE 2 PHASE CT: “F5”
SOURCE 2 GROUND CT: “None”
SOURCE 2 PHASE VT: “None”
SOURCE 2 AUX VT: “None”

Configure source n (source 3 for this example) to be used as the current in Winding 2 in the SYSTEM SETUP = { SIGNAL
SOURCES = {} SOURCE 1(6) settings menu.

SOURCE 3 NAME: “WDG 2"
SOURCE 3 PHASE CT: “M1”
SOURCE 3 GROUND CT: “M1”
SOURCE 3 PHASE VT: “None”
SOURCE 3 AUX VT: “None”

Configure the source setting of the transformer windings in the SYSTEM SETUP =¥ TRANSFORMER = { WINDING n set-
tings menu.

WINDING 1 SOURCE: “WDG 1X”
WINDING 2 SOURCE: “WDG 1Y”
WINDING 3 SOURCE: “WDG 2"

SETUP METHOD B (ALTERNATE)

This approach adds the current from each phase of the CT1 and CT2 together to represent the total winding 1 current. The
procedure is shown below.

1.

Enter the settings for each set of CTs in the SYSTEM SETUP = AC INPUTS = CURRENT BANK settings menu, as shown for
Method A above.

Configure Source n (Source 1 for this example) to be used as the summed current in Winding 1 in the SYSTEM SETUP
= { SIGNAL SOURCES = { SOURCE n settings menu.

SOURCE 1 NAME: “WDG 1"
SOURCE 1 PHASE CT: “F1 + F5”
SOURCE 1 GROUND CT: “None”
SOURCE 1 PHASE VT: “None”
SOURCE 1 AUX VT: “None”

Configure Source n (Source 2 for this example) to be used as the Winding 2 current in the SYSTEM SETUP = { SIGNAL
SOURCES = {} SOURCE n settings menu.

SOURCE 2 NAME: “WDG 2"
SOURCE 2 PHASE CT: “M1”
SOURCE 2 GROUND CT: “M1”
SOURCE 2 PHASE VT: “None”
SOURCE 2 AUX VT: “None”
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5.4.5 BREAKERS

PATH: SETTINGS = { SYSTEM SETUP = { BREAKERS = BREAKER 1(6)

B BREAKER 1
|

GE Multilin
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KiD)

D @» @» @ d@» @» d@» d» d@» @@ @@ d» @ d» d» d» @@ d@» @

BREAKER 1
FUNCTION: Disabled

BREAKER1 PUSH BUTTON
CONTROL: Disabled

BREAKER 1 NAME:
Bkr 1

BREAKER 1 MODE:
3-Pole

BREAKER 1 OPEN:
Off

BREAKER 1 BLK OPEN:
Off

BREAKER 1 CLOSE:
Off

BREAKER 1 BLK CLOSE:
Off

BREAKER 1 ®A/3P CLSD:

Off

BREAKER 1 ®A/3P OPND:

Off

BREAKER 1 OB CLOSED:
Off

BREAKER 1 OB OPENED:
Off

BREAKER 1 ®C CLOSED:
Off

BREAKER 1 OC OPENED:
Off

BREAKER 1 Toperate:
0.070 s

BREAKER 1 EXT ALARM:
Off

BREAKER 1 ALARM
DELAY: 0.000 s

MANUAL CLOSE RECALl
TIME: 0.000 s

BREAKER 1 OUT OF SV:
Off

BREAKER 1 EVENTS:
Disabled

T35 Transformer Protection System

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Range:

Disabled, Enabled

Disabled, Enabled

up to 6 alphanumeric characters

3-Pole, 1-Pole

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

FlexLogic operand

0.000 to 65.535 s in steps of 0.001

FlexLogic operand

0.000 to 65.535 s in steps of 0.001

0.000 to 65.535 s in steps of 0.001

FlexLogic operand

Disabled, Enabled
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A description of the operation of the breaker control and status monitoring features is provided in chapter 4. Only informa-
tion concerning programming of the associated settings is covered here. These features are provided for two or more
breakers; a user may use only those portions of the design relevant to a single breaker, which must be breaker 1.

The number of breaker control elements is dependent on the number of CT/VT modules specified with the T35. The follow-
ing settings are available for each breaker control element.

BREAKER 1 FUNCTION: This setting enables and disables the operation of the breaker control feature.
BREAKER1 PUSH BUTTON CONTROL.: Set to “Enable” to allow faceplate push button operations.

BREAKER 1 NAME: Assign a user-defined name (up to six characters) to the breaker. This name will be used in flash
messages related to breaker 1.

BREAKER 1 MODE: This setting selects “3-Pole” mode, where all breaker poles are operated simultaneously, or “1-
Pole” mode where all breaker poles are operated either independently or simultaneously.

BREAKER 1 OPEN: This setting selects an operand that creates a programmable signal to operate an output relay to
open breaker 1.

BREAKER 1 BLK OPEN: This setting selects an operand that prevents opening of the breaker. This setting can be
used for select-before-operate functionality or to block operation from a panel switch or from SCADA.

BREAKER 1 CLOSE: This setting selects an operand that creates a programmable signal to operate an output relay
to close breaker 1.

BREAKER 1 BLK CLOSE: This setting selects an operand that prevents closing of the breaker. This setting can be
used for select-before-operate functionality or to block operation from a panel switch or from SCADA.

BREAKER 1 ®A/3P CLOSED: This setting selects an operand, usually a contact input connected to a breaker auxil-
iary position tracking mechanism. This input should be a normally-open 52/a status input to create a logic 1 when the
breaker is closed. If the BREAKER 1 MODE setting is selected as “3-Pole”, this setting selects a single input as the oper-
and used to track the breaker open or closed position. If the mode is selected as “1-Pole”, the input mentioned above
is used to track phase A and the BREAKER 1 ®B and BREAKER 1 OC settings select operands to track phases B and C,
respectively.

BREAKER 1 ®A/3P OPND: This setting selects an operand, usually a contact input, that should be a normally-closed
52/b status input to create a logic 1 when the breaker is open. If a separate 52/b contact input is not available, then the
inverted BREAKER 1 CLOSED status signal can be used.

BREAKER 1 ®B CLOSED: If the mode is selected as three-pole, this setting has no function. If the mode is selected
as single-pole, this input is used to track the breaker phase B closed position as above for phase A.

BREAKER 1 ®B OPENED: If the mode is selected as three-pole, this setting has no function. If the mode is selected
as single-pole, this input is used to track the breaker phase B opened position as above for phase A.

BREAKER 1 ®C CLOSED: If the mode is selected as three-pole, this setting has no function. If the mode is selected
as single-pole, this input is used to track the breaker phase C closed position as above for phase A.

BREAKER 1 ®C OPENED: If the mode is selected as three-pole, this setting has no function. If the mode is selected
as single-pole, this input is used to track the breaker phase C opened position as above for phase A.

BREAKER 1 Toperate: This setting specifies the required interval to overcome transient disagreement between the
52/a and 52/b auxiliary contacts during breaker operation. If transient disagreement still exists after this time has
expired, the BREAKER 1 BAD STATUS FlexLogic operand is asserted from alarm or blocking purposes.

BREAKER 1 EXT ALARM: This setting selects an operand, usually an external contact input, connected to a breaker
alarm reporting contact.

BREAKER 1 ALARM DELAY: This setting specifies the delay interval during which a disagreement of status among
the three-pole position tracking operands will not declare a pole disagreement. This allows for non-simultaneous oper-
ation of the poles.

MANUAL CLOSE RECAL1 TIME: This setting specifies the interval required to maintain setting changes in effect after
an operator has initiated a manual close command to operate a circuit breaker.

BREAKER 1 OUT OF SV: Selects an operand indicating that breaker 1 is out-of-service.
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SETTING
BREAKER 1 FUNCTION [FLEXLOGIC OPERANDS |
= Enabled |,\N.';- BREAKER 1 OFF CMD
51850 model BREAKER 1 TRIP A
BrkXCER1.BlkOpn.ctival 0—'m BREAKER 1 TRIP B
AND
SETTING - - BREAKER 1 TRIP C
BREAKER 1 BLOCK OPEN -
o -0 I T o
D&D, LE0, and LI0 de from trip output
FLEXLOGIC OPERANDS OR
TRIP PHASE A
TRIP PHASE B
TRIP PHASE C
TRIF 3-POLE
61850 model 61850 model
BrkCSWI1.PosOpn.ctval — BrkXCBR1.BlkOpn.stvial>
BrkXCBR1.PosOpn.ctval
SETTING on
BREAKER 1 OPEN Y
Off=0 |}
AND
BREAKER 1 PUSHBUTTOM
CONTROL
= Enabled L .
CR 0
o E 20 ms| —|
XCBR1 STLOC OPERAND: — RS
| FLEXLOGIC OPERAND |
SETTING SETTING p—1 AND _BREAKER 1 MNLCLS
BREAKER 1 CLOSE MANUAL CLOSE RECALL TIME 1 d |
Off =0 S +
C&0, D60, L6D, and L90 relays from recloser 0
FLEXLOGIC OPERAND
= i _
-
61850 model 9. | or FLEXLOGIC OPERAND
- [ g
s
SETTING
BREAKER 1 BLOCK CLOSE —
off=0 § 61850 model
I Brk{CBR1BIKCIs.stvaly
A J B27061ATCOR

To breaker control logic sheet 2

Figure 5-29: DUAL BREAKER CONTROL SCHEME LOGIC (Sheet 1 of 2)
17? IEC 61850 functionality is permitted when the T35 is in “Programmed” mode and not in the local control mode.

NOTE
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From breaker

control logic { I BKR ENABLED

sheet 1

4 FLEXLOGIC OPERAND BREAKER 1
|,wn AND BREAKER 1 CLOSED [y cLosen
5 | or '_ (DEFAULT)
BREAKER 1 MODE
—— | e o] ) FLEALOGIC OPERAND BREAKER 1
= 3-fok Lo a0 (Y oren
“Troe |- (DEFAULT)
— —
BKR1 A CLOSED SETTING [ FLEXLOGIC OPERAND
BKR1 B CLOSED % a0 BREAKER 1 ALARM DELAY AND BREAKER 1 DISCREP
BKR1 C CLOSED +
L AND!
BKRLAOPENED > 0
BKRLB OPENED
L saniein g
BKR1COPENED > AND b— or FLEXLOGIC OPERAND BREAKER 1
SETTING BREAKER 1 TROUBLE @ ngﬁﬁﬁ
BREAKER 1 EXT ALARM b Mote: the BREAKER 1 TROLIBLE LED ! !
can be latched using FlexLogic
—off
FLEALOGIC OPERAND
SETTING SETTING
- serme. oR | BREAKER 1 BADSTATUS |
BREAKER 1 ®A/3P CLSD BREAKER 1 Toperate
- 0ff o OR [FLEXLOGIC OPERANDS |
I 4 o FLEALOGIC OPERANDS
AND BREAKER 1A BAD ST
S 0 ) | — BREAKER 1 A CLSD
SET"Nf rl BKR1 A CLOSED » AND BREAKER 1 ®A OPEN
BREAKER 1 ©A/3P OPND - N;.l . | BREAKER 1 ®A INTERM
= 0
0—1
BKR1 A OPENED, |*‘N-
AND
AND
L
SETTING ,WDI SETTING
T BREAKER 1 Toperate S
BREAKER 18 CLSD [ | l—l STSTTA SRS
= off daol oF 4  anp BREAKER 1 0B BAD 5T
v 1|
s 0 b Ii BREAKER 1 ©B CLSD
L = -
SETTI ] BREAKER 1 B OPEN
2 BKRL B CLOSED AND.
BREAKER 1 ©B OPENED J | | BREAKER 1 0B INTERM
I = Off * | I — |
BKR1 B OPENED AND
ML,I e |
O AND
—
SETTING AND SETTING
BREAKER 1 &C CLSD BREAKER 1 Toperate S
~oi |9 OF =9 ) FLEXLOGIC OPERANDS
— o—:@ 4 AN BREAKER 1 ®C BAD ST
4 0 L] BREAKER 1 ®C CLSD
SETTING T | BREAKER 1 ®C OPEN
BKR1 C CLOSED. AND - -
BREAKER. 1 ©C OPENED m”:,l . | BREAKER 1 ®C INTERM
= off —T
BKR1 C OPENED, AND
A\!DI —
=
L
Frer rs e . —
BKR1 A CLOSED > -
BKR1 B CLOSED AND FLEXLOGIC OPERANDS
BKRLCCLOSED > * || S— AND BREAKER 1 ANY P OPEN
|| BREAKER 1 1P OPEN
— BREAKER 1005
—
HOR AND
SETTING
BREAKER 10UT OF SV AND
= Off B859712A1.cdr

Figure 5-30: DUAL BREAKER CONTROL SCHEME LOGIC (Sheet 2 of 2)

The breaker element has direct hard-coded connections to IEC 61850 model as shown in the logic diagram. This allows
remote open/close operation of each breaker, using either CSWI or XCBR IEC 61850 logical nodes. IEC 61850 select-
before-operate functionality, local/remote switch functionality along with a blocking of open/close commands are provided.
Note that IEC 61850 commands are event-driven and dwell time for these is one protection pass only. If you want to main-
tain the close/open command for a certain time, do so either on the contact outputs using the "Seal-in" setting or in Flex-
Logic.
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5.4.6 DISCONNECT SWITCHES

PATH: SETTINGS = { SYSTEM SETUP = J SWITCHES = SWITCH 1(24)

B SWITCH 1 KD SWITCH 1 Range: Disabled, Enabled
| FUNCTION: Disabled
@ SWITCH 1 NAME: Range: up to 6 alphanumeric characters
MESSAGE @ SW 1
@ SWITCH 1 MODE: Range: 3-Pole, 1-Pole
MESSAGE @ 3-Pole
. Range: FlexLogic operand
VESSAGE % (S)T:;TCH 1 OPEN:
N SWITCH 1 BLK OPEN: Range: FlexLogic operand
MESSAGE & loss
@ SWITCH 1 CLOSE: Range: FlexLogic operand
MESSAGE @ Off
(4 |SWITCH 1 BLK CLOSE: Range:  FlexLogic operand
MESSAGE & loss
N SWTCH 1 ®A/3P CLSD: Range: FlexLogic operand
MESSAGE & loss
N SWTCH 1 ®A/3P OPND: Range: FlexLogic operand
MESSAGE @ Off
(@ |SWITCH 1 ®B CLOSED: Range: FlexLogic operand
MESSAGE @ Off
(4 |SWITCH 1 ®B OPENED: Range: FlexLogic operand
MESSAGE & loss
N SWITCH 1 ®C CLOSED: Range: FlexLogic operand
MESSAGE & loss
(@ |SWITCH 1 ®C OPENED: Range: FlexLogic operand
MESSAGE @ Off
. ange: 0. to 65. s in steps of 0.
@ SWITCH 1 Toperate: R, 0.000 to 65.535 s in st f 0.001
MESSAGE @ 0.070 s
@ SWITCH 1 ALARM Range: 0.000 to 65.535 s in steps of 0.001
MESSAGE
& |[pELAY: 0.000 s
SWITCH 1 EVENTS: Range: Disabled, Enabled
MESSAGE (@& |h; sabled

The disconnect switch element contains the auxiliary logic for status and serves as the interface for opening and closing of
disconnect switches from SCADA or through the front panel interface. The disconnect switch element can be used to cre-
ate an interlocking functionality. For greater security in determination of the switch pole position, both the 89/a and 89/b
auxiliary contacts are used with reporting of the discrepancy between them. The number of available disconnect switches
depends on the number of the CT/VT modules ordered with the T35.

« SWITCH 1 FUNCTION: This setting enables and disables the operation of the disconnect switch element.

+  SWITCH 1 NAME: Assign a user-defined name (up to six characters) to the disconnect switch. This name will be used
in flash messages related to disconnect switch 1.

+  SWITCH 1 MODE: This setting selects “3-Pole” mode, where disconnect switch poles have a single common auxiliary
switch, or “1-Pole” mode where each disconnect switch pole has its own auxiliary switch.
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+  SWITCH 1 OPEN: This setting selects an operand that creates a programmable signal to operate a contact output to
open disconnect switch 1.

*+ SWITCH 1 BLK OPEN: This setting selects an operand that prevents opening of the disconnect switch. This setting
can be used for select-before-operate functionality or to block operation from a panel switch or from SCADA.

+  SWITCH 1 CLOSE: This setting selects an operand that creates a programmable signal to operate a contact output to
close disconnect switch 1.

+ SWITCH 1 BLK CLOSE: This setting selects an operand that prevents closing of the disconnect switch. This setting
can be used for select-before-operate functionality or to block operation from a panel switch or from SCADA.

« SWTCH 1 ®A/3P CLSD: This setting selects an operand, usually a contact input connected to a disconnect switch
auxiliary position tracking mechanism. This input should be a normally-open 89/a status input to create a logic 1 when
the disconnect switch is closed. If the SWITCH 1 MODE setting is selected as “3-Pole”, this setting selects a single input
as the operand used to track the disconnect switch open or closed position. If the mode is selected as “1-Pole”, the
input mentioned above is used to track phase A and the SWITCH 1 ®B and SWITCH 1 ®C settings select operands to
track phases B and C, respectively.

+  SWTCH 1 ®A/3P OPND: This setting selects an operand, usually a contact input, that should be a normally-closed 89/
b status input to create a logic 1 when the disconnect switch is open. If a separate 89/b contact input is not available,
then an inverted 89/a status signal can be used.

« SWITCH 1 ®B CLOSED: If the mode is selected as three-pole, this setting has no function. If the mode is selected as
single-pole, this input is used to track the disconnect switch phase B closed position as above for phase A.

+  SWITCH 1 ®B OPENED: If the mode is selected as three-pole, this setting has no function. If the mode is selected as
single-pole, this input is used to track the disconnect switch phase B opened position as above for phase A.

« SWITCH 1 ®C CLOSED: If the mode is selected as three-pole, this setting has no function. If the mode is selected as
single-pole, this input is used to track the disconnect switch phase C closed position as above for phase A.

+  SWITCH 1 ®C OPENED: If the mode is selected as three-pole, this setting has no function. If the mode is selected as
single-pole, this input is used to track the disconnect switch phase C opened position as above for phase A.

+  SWITCH 1 Toperate: This setting specifies the required interval to overcome transient disagreement between the 89/a
and 89/b auxiliary contacts during disconnect switch operation. If transient disagreement still exists after this time has
expired, the SWITCH 1 BAD STATUS FlexLogic operand is asserted from alarm or blocking purposes.

+  SWITCH 1 ALARM DELAY: This setting specifies the delay interval during which a disagreement of status among the
three-pole position tracking operands will not declare a pole disagreement. This allows for non-simultaneous operation
of the poles.

1?7 IEC 61850 functionality is permitted when the T35 is in “Programmed” mode and not in the local control mode.

NOTE
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SETTING
SWITCH 1 OPEN
= Off
61850 madel
[sweswiLPosOpn.ctval > oR
SWRSWILPosOpn.ctiol oR .
61850 model FLEXLOGIC OPERAND
SwirSWI1.BIkOpn.ctiVal SWITCH 1 OFF CMD
e AND |
SWITCH 1 BLK OPEN OR T 61850 model
= off | [SwrSWILEKOpnstvol >
SETTING
SWITCH 1 CLOSE
= Off
61850 model
SwCSWIL PosCls.ctial or M FLEXLOGIC OPERAND
SwiHSWIL PosCls.ctial - OR - SWITCH 1 ON CMD
61850 ¥SWI configuration setting AND
SETTING
KSWIL STLOC OPERANIi' T 61850 model
Off=0 o { SWHSWILBIkClsstval
61850 model AND
SwHSWILBIKCIs.ctival OR
SETTING FLEXLOGIC OPERAND
SWITCH 1 BLK CLOSE Al SWITCH 1 CLOSED
= Off AND | OR I
— FLEXLOGIC OPERAND
SETTING N | |axcl SWITCH 1 OPEN
SWITCH 1 MODE I AND R
= 3-Pole o
l: FLEXLOGIC OPERAND
=1-Pole SETTING =l SWITCH 1 DISCREP
SWITCH 1 ALARM DELAY J
SW1 A CLOSED > ]
SW1 B CLOSED » . AND +
W1 C CLOSED ) Anb 0
e FLEXLOGIC OPERAND
— R ND SWITCH 1 TROUBLE
SW1 A OPENED) .
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FLEXLOGIC OPERAND
TG S
T operte
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- o o[- SWITCH 1 ®A BAD 5T
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SWTCH 1 ©A/3P OPND | [SWI ACLOGH): l.a-.,'c SWITCH 1 A OPEN
| — I L] SWITCH 1 & INTERM
- R [15w1 A OPENED) i
AND l_[
m [
= SETTING 1 AND [
SWITCH 1 ®8 CLOSED SWITCH 2 Toperate ]
= ) o FLEXLOGIC OPERANDS
- —— &m0 SWITCH 1 &8 BAD ST
H o 0 L] SWITCH 1 @8 CLSD
ser:‘ms a SW1 B CLOSED '_m SWITCH 1 &8 OPEN
SwiTcH ll‘w OPENED — ANC 1| SWITCH 1 88 INTERM
— 1 f|9w1 B OPENED) 0
|J'-‘\ﬁ I_J‘
AND
SETTING SENTIHG -
SWITCH 1 ®C CLOSED SWITCH 1 Toperate
e A FLEXLOGIC OPERANDS
— AND SWITCH 1 @C BAD ST
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Figure 5-31: DISCONNECT SWITCH SCHEME LOGIC
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The switch element has direct hard-coded connections to IEC 61850 model as shown in the logic diagram. This allows
remote open/close operation of each switch, using either CSWI or XSWI IEC 61850 logical nodes. IEC 61850 select-
before-operate functionality, local/remote switch functionality along with a blocking open/close commands are provided.
Note that IEC 61850 commands are event-driven and dwell time for these is one protection pass only. If you want to main-
tain close/open command for a certain time, do so either on the contact outputs using the "Seal-in" setting or in FlexLogic.

5.4.7 FLEXCURVES

a) SETTINGS

PATH: SETTINGS = { SYSTEM SETUP => § FLEXCURVES = FLEXCURVE A(D)

B FLEXCURVE A ap FLEXCURVE A TIME AT Range: 0 to 65535 ms in steps of 1
u 0.00 xPKP: 0 ms

FlexCurves A through D have settings for entering times to reset and operate at the following pickup levels: 0.00 to 0.98
and 1.03 to 20.00. This data is converted into two continuous curves by linear interpolation between data points. To enter a
custom FlexCurve, enter the reset and operate times (using the VALUE keys) for each selected pickup point (using the
MESSAGE UP/DOWN keys) for the desired protection curve (A, B, C, or D).

Table 5-12: FLEXCURVE TABLE

RESET TIME RESET TIME OPERATE | TIME ||OPERATE| TIME |OPERATE| TIME |OPERATE| TIME
MS MS MS MS MS Ms
0.00 0.68 1.03 2.9 4.9 10.5
0.05 0.70 1.05 3.0 5.0 11.0
0.10 0.72 1.1 3.1 5.1 1.5
0.15 0.74 1.2 3.2 5.2 12.0
0.20 0.76 1.3 3.3 5.3 12.5
0.25 0.78 1.4 3.4 5.4 13.0
0.30 0.80 1.5 3.5 5.5 13.5
0.35 0.82 1.6 3.6 5.6 14.0
0.40 0.84 1.7 3.7 5.7 14.5
0.45 0.86 1.8 3.8 5.8 15.0
0.48 0.88 1.9 3.9 5.9 15.5
0.50 0.90 2.0 4.0 6.0 16.0
0.52 0.91 21 4.1 6.5 16.5
0.54 0.92 2.2 4.2 7.0 17.0
0.56 0.93 23 4.3 7.5 17.5
0.58 0.94 2.4 4.4 8.0 18.0
0.60 0.95 2.5 4.5 8.5 18.5
0.62 0.96 2.6 4.6 9.0 19.0
0.64 0.97 2.7 4.7 9.5 19.5
0.66 0.98 2.8 4.8 10.0 20.0

5-114 T35 Transformer Protection System GE Multilin



5 SETTINGS 5.4 SYSTEM SETUP

The relay using a given FlexCurve applies linear approximation for times between the user-entered points. Special
care must be applied when setting the two points that are close to the multiple of pickup of 1; that is, 0.98 pu and

NOTE  1.03 pu. It is recommended to set the two times to a similar value; otherwise, the linear approximation may result in
undesired behavior for the operating quantity that is close to 1.00 pu.

b) FLEXCURVE CONFIGURATION WITH ENERVISTA UR SETUP

The EnerVista UR Setup software allows for easy configuration and management of FlexCurves and their associated data
points. Prospective FlexCurves can be configured from a selection of standard curves to provide the best approximate fit,
then specific data points can be edited afterwards. Alternately, curve data can be imported from a specified file (.csv format)
by selecting the Import Data From EnerVista UR Setup setting.

Curves and data can be exported, viewed, and cleared by clicking the appropriate buttons. FlexCurves are customized by
editing the operating time (ms) values at pre-defined per-unit current multiples. Note that the pickup multiples start at zero
(implying the "reset time"), operating time below pickup, and operating time above pickup.

c) RECLOSER CURVE EDITING

Recloser curve selection is special in that recloser curves can be shaped into a composite curve with a minimum response
time and a fixed time above a specified pickup multiples. There are 41 recloser curve types supported. These definite oper-
ating times are useful to coordinate operating times, typically at higher currents and where upstream and downstream pro-
tective devices have different operating characteristics. The recloser curve configuration window shown below appears
when the Initialize From EnerVista UR Setup setting is set to “Recloser Curve” and the Initialize FlexCurve button is
clicked.

Recloser Curve Initialization ]

Standard Recloser Curve

hultiplier |1

Multiplier: Scales (multiplies) the curve operating times

Addr: Adds the time specified in this field (in ms) to each
curve operating time value.

Adder [ seconds ) ID el

__— Minimum Response Time (MRT): If enabled, the MRT setting

Minimurn Respanse Time // defines the shortest operating time even if the curve suggests
™ Use MRT a shorter time at higher current multiples. A composite operating
MRT (seconds) W characteristic is effectively defined. For current multiples lower
i than the intersection point, the curve dictates the operating time;

: : otherwise, the MRT does. An information message appears
- High Current Time when attempting to apply an MRT shorter than the minimum

I~ Use HCT curve time.

HCT Ratio ( Multiple of Pickup ) IZU . |
High Current Time: Allows the user to set a pickup multiple

HCT (seconds) IU-U15 from which point onwards the operating time is fixed. This is
normally only required at higher current levels. The HCT Ratio
defines the high current pickup multiple; the HCT defines the

Defaults | QK I Apply | Cancel | operating time.
Figure 5-32: RECLOSER CURVE INITIALIZATION

The multiplier and adder settings only affect the curve portion of the characteristic and not the MRT and HCT set-
tings. The HCT settings override the MRT settings for multiples of pickup greater than the HCT ratio.

842721A1.CDR

NOTE
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d) EXAMPLE

A composite curve can be created from the GE_111 standard with MRT = 200 ms and HCT initially disabled and then
enabled at eight (8) times pickup with an operating time of 30 ms. At approximately four (4) times pickup, the curve operat-
ing time is equal to the MRT and from then onwards the operating time remains at 200 ms (see below).

Recloser Curve Initialization 70000
Standard Recloser Curve GE_111 d Ty
& 10000
Multiplier |1 Adder(seconds) [0 g
g ™
—Minimum Response Tim =
= 1000 \
¥ Use MRT ©
-— \\
02 & ~
MRT [seconds ) . o o
j=3
—High Current Tim o 100
2
I~ Use HCT 5
HCT Ratio (Multiple of Pickup ) 20 o
@ 10
HCT (seconds) 0.018 o
Defaults | QK I Apply | Cancel | 1
01 1 10 20

Multiple of Pickup

Figure 5-33: COMPOSITE RECLOSER CURVE WITH HCT DISABLED

With the HCT feature enabled, the operating time reduces to 30 ms for pickup multiples exceeding 8 times pickup.

Recloser Curve Initialization [ %] 70000
Standard Reclaser Curve GE_111 'I ey
B 10000
Muttiplier |1 Adder ( seconds) |0 "‘}'E’
g N
— Minimum Respanse Tim =
= 1000 \
¥ Use MRT o
I —
MRT ( seconds ) 0.2 5 o
5 |
—High Current Time g 100 ¥
................ . 1
¥ [Use HCT: s
HCT Ratio { Multiple of Pickup ) a E
i 10
HCT (seconds) 0.03 o
Defaults | oK I Apply | Cancel | 1
o1 1 10 20

Multiple of Pickup

842720A1.CDR

Figure 5-34: COMPOSITE RECLOSER CURVE WITH HCT ENABLED

% Configuring a composite curve with an increase in operating time at increased pickup multiples is not allowed. If this

is attempted, the EnerVista UR Setup software generates an error message and discards the proposed changes.
NOTE

e) STANDARD RECLOSER CURVES

The standard recloser curves available for the T35 are displayed in the following graphs.

5-116 T35 Transformer Protection System GE Multilin



5 SETTINGS 5.4 SYSTEM SETUP

0.5

0.2

0.1

TIME (sec)

0.05

0.02

0.011

1 1
1 12 15 2 25 3 4 5 6 7 8 910 12 15 20
CURRENT (multiple of pickup) -

Figure 5-35: RECLOSER CURVES GE101 TO GE106
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Figure 5-36: RECLOSER CURVES GE113, GE120, GE138 AND GE142
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Figure 5-37: RECLOSER CURVES GE134, GE137, GE140, GE151 AND GE201
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Figure 5-38: RECLOSER CURVES GE131, GE141, GE152, AND GE200
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Figure 5-39: RECLOSER CURVES GE133, GE161, GE162, GE163, GE164 AND GE165
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Figure 5-40: RECLOSER CURVES GE116, GE117, GE118, GE132, GE136, AND GE139
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Figure 5-41: RECLOSER CURVES GE107, GE111, GE112, GE114, GE115, GE121, AND GE122

TIME (sec)

50

20

10

a

N
T

0.5

0.2 Il Il Il Il Il Il
1 12 15 2 25 3 4 5 6 7 8 910 12 15 20
CURRENT (multiple of pickup) s con

Figure 5-42: RECLOSER CURVES GE119, GE135, AND GE202
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5.5.1 INTRODUCTION TO FLEXLOGIC

To provide maximum flexibility to the user, the arrangement of internal digital logic combines fixed and user-programmed
parameters. Logic upon which individual features are designed is fixed, and all other logic, from digital input signals through
elements or combinations of elements to digital outputs, is variable. The user has complete control of all variable logic
through FlexLogic. In general, the system receives analog and digital inputs which it uses to produce analog and digital out-
puts. The major sub-systems of a generic UR-series relay involved in this process are shown below.
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Figure 5-43: UR ARCHITECTURE OVERVIEW

The states of all digital signals used in the T35 are represented by flags (or FlexLogic operands, which are described later
in this section). A digital “1” is represented by a 'set' flag. Any external contact change-of-state can be used to block an ele-
ment from operating, as an input to a control feature in a FlexLogic equation, or to operate a contact output. The state of the
contact input can be displayed locally or viewed remotely via the communications facilities provided. If a simple scheme
where a contact input is used to block an element is desired, this selection is made when programming the element. This
capability also applies to the other features that set flags: elements, virtual inputs, remote inputs, schemes, and human
operators.

If more complex logic than presented above is required, it is implemented via FlexLogic. For example, if it is desired to have
the closed state of contact input H7a and the operated state of the phase undervoltage element block the operation of the
phase time overcurrent element, the two control input states are programmed in a FlexLogic equation. This equation ANDs
the two control inputs to produce a virtual output which is then selected when programming the phase time overcurrent to
be used as a blocking input. Virtual outputs can only be created by FlexLogic equations.

Traditionally, protective relay logic has been relatively limited. Any unusual applications involving interlocks, blocking, or
supervisory functions had to be hard-wired using contact inputs and outputs. FlexLogic minimizes the requirement for aux-
iliary components and wiring while making more complex schemes possible.
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The logic that determines the interaction of inputs, elements, schemes and outputs is field programmable through the use
of logic equations that are sequentially processed. The use of virtual inputs and outputs in addition to hardware is available
internally and on the communication ports for other relays to use (distributed FlexLogic).

FlexLogic allows users to customize the relay through a series of equations that consist of operators and operands. The
operands are the states of inputs, elements, schemes and outputs. The operators are logic gates, timers and latches (with
set and reset inputs). A system of sequential operations allows any combination of specified operands to be assigned as
inputs to specified operators to create an output. The final output of an equation is a numbered register called a virtual out-
put. Virtual outputs can be used as an input operand in any equation, including the equation that generates the output, as a
seal-in or other type of feedback.

A FlexLogic equation consists of